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1 Wndopmaumna o 6ecnpoBogHOM
poyTepe
1.1 MpuBercraue!

bnaropapvm Bac 3a nprobpeteHne 6ecnposogHoro poytepa ASUS
ZenWiFi XD6!

YnbtpatoHKuin n ctunbHbin ZenWiFi XD6 noggepusaeT 4acToTbl
24Ty v 5Ty, SMB , UPnP AV, FTP cepBepa ana KpyrnocyToyHOro
pocTyna K dannam, ogHoBpemeHHyto paboty fo 300,000 ceccuir; a
Takxe TexHonoruo ASUS Green Network, obecneunBatolLyto sHep-
rocbepexeHue 1o 70%.

1.2 KomnnekTt noctaBKu
M PoyTtep ASUS ZenWiFi XD6 ~ vICeTeBoW kabenb (RJ-45)
M bnok nuTaHus v1KpaTtkoe pykoBOLCTBO

MPUMEYAHUA:

Ecnn kakue-nnbo 3nemMeHTbl KOMMNNIEKTA NOCTaBKN OTCYTCTBYIOT MK
noBpeXaeHbl, 0bpaTTech B Cyx0y Texnopaepxku ASUS. Homepa Te-
nedoHOB ropayeit IMHUN CIYX6bl TEXHUYECKOI MOAAEPXKKIA CMOTPUTE
B KOHL|e 3TOr0 PYKOBOACTBA.

«  CoxpaHuUTe OpurrHanbHY YNakoBKY Ha Clyyail, eciu B byayuiem
noTpebyeTca rapaHTUiiHOe 06CYKMBaHWE, HANPUMEP PEMOHT UK
3ameHa.



1.3 [aHHbIN 6ecnpoBoAHOl poyTep

@ NopxniounTe 6nok nutaHKa K pasbemy DCIN.
@ lHvKaTop NUTaHNA 3aropUTCA MPU FOTOBHOCTM YCTPOIICTBA.

OnucaHue pasbemoB
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Pasbem Pazbembl LAN  WAN nopt
DCIN

WAN nopt
lMopkntounTe 3TOMY NOPTY MOLEM C MOMOLLbIO CETEBOTO Kabens.

Pasbembi LAN

Moakntounte KomnbroTep K ogHoMy 13 311X LAN nopToB ¢ NOMOLLbIO CETEBOTO
Kabens.

Cneundukauns

bnok nutaHua BbixogHaa MowHoCTb: 12 B ¢ MakcMmanbHbIM
TOKOM 2A

Temnepatypa npu pabote 0~40°C npwv xpaHeHun | 0~70°C

BnaxHoCTb npu pabote 50~90% npwv xpaHeHun | 20~90%




1.4 Pa3melyeHune poyTepa

[naynyuweHna 6ecnpoBogHON CBA3MN Mexay 6ecnpoBOAHBIM poyTe-
POM 1 CETEBbIMY YCTPONCTBAMM, MOAKMIOUEHHBIMU K HEMY, BbINONHIATE
cnegytolee:

« TMomecTuTe 6eCNPOBOAHOI POYTEp B LEHTPE GECNPOBOAHON CETH
ANA MaKCMMasbHOTO MOKPbITHS.

+ [lomecTnTe yCTPOMCTBO NOAANbLLE OT MeTaNIMYeCKMX nperpag v
MPAMbIX CONMHEYHDIX JTyYeil.

+ [lna npegoTBpaLleHna MoMex NomecTuTe yCTPOMUCTBO NoaanbLue
OT YCTPONCTB cTaHAapTa 802.11 nnu ycTponcTs, paboTarowymx
Ha yactoTe 2.4 unwm 5w, yctponcts Bluetooth, 6ecnpoBoaHbix
TenedoHoB, TpaHCHOPMaTOPOB, MOLLHbIX ABUraTeNnen, daopec-
LIEHTHbIX JIaMr, MKPOBOJTHOBbIX JTyUel, XONOAWIbHNKOB 1 IPYroro
MPOMBbILLIIEHHOTO 060PYAOBaHUA.

+  Vcnonb3yiite nocnegHiow npoLwmeky. [ina nonyyeHna noapobHom
MHOOPMALIMI O HaNMUKK CBEXEN NPOLLMBKI noceTuTe cant ASUS
http://www.asus.com.




1.5 CucremHble Tpe6oBaHNA

[na HacTpoWKK ceT HeobXOAMM KOMMbIOTEP, COOTBETCTBYHOLMI
cnepytowum TpeboBaHUAM:

+ CeteBon nopt RJ-45 (10Base-T/100Base-TX/1000BaseTX)
+ becnposogHoit nHTepdeinc IEEE 802.11a/b/g/n/ac
+ YctaHoBneHHbI npotokon TCP/IP

- bpaysep, Hanpumep Internet Explorer, Firefox, Safari unn Google
Chrome

MPUMEYAHUA:

Ecnn KOMMNbIOTEP HE NMeeT BCTPOEHHbIX 6ecnposong|x ceTeBbIX
aflanTepos, ANA NOAKMYEHNA K CETU Bbl moxeTe YCTaHOBUTb B KOM-
nbtotep 6ecnpoogHoi agantep IEEE 802.11a/b/g/n/ac.

becnpoBogHom poyTep OAHOBPEMEHHO NoaaepKrBaeT paboTy Ha
yactoTax 2.4 [Ty n 5 [Ty, 3To NO3BONAET BbINOMHATL UHTEPHET-CEp-
GUHr 1 paboTaTb C 3NEKTPOHHON NOYTOW, MCnonb3ya yactoty 2,4 Iy u
OAHOBPEMEHHO CMOTPETb MOTOKOBOE BMAEO BbICOKOW YETKOCTH, UK
CyLwaTth My3biKy, UCNONb3yA AnanasoH 5 ITu.

HekoTtopble yctponctea |IEEE 802.11n, KoTopble Bbl XOTWUTE NOAKNIO-
UMTb K CETU MOTYT He MojAepKunBaTth YactoTy 5 My, ObpaTtutech K
cneumduKaLmm yCTPOonCTaa.

[nuHa Ethernet kabens, ncnonb3yemoro Ans NOAKMOUEHNsA CETEBbIX
YCTPOWCTB He AOMKHA NpeBblwaTb 100 METPoB.



1.6 HacTtpoiika poyTtepa

BAXHO!

Bo n36exaHne BO3MOXHbIX MOMeX C 6eCrpOBOAHON CBA3bIO, NPU Ha-
CTpOIKe 6ECPOBOAHOIO PoyTepa UCMOMb3yiiTe MPOBOAHOE COeANHE-
Hue.

Mepen HacTpolikol 6ecnpPOBOAHOTO POYTepPa, BbIMOMHUTE CleaytoLye
JencTBus:

«  [py 3ameHe CyLecTBYIOLEro PoyTepa, OTKIIOUMTE ero OT CETU.

«  OTknounTe NpoBoaa/kabenw ot mogema. Ecnm Ha mogieme ecTb ak-
KYMYNATOP, OTK/KOUNTE €ro.

« [lepe3arpy3ute Mofiem 1 KOMMbtOTEP (peKoMeHayeTCA).



1.6.1 MNpoBoaHOe noaKnoYeHNe

MPUMEYAHUE: [1nAa npoBOAHOIO MOAKIIIOYEHMA MOXHO MCMOMb30BaTh
N0 (MpAMOI UK NepeKPeCTHbIN) Kabenb.

ZenWiFi XD6

1o E

Laptop o
LA
(d]

[Ana HacTpoiiku 6ecnpoBOAHOro poyTepa Yepes NPOBOAJHOE
coefinHeHmne;

1. Mogkntoumute 6nok nuTaHUA poyTtepa K pasbemy DCIN poyTepa.

2. C nomoLLbto NOCTABNAEMOrO CETEBOTO Kabensa NogKNoumTe KoM-
nbtoTep K LAN nopty poytepa.

3 CnomoLlybto ApYroro ceTeBoro kabens, nogkntounte mogem kK WAN
nopTy 6eCcnpOBOJHOTO PoyTepa.

4. MopkntoumTe 6GMOK NUTaHUA MofieMa K pazbemy DCIN mogema.

1"



1.6.2 becnpoBogHoe NoAKAOYEeHNe

ZenWiFi XD6

Smart phone

Tablet

| [ozooD] |
; g

Laptop

Modem
Wall Power Outlet

J ) - B0

1

@ WAN

(c
[Ina HacTpokn 6ecnpoBOAHOrO poyTepa Yepes 6ecnpoBofHoe
coefjiHeHue:
1. MopgkntounTe 6ok NuTaHUA poyTepa K pasbemy DCIN poyTepa.

2 TopgkntounTe ceTeBOW Kabenb npoBaiiaepa unm ot mogema k WAN
nopTy poyTepa.

3. Mogkniounte 610K NTaHKA Mogema K pasbemy DCIN mogema.

4. YctaHoBuWTe B KOMMbloTep ceteBol agantep IEEE 802.11a/b/g/n/ac.

MPUMEYAHUA:

«  TMoppobHyo nHPopmaumio 0 NOJKNIOUEHNN K BECNPOBOAHON CeTy
CMOTpUTE B pyKkoBoACTBe nonb3osatens ana WLAN agantepa.

MHdopmaumio No HacTpoiike NapaMeTpoB 6E30MacHOCTM CMOTPHTE B
pa3gene Hactpoiika napameTpoB 6e3onacHocT 6ecnpoBofHOI
CeTM JaHHOTO PYKOBOACTBA.



2 Hauano pa6otbl
2.1 Bxop B Be6-uHTepdeiic

[laHHbI 6ecnpoBOAHO POYTEP MMEET UHTYUTUBHO NOHATHbIN rpa-
druecknin nutepdenc nonbsosatens (GUI), uto no3sonsaeT nerko
CKOHUryprpoBaTb ero GpyHKLMK Yepe3 6pay3ep, Hanpumep Internet
Explorer, Firefox, Safari unn Google Chrome.

MPUMEMAHUE: OyHKUMM MOTYT M3MEHATLCA B 3aBNICMMOCTI OT Bepcum
MPOLUMBKMN.

Ons Bxopa B Be6-uHTepdeiic:
1. B 6pay3epe BBeguTe http://router.asus.com.

2. BokHe Bxofa, BBEAMTE MMA NOb30BaTeNA MO yMonyaHumio (@dmin)
1 naponb (admin).

3. Tenepb MOXHO UCMO/b30BaTb BEO-MHTEPGENC [N1S KOHPUTYpaLM
Pa3/IMUHbIX MapPaMeTPOB pPoyTepa.

Bepxuu? KHOMKW
Qis Wndopmauua

MeHio
HaBuraymu

Mpas.bii

cron6ey
CpepgHuii
cronbey

MPUMEMAHMUE: Mpu BXofe B BEG-MHTEPDENC B NEPBBIii Pa3 aBTOMATNYECKN
NOSBUTCA CTPaHMLa bbicTpoit HacTpoikn HTepHeT (QIS).
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2.2 bbicTpas HacTponKa UHTepHert (QIS) ¢ aB-
ToonpepeneHnem

OyHKLWA 6bICTPOI HACTPOKK MHTepHeTa (QIS) nomoxeT Bam 6bicTpo
HaCTPOWTb NOAKSOYEHME K IHTepHET.

MPUMEYAHME: [Mpun nepBOM MOAKMYEHUN K VHTEPHET HaXKMmMTe Ha
poyTepe KHOMKy cbpoca Ana copoca poyTepa K 3aBOACKMM HacTPOWKam
MO YMOMYaHMIo.

[Ana ncnonb3oBaHunA QIS c aBTOMaTNYeCKNM onpepeneHnem:

1. BowpuTe B Be6-MHTEpdeC. ABTOMATUYECKN NMOABUTCA CTPaHMULA
ObicTpoi HacTpoikm (QIS).

¥« Sign In
ZenWiFi XD6

Sign in with your ASUS router account

MpumeyvaHns:

« Topgpo6Hyto MHPopMaLy 06 N3MEHEHNI UMEHN NONb30BaTENA 1 Na-
pons cmoTpuTe B pasgene 4.6.2 Cucrema.

«  /Imfa nonb3oBaTens u naposib oTanYaeTca oT umeHu cetu (SSID)
Kntoua 6e3omacHocT. /ims nonb3oBaTeNs v Maposib NO3BOMSIOT BOWTH
B BeG-MHTEPENC poyTepa 418 KOHOUIypaLuy NapameTpoB becnpo-
BogHoro poyTepa. Mimsa cetu (SSID) 1 Kntou 6e30MacHOCTM NMO3BONAOT
6ecnpoBofHbIM YCTPOWMCTBAM MOAKIOUATHCA K OECNIPOBOAHON CETU.



2. PoyTep nogaepxmBaeT cnegytoLme TUnbl NOAKIYeHNA: AnHamn-
yeckum IP, PPPoE, PPTP, L2TP, CtaTuueckuin IP v aBTomaTnyecku
onpegensaeT AuHamuueckuin IP, PPPoE. Beegute Heobxogumyto
nHGopMaumto AnA Bawero Tmuna nogxknoyeHns.

BAXHO! Heobxogumyto nHdopmaLmio o Bawem nogknoueHun K nHTep-
HeTy y3HaiTe y Bawero npoBarigepa.

[ns astomatunyeckoro IP (DHCP)

I ntemet Please select the Internet connection type from the
Settings ~ Options below. If you do not know the Internet
connection type, contact your ISP.

DHCP >
PPPoE >
Static IP >
PPTP >
L2TP >

@  Special Requirement from ISP

Previous

pna PPPoE, PPTP n L2TP

Internet Please enter the required information below.
ISP Account Setting

Username

Password

15



[lna ctatuueckoro IP

Inte m et Static IP allows your PC to use a fixed IP address
Static | provided by your ISP.

IP Address

192.168.1.215

Subnet Mask

255.255.255.0

Default Gateway

192.168.1.1

DNS Server1

192.168.1.1

DNS Server2

Frevios “

MpumeyvaHns:

ABTOMaTMYECKOE OnpefeneHne Tvna NOAKMIOYEHNA MEET MeCTo Npu
NepBOI HACTPOIKe poyTepa Unm nocie cbpoca poytepa K HacTPOW-
KaMm Mo YMONYaHuio.

Ecnm QIS He moXeT onpeaenuTtb TMN NOgKNoYeHUA K VIHTepHeT, Ha-
xmute Skip to manual settings 1 BpyuHyio ckoHdurypupyiite Trn
MOAK/IOYEHNS.

. HasHaubte umsa cetu (SSID) n kntou 6e3onacHoCTU Ana 6ecnposo-

JHbIX noaknoueHnn 2.4 Ty v 5 IMu. Korga 3akoHUUTE, HaxKMnTE
MpumeHnTsb.



Assign a unique name or SSID (Service Set Identifier)
to help identify your wireless network.

Network Name (SSID)

‘ 00000000johnny

Wireless Security

MPUMEMAHMUE: Ecnn Tpebyetca Ha3HaumTb pa3Hble SSID ana 6ecnposo-
AHoM ceTn 2,4 My n 5 My, yctaHoBuTe dpnaxkok OTaenbHble 2,4 My u 5 My,

Assign a unique name or SSID (Service Set Identifier)
to help identify your wireless network.

24 )

00000000johnny

2.4¢ eless Security

5GHz-1 Network Name (SSID)

00000000johnny

17



2.3 MMopgknioueHne K 6ecnpoBogHON ceT

Mocne HacTpoiikn 6ecnpoBogHoro poyTepa Yepes QIS k becnposo-
[HOWN CETN MOXHO NOAKITIOYUTb KOMMbIOTEP U ApYrie yCTPOWCTBA.

Ana noaknioueHns K Baweri ceTn BbinonHUTe cieayioLlee;

1.

Ina npOCMOTaa AOCTYMNHbIX 6€CNPOBOAHbIX CETEN LENKHNTE MO
NKOHKe ceTy &l B 0bnactv yBefomneHui.

BbibepuTe GecnpoBOAHYI0 CeTb, K KOTOPOW Bbl enaete nogknto-
4nTbCA M HaxXMnTe MoaKNUNTD.

. Mpu pocTyne k 6e3onacHoi 6ecNpPOBOAHON CETV BBEAWTE MAPOSb

unu ceteBon Knou n Haxxkmmute OK.

JloxanTecb NOAKNIOYEHNS KOMMbOTEPA K 6ECNPOBOAHON CETH.
MkoHka Hll oTob6paXkaeT COCTOSAHME MOAKIIOUEHNSA 11 MOLLHOCTb
CMrHana npoBOAHOIO UM 6eCNPOBOAHOrO NOAKMIUYEHMS.

MPUMEYAHUA:

Moppo6Hyto MHPOPMaLMIO MO HACTPOIKe 6eCNPOBOAHOI CETU CMO-
TpUTe B CNIEAyIOLLEN IT1aBE.

MoapobHyio nHOpMaLMI0 MO MOAKIYEHMIO YCTPOICTBA K 6ecnpo-
BOJHOW CETU CMOTPUTE B PYKOBOACTBE MOMIb30BaTENsA YCTPOWCTBA.



3  KoH¢urypaums o6wmx HacTpoek
3.1 Wcnonb3oBaHue KapTbl ceTu

Kapta ceT no3sonset KoHGUryprpoBsatb napameTpbl ceTeBol 6e3-
OMacHOCTK, yNpaBnATb ceTeBbIMU KnneHTamm 1 USB-ycTtponcrsamm.

5 QuickInternet Operation Mode: wireless router Fimware Version: 3.0.0. 4. 386, 43 000030
K Setup

General System Status
Intemer status:
Connected

) Network Map Wireless  Status
= WAN 1P: 192.168.123.23
= DoNS: GO con

- Semart Connect

Dual-8and Smart Comrect v

Dual-Band Smart Connect
Network Narme (SSID)

Security level:

WPA2-Personal 9
T
WPAZ-Personal A

WPA Encryption
AES v

WPA-PSK key
‘2susH000

E sretemiog

1EX Metwork Tools

Manual | Proguct Regisiration | Feedback

2020 ASUSTeK Computer Inc. All

19



20

3.1.1 HactpoiikanapameTpoB6e3onacHOCTN6ecnpoBOgHOI
cetn

[nA 3awnTbl 6eCnpoBOLHON CETU OT HECAHKLMOHMPOBAHHOTO JOCTY-
na, HeOOXOAMMO HAaCTPOUTb NapameTpbl 6e30MaCHOCTW.

[nA HacTpOIKN NnapameTpoB 6e30nacHOCTM:
1. B meHto HaBuraumu Boibeprte O6wme > Kapra cetn.

2. HaskpaHe kapTbl ceTi, o 06nacTbio CocTosiHME cMcTeMbl MOXHO
CKOHOUryprpoBaTb NapameTpbl 6e3onacHoCT 6ecnpoBOAHON
cetu, Hanpumep SSID, ypoBeHb 6e30MacHOCTH 1 HACTPOMKM LU G-
pOBaHMA.

MPUMEMAHUE: Bbl MoxeTe HaCTpOWTb MapaMeTpbl 6€30MacHOCTY Ans
JavanasoHoB 2.4 [Ty n 5 ITw.

Hactpoinkn 2.4 Ty Hactponku 5 My

System Status 5 GHz
Network Name (SSID)

0000C05G

wireless Status

2.4 GHz
Authentication Method
Network Name (SSID)

0000CO

wPAZ-Personal v

WPA Encryption

Authentication Method
AES v

WPAZ2-Personal v

WPA-PSK key
asus0000

WPA Encryption

AES v

WPA-PSK key

asus0000

3. Bnone Wireless name (SSID) BBefuTe yHMKanbHoe nmaA Anis Bawwen
6ecnpoBofHOM CeTu.

4. B Bbinapatowem cnucke WEP-umdpoBaHue Bbibepute MeTog
wudpoBaHua ana 6ecnpoBOAHON CET.

BAMHO!Crangapt [EEE 802.11n/ac He nopaep*mBaeT BbICOKOCKOPOCTHOMO
coepmHeHua ¢ WEP nnn WPA-TKIP kniouom. Ecnm Bel ncnonb3syete 31u me-
TOAbI LWMGPOBAHUS, CKOPOCTb Nepesaum faHHbIX cHu3mTcA fo [EEE 802.11g
54Mbps.

5. BeegwuTe kop 6e30macHOCTH.
6. Korga 3akoHuuTe, HaxmuTe NMprMeHnTb.



3.1.2 YnpaBneHue ceTeBbIMU KNMeHTaMN

Client status

Internet status:
Connected

Online  Wired (1)
WAN IP: 192.168.123.25
DDNS: Sign up

Security level
WPA2-Personal 8

[ns ynpaBneHus ceTeBbIMUN KNMEHTaMm:
1. B meHio HaBurauuu Bbibepute O6wme > Kapra cetn.

2. HaakpaHe KapTa ceTu, BbibepuTe MKOHKY COCTOSIHIE KNNeHTa 411
oTobpaKeHNA MHPOPMALIMN O CETEBbIX K/INEHTAX.

3. [inA 6nokMpoBaHMA KNeHTa, BbibepuTe KnneHTa 1 HaxxmmTe Block.
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3.2 Co3paHue rocreBoun cetTn

[ocTeBas ceTb NpefoCTaBNAET NOAKNOUYEHNE K MHTEPHETY AnA Bpe-
MEHHbIX NoceTuTenen yepes otaenbHbin SSID 6e3 gocTyna K nokanb-
HOW ceTn.

MPUMEYAHMUE: PoyTtep nopaepxusaet go fesatn SSID.

[lnA co3paHnA rocTeBoin ceTu:
1. B meHI0 HaBuraumu Bbibepute O6uwume > locteBas ceTb.

2. Ha3kpaHe rocteBo ceTi BbibepuTe MCMOoNb3yemblid AnanasoH: 2.4
nnn 5 IMu.

3. BbibepuTe BKknounTb.

Guest Network

The Guest Network provides Internet connection for guests but restricts access to
your local network.

Network Name (SSID)

Authentication
Method

Network Key Enabl;
‘nable

Time Remaining Default setting by Alexa

Access Intranet

Network Name (SSID)

Authentication

Method

Network Key _
Enable Enable Enable

Time Remaining Default setting by Alexa

Access Intranet
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4, [Inf I3MEHEHVS TOCTEBbIX HACTPOEK, LENKHITE MO HAM. HaxmuTe
YaanuTb [715 yaaneHus rocTeBbiX HaCTPOEK.

5. B none Ums cetn (SSID) Ha3HaubTe MsA 1A BpeMeHHOW becnpo-
BOJHOW CETU.

Guest Network

The Guest Network provides internet connection for guests but restricts access fo
your local network.

Network Name (SSID)

Authentication
Method

Network Key!
X Enable

Time Remaining Default setting by Alexa

Access Intranet

Network Name (SSID)

Authentication
Method
Network Key
Enable Enable Enable

Time Remaining Default setting by Alexa

Access Intranet

6. Bbibepute meToq ayTeHTUGUKaLN.

7. Npwu Bbibope WPA-ayTeHTUPUKaLmK BbibepuTe wndposaHme WPA..

8. YKaxwuTe Bpema fOCTyNa unwv Bbibepute nyHKT besrpaHnyHbii.
9. Bkntouute nnn otknoumte floctyn K UHTpaHer.
10. Korga 3akoHuunTe, Haxmute MpnmeHnTb.
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3.3 AiProtection

AiProtection ob6ecrneunBaeT MOHUTOPUHT B PEXIME peasibHOro Bpe-
MeHU AN 06HaPYKEeHA BPeJOHOCHOO NPOrpaMMHOro obecneyeHus.
Takxke BO3MOXHa GpUNbTPALMA HEXXenaTebHbIX CATOB M NMPUNOXKEHWIA
1 YCTaHOBKA BPeMeHV JOCTYna K UHTEPHeETY.

o Quickinterner Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43373 SSID: 000030
X Setup

AiProtection
General
AiProtection with Trend Micro provides real-ime network monitoring to detect malware, viruses, and intrusions before
they can reach your PC or device. Parental Conirols let you schedule times that a connecied device is able Io access
the Intemet. You can also restrict unwanted websites and apps.

B Guest Network Network Protection
E = Router Security Assessment
—_—_————— - Malicious Sites Blocking
@ AiProtection \ = Vulnerability Protectior

n
= Infected Device Prevention and Blocking

Q& Network Map

(7>) Adaptive Qos

QR Traffic Analyzer

Parental Controls

Time Scheduling

iy .
Advanced Settings “ « Web & Apps Filters

[D) wireless

(@] Lan

@ IPvé
ven

¥ Firewan




3.3.1 CeTeBas 3awWwmnTa

CeTeBas 3aLL1Ta 06ECMEeUNBAET 3aLLNTY CETW OT HECAHKLIMOHPOBAH-
HOTO AocTyna.

5 QuickInternet er: 3.0.0.4.386 43373 SSID: 000030
N\ Setup

Network ici s Two-Way Infected Device Prevention and Parental
s i

Protection locking Controls
General

&) network map AiProtection

% AiMesh Network Protection with Trend Micro protects against network

exploits to secure your network from unwanted access.
Guest Network

(‘ AiProtection FAQ
o AsProtection’ )

(7 Adaptive Qos

\R. Traffic Analyzer
N Enabled AiProtection

Advanced Settings

[D wireless . . 1

m LAN Danger

Malicious Sites Blocki

@ 1eve

2 ven

W Firewall

g Administration

= ransomware. Additional
EZ system Log suspicious outgoing pa fected devices and

KoHdurypauusa ceTeBoi 3aluTbl
Ona KoHPUrypawum ceTeBoil 3aLunThbl:

1. B meHto HaBuraumm Bbibepute O6wme > AiProtection.
2. Ha rnaBHom ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.
3. Ha Bknagke CereBas 3awumra Haxkmmte CKaHMpoOBaTb.

Mocne 3aBepLUEHVISi CKAHUPOBAHMA YTUNIATA OTOOPA3NT Pe3ysbTaThbl
Ha cTpaHuLe OueHKa 6e3onacHOCTM poyTepa.
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Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

‘Wireless encryption enabled -

'WPS Disabled -

UPNP service disabled -

‘Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

‘Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protection enabled -

Infected Device Prevention and Blocking -

BAXHO! TMons, nomeueHHble Kak fla 03HauatoT 6e3onacHo. [MyHKTbl, nome-
yeHHble kak Het, Cna6o nnv OueHb cnabo pekomeHayeTca cKoHGUrypu-
pOBaTb COOTBETCTBYIOLLMM 06Pa3oM.

4, (LononHuTenbHo) Ha cTpaHuLe OueHKa 6e3onacHoOCTY poyTepa
BPYUHYt0 CKOHQUIYPUPYIATE MYHKTbI, TOMeuyeHHble kak Het, Cna6o
unv O4eHb cnabo. ins storo:

a. UWenkHute no JNIEMEHTY.

MPUMEYAHMUE: [Mpu wenuke no anemeHTy OTKPOETCA CTPaHMLA ero Ha-
CTPOEK.

b. Ha cTpaHuue HacTpoek 6e30MacHOCTY 3NeMeHTa BHECUTE He-
00XOfIMMblE U3MEHEHVA 1 HaXMUTE MpPUMeHNTb.

C. BepHuTech Ha cTpaHuLy OueHKa 6e3onacHOCTM poyTepa Vi
HaXXMuTe 3aKpbITb 415 3aKPbITUA CTPAHNLbI.

5. [ins KoHbUrypaumm HacTpoek 6e30nacHOCT aBTOMATUYECKN
HaXMUTe 3aLUTUTb poyTep.

6. MNpw nosasneHnn noateepxaeHnsa HaxmuTe OK.



BnokupoBKa BpeOHOCHbIX CAliTOB

3T1a GYHKUMA OrpaHMUMBaET AOCTYN K U3BECTHbIM BPEAOHOCHBIM
carTam, [o6aBneHHbIX B 6a3y faHHbIX.

MPUMEYAHME: Sta QyHKUMA BKIIOYAETCA aBTOMATUYECKN NPK 3amycKe
CkaHupoBaHue poyTepa.

Ansa BKNoYeHNA 6GNOKNPOBKMN BPeAOHOCHbIX CAiTOB:

1. B meHto HaBuraumu Boibeprte O6wme > AiProtection.

2. Ha rnasHon ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.
3. B naHenv bnoknpoBKa BpegoHOCHbIX cantoB HaxxmuTe BKJI.

MpodunakTka n 6no0KNpoBKa 3apaXKeHHbIX YCTPONCTB

JTa QyHKUMA NPefoTBPALLAET 3apaKeHe YCTPOWCTB Npy obmeHe
NepCcoHanbHON MHGOPMaLMel C BHELUHEN CTOPOHOIA.

MPUMEYAHUE: Jta dyHKLMA BKIOYAETCA aBTOMATMUECKM NP 3anycke
CKaHupoBaHue poyTepa.

AnAa BKNoYeHNUA NpodnNakTUKN N 610KNPOBKIN 3apaKeHHOro
ycTponcrea:

1. B meHto HaBurauum BbibepuTe O6wme > AiProtection.
2. Ha rnaBHom ctpaHuue AiProtection HaxxmuTe CeTeBas 3awmTa.

3. Bnanenv MpodunakTukan 6noknpoBKa 3apaxKeHHbIX yCTPONCTB
HaxxmuTe BKJ1.

[Ans KoH$puUrypauum npegnoynTaeMbix onoBeLLeHMmii:

1. BnaHenv MpodunakTuika n 6n10KMpPoBKa 3apaXKeHHbIX YCTPOICTB
HaxmMuTe MpegnoynTaembie ONOBeLLEHNA.

2. Bbibepute unu BBeanTe NpoBaliaepa SNeKTPOHHOM NOUTbI, YUETHYHO
3anncb 3NEKTPOHHOW NOYTbl 1 NAapOosb, 3aTeM Haxkmute Mpume-
HWUTb.
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3.3.2 Hactponka Poautenbckoro KOHTpons

Popgutenbckuin KOHTPOJb NO3BOJIAET KOHTPOINPOBATb BPEMA AOCTYIMa
KUHTEPHETY U OrpaHUYnNBaTb BPpeMA NCMOJIb30BAHNA UHTEPHETA.

[nA nepexopa Ha rMaBHYO CTPAHWLY POANTENBCKOrO KOHTPONA:
1. B meHto HaBurauwmu Bbibeprte O6wme > AiProtection.

2. HarnasHon ctpaHuue AiProtection HaxvuTe Bknagky Pogurenb-
CKNIN KOHTPOb.

& Quick Intemet Operation Mode: Wireless router Firmware 3.0.0.4.386 43373 SSID: 000030
X Setup

AiProtection
General

9 AiProtection with Trend Micro provides reak-time network monitoring to detect malware, viruses, and intrusions before
@) wetwork map they can reach your PC or device. Parental Controls let you schedule times that a connected device is able o access
the Intemet. You can also restrict unwanted websites and apps.

@8, AiMesh

(g) Aprotaction N
(P) Adaptive Qos

L. Traffic Analyzer

Parental Controls

. y « Time Scheduling
Advanced Settings “ + Web & Apps Filters
[S) wiretess =

] ean

@ o
von

W Firewall




PacnuncaHune

PacnucaHne no3sonset YCTaHOBWUTb OrpaHNYEHNE BPEMEHN ONA NC-
NOJIb30BaHWNA CETU KITMEHTOM.

MPUMEMAHMUE: Y6eanTech, uTo CUCTEMHOE BPEMSA CUHXPOHU3MPOBAHO C
NTP-cepsepom.

¢ Quickintemer Operation Mode: wireless rout: 3.0.0.4.386 43373 SSID: 000030
K Setup
Network : Infected Device Prevention and Parental

Protection Blocking Blocking Controls
General

) Network Map AiProtection - Web & Apps Filters eb & Apps Fite Time Scheduling

Web & Apps Fiiters allows you to block access to unwanted websites and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose nefwork usage you want to
k ‘control. The client name can be modified in network map client list
2. Check the unwanted content categories

3. Click the plus (+) icon 1o add rule then click apply.
A -
@) naptive aos If you want to disable the rule temporariy, uncheck the check box in front of rule.
Parental Controls FAQ
AR Traffic Analyzer

Web & Apps Fillers
Advanced Settings

[N wireless

[Ans KoHpurypauum pacnucaHuns:

1. B meHto HaBuraumu Boibepute O6wme > AiProtection > Pogu-
TeNbCKUIN KOHTponb > PacnncaHwme.

2. B naHenn PacnucaHue Haxmunte BKJI.

3. BcTonbue ma knneHTa BBegUTE UK BbiGEPUTE UMA KNIMEHTA U3
BbINaAaloLLEro CrncKa.

MPUMEYAHME: Takxxe moxHo BBecT MAC-agpec knveHTa B none MAC-a-
Apec KnneHTa. Yoeautech, 4to UMA KNEHTA HE COLEPXKNT CreLManbHbIX
CMMBONOB MW NPOGENOB, MOCKONbKY 3TO MOXET BbI3BaTh COOI B paboTe

poyTepa.

4, HaxmuTe B gna fobaBneHns KNMEHTCKOro npoduns.
5. Haxmute NprMeHNTb ANA COXPaHEHNA HAaCTPOEK.
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3.4 Wcnonb3oBaHue fincnetuepa tpaduka

3.4.1 YnpaBneHnue QoS (kayecTBo 06CcnynBaHmns)

KauectBo o6cnyxmBaHus (QoS) nossonaet Bam yctaHoBUTL Npuopu-
TET M yNpaBNATb CETEBLIM TPAUKOM.

QoS Web History Inter

QoS - QoS to configuration
|
e Quality of Service (QoS) ensures bandwidth for prioritized tasks and applications.
iMes!
+ Adaptive QoS ensures and outbound bandwicth on both wired and
[ Np— vireless connections fo applications and tasks via pre-defined, drag-and-

b surfing a
[g) Airotection

(7> Adaptive QoS | « Bandwidth Limiter lets you set imits

To enable QoS function, click the QoS slide switch and fill in the upload and download.

QoS FAQ

{A. Traffic Analyzer

Advanced Settings

[S) wireless

] an

[ins ycTaHOBKU NpropuTeTa BbINOJIHUTE CleayioLlee:

1. B meHio HaBurauum Bbibepute O6wme > AgantnBHasa QoS >
BKnagka QosS.

2. Haxmute ON ans BkntoyeHua QoS. 3anonHute nona BxomdLlen n
NCXOAALLEN CKOPOCTM.

MPUMEYAHUE: HdopmaLio 0 LUMPUHE KaHana MOXHO NoyuuTb y Batuero
nposaigepa (ISP).

3. HaxmuTe CoxpaHuTb.

MPUMEMAHUE: Cnncok nonb3oBaTebCKmX NPaBun NpeaHa3HayeH ana
BOMONHUTENbHbIX HACTpoeK. Ecin HeobxoAMMO 3aaaTb NPUOPUTET AN1A Ce-
TeBbIX C1y6, BbibepuTe Onpefensaemblie nonb3oBartenem npasuna QoS
unv Onpepensaembiil NoNib3oBaTesIeM NPUOPUTET B BePXHEM MPABOM Yry.




4. Ha ctpaHuue Onpepensiemble nonb3osarenem npasuna QoS

HaXOAMTCA YETbIPe TUMa OHMaNH-CYXK6 NO yMonyaHuio: web surf,
HTTPS u file transfers. Boibepute HyxHYyt0 Cnyx0y, 3anonHuTe
Ucxopaubinn IP nuan MAC, Mopt Ha3HauyeHus, Mpotokon, MNe-
penaBaembin 1 Mpuopurer, 3atem HaxmuTe MpumeHnTb. JTa
MHGOPMaLIMA NOABUTCA Ha SKpaHe npasun QoS.

MPUMEYAHUA:

[na seoga ncxogHoro IP nnn MAC BO3MOXHbI ClieaytoLme AencTBus:
a)  Ykaxwure IP-agpec, Hanpumep "192.168.122.1".

b) Beepurte IP-agpeca, HaxogALMeCA B OAHON NOLCETU UK B OJHOM
IP-nyne, Hanpumep “192.168.123.* nnn“192.168.* *"

c) Beepure Bce agpeca kak "*.*.**" unu octaBbTe 3TO NoNe MyCTbIM.

d) ®opmar MAC-agpec COCTOMUT M3 LWEeCTW rpynn No ABe LeCTHa-
LiaTepUUHbIX UMdpbl, pa3aeneHHbIx aBoetoumem (;) (Hanpumep
12:34:56:aa:bc:ef)

[na ncxogHoro nopta BO3MOXHbI CiegyoLme feicTBmA:
a)  YKaXuTe KOHKPETHbIN NopT, Hanpumep "95".

b) BeepuTe grana3oH noptos, Hanpumep “103:315" “>100" unu
"<65535"

B cton6ue MepepaBaemblii conepKUTCA NHGOPMALIMA O BXOLAALLEM
1 MCXodsALIEM ceTeBOM TpaduKe /i OAHON cekumu. B sTom cTonbue
MOXHO YCTaHOBUTb OrpaHuYeHre ceTeBoro Tpaduka (B Kb) ana KoH-
KpeTHoi cny6bl. Hanpumep, ecnu gga ceteBblx KnvienTta MK 1 v MK 2
ocywwecTBaAT foctyn B HTepHeT (yepe3 nopt 80), a PC 1 npeBbicun
OrpaHUYeHne CETEBOrO TPAPUKa, TO OH NONYUnT bonee HIU3KMIA Npu-
oputeT. Ecny Bam He HyXHO orpaHuyeHune Tpaduka, 0CTaBbTe none
MyCTbIM.
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5. HactpaHnue OnpepensemMblil nosib3oBaTenem NpruopuTeT MOX-
HO BbIOPATb NPUOPUTET 1A CETEBBIX MPUNOXKEHNIA U YCTPOWCTB
13 cnucka Onpepensemble nonb3osartenem npasuna QoS. Ha
OCHOBE MPUOPUTETA MOXETE UCMONb30BaTh CledyoLL/ie MeToabl
QNS OTNPABKM MNAKETOB JaHHbIX:

+ M3meHuTtb nopAAOK OTMpPaBNAEMbIX B MHTepHET MakeToB.

+ B 1abnuue CKOpOCTb NCXOAALLErO COeANHEHMNA YCTaHOBNTE
MuHumManbHoe orpaHnYeHne WNpNHbI KaHana 1 Makcn-
MafibHOe orpaHuyYeHune WUPUHbI KaHana 1A HeCKONbKMX
ceTeBbIX NMPUSIOKEHWI C pa3HbIM NpuoputetoM. Mcxopawias
WMPUHA KaHana Ansa CeTeBblX NPUNOXKEHNI O0TobpaxKaeTcs B
npoLeHTax.

MPUMEYAHUA:

«  HuskonpuopuTeTHble MaKeTbl UTHOPUPYIOTCA 1A 0becrneyeHs nepe-
[lauy1 BbICOKOMPUOPUTETHBIX MAKETOB.

+ B Tabnnue CkopocTb BXoaALLero coeauHeHna yctaHosute Makcu-
ManbHOe OrpaHNYeHNne WNPVHbI KaHana ans CETEBbIX NPUOKEHNI
B COOTBETCTBYIOLLEM MOPAAKE. BbICOKII NPUOPUTET UCXOAALLMX NaKe-
TOB BbI30BET BbICOKMIN MPUOPUTET BXOAALLMX MAKETOB.

. I'Ip|/| OTCYTCTBUM BbICOKOMPUOPUTETHDIX MAKETOB COEANHEHNE OOCTYN-
HO ANA HU3KOMNPUOPUTETHbLIX MaKeToB.

6. YCTaHOBMTE NAKeTbl C HAMBbICLUMM NPUOPUTETOM. [iNA urp, Hanpu-
mep, MoxHO ycTtaHoBUTb ACK, SYN 1 ICMP B KauecTBe NakeTos ¢
HaNBbICLIMM NPUOPUTETOM.

MPUMEYAHME: Y6epunTtech, uto QOS BKMIOUEHO 11 33laHO OrpaHuyeHmne
CKOPOCTY ANA 3arpy3Kin/CKaumBaHus.




4 HacTponKa ONONHUTENbHbIX
napameTpoB
4,1 becnpoBofHaA cBA3b

4.1.1 O6wwme

Ha cTpaHmue O6Lyme MOXXHO CKOHOUIYpUPOBaTb OCHOBHbIE Napame-
TPbl 6eCNPOBOAHON CETH.

s Quick Imtermet Operation Mode: Wireless router Firm
R Setup.

General  WPS  WDS dess MAC Fiter  RADIUS Setting

General
ﬁv, Network Map Wireless - General
) Aibesh Set up the wireless related information balow.
Enable Smant Connect on
€@ Guest Network
Smart Connect Dual-Band Smart Commect (2.4 Giz and § @iz) v
Network Name (SSID) 00030
~ .
) AdeptiveOve Hide SSID ®ves Ol

LR, Traffic Analyzer Wireless Mode s

802, 11ax / WiFi 8 mode Endble
Advanced Settings .

[ Wirelecr WFi Agile Muliband Disable v
Target Wake Tane 1 s
[EI o o Disable Vv
Authenteation Method WA2-Personal
i wan
'WPA Encryption AES Vv
'WPA Pre-Shared Key
@ e Profected Management Frames
2 ven Group Key Rotation Interval
"2a0m

W, Firewall
Channal bancwidth

T Administration
a Control Channel
B system Log

1E} Wetwork Tools scH:

Channel bandwidth 20/40/80 Miz N
Control Channel

Extension Channel

Manual | Product Registration | Fe
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Ina KoH$Mrypaummn oCHOBHbIX NapameTpbl 6ecnpoBofHON ceTh:

1. B MeHI0 HaBuraumm BbibepuTe [lONONHNTENbHbIE HACTPOIKM >
BecnpoBoaHas cBA3b > BKnafKa O6wue.

2. Bbibepute 2,4 unmn 5 My B KauecTBe AnMana3oHa YacToT anis becnpo-
BOJHOW CETW.

3. OnavpeHTuduKaumm Bawweii 6ecnpoBOAHON CETU Ha3HaYbTe ceTe-
Boe umaA unm SSID (MpeHTndukatop 6ecnpoBOAHON CETW) ANMHOA
[0 32 cumBOOB. becnpoBOAHbIN YCTPONCTBA MOTYT NOAKOUNTHCA
K 6ecnpoBoaHON CeTU Yepe3 HasHaueHHbI SSID. SSID Ha uHdop-
MaLMOHHOM 6aHHepe 0OHOBIAIOTCA NPY COXPAHEHU HACTPOEK.

MPUMEYAHME: MoXHO Ha3HauuTb yHUKanbHble SSID AnA 4yacTOTHbIX
JvanasoHoB 2,4 [Ty n 5 M.

4. B none CkpbiTb SSID Bbi6epuTe la Ans npeaoTBpalleHms obHa-
pyxeHna SSID gpyrumn 6ecnpoBogHbIMU yCTpocTBamu. Koraa
3Ta QYHKUMA BKIOYEHA, AN JOCTyna K 6eCcnpoBOfHON CeTH He-
obxogmmo BeecT SSID BpyuHyto.

5. BbibepuTe 6ecnpoBOAHON PEXIM, ONpeaenstoLmin Tun becnpo-
BOLHbIX YCTPOWCTB, KOTOPbIE MOTYT NMOAKMIOUATLCA K POyTepy:
« ABTO: BoibepyiTe ABTO 151 pa3peLLeHA NOAKOUYEHUS K poyTepy
ycTpoiicts 802.11ac, 802.11n,802.11 g n 802.11b.

+ Legacy: Bbibepute Legacy ansa pa3spelleHrs NOAKIYEHNA K
poyTepy yctponcts 802.11b/g/n. MakcumanbHasa CKOpOCTb Ans
ycTpoiicts 802.11n 6yget 54 Méur/c.

+ Nonly:Bbibepute N only gna makcumanbHo npon3BoanTeNbHO-
ctnWireless N. 3TOT pexxum 3anpeLLaeT NoAKMUYEHNE K poyTepy
yctponcts 802.11g n 802.11b.

6. BblbepuTe WuprHy KaHana ana obecneyeHns BbICOKOW CKOPOCTM
nepefau JaHHbIX:

40 MIy: Boibepute 3Ty LWWMPUHY KaHana ana MakcuManbHOM nNpo-
MyCKHOW CNOCO6HOCTM GecnpoBOAHON CETH.



20 MI'y (no ymonuaHnwmio): Boibepute 3Ty LWMPUHY KaHana, eciu Bbl
CTONKHYNNCb € Npobnemamm ¢ 6eCnpPOBOAHBIM NOAKIOUEHNEM.

7. Bblbepute pabounin kaHan ana 6ecnpoBogHoro poytepa. Boibe-
puTe ABTO /1717 aBTOMATIYECKOro BblOOpa KaHana ¢ HaMeHbLUMM
KONMYECTBOM MOMEX.

8. BbibepwuTe meToq ayTeHTUGMKaLMN:

« Open System: JTa onuua He obecneymBaet 6e30MacHOCTU.

« 06wwmin KnioY: Bol fomkHbI ncnonb3oBatb WEP windposaHie n
BBECTV XOTS Obl OAVIH OOLLUIA KTHOY.

« WPA/WPA2 Personal/WPA Auto-Personal: 3ta onums obecne-
UMBAET BbICOKMI YPOBEHb He30macHOCTM. MOXHO 1Cnonb30BaTh
WPA (c TKIP) nnun WPA2 (c AES). Mpw Bbibope 3TOI Onuum Bbl
AOMKHbI MCNonb3oBaTh WidpoaHme TKIP + AES 1 BBeCTY Knto-
yeByto dpa3y WPA (ceTeBoii Knitou).

« WPA/WPA2 Enterprise/WPA Auto-Enterprise: 31a onyua
obecneynBaeT oUeHb BbICOKMIA ypoBeHb Be3onacHocTu. OHa
paboTaet ¢ UHTerpMpoBaHHbIM EAP-cepBepoM mnn BHELIHNM
RADIUS-cepsepom.

+ Radius with 802.1x

MPUMEYAHUE: becnpoBopHOW poyTep MOALEPXMBAET MaKCUManbHYHO
CKopocTb Nepepaun 54 MouT Korga Pexum 6ecnpoBofHON ceTH yCTaHOB-
neH B ABTO, a Metop wudposaHus - 8 WEP nnn TKIP.

9. BbibepuTe wudposaHme WEP (Wired Equivalent Privacy) gna gan-
HbIX, NepefaBaeMblx Mo 6ecnpoBOAHON CETU:

« OTkn: OTkntouaet WEP-lumdposaHme

+ 64-6uT: Bkntouaet WEP-LundpoBaHue

+ 128-6uT: Bkniouaet ynyuweHHoe WEP-wmndposaHme
10. Korga 3akoHumnTe, HaxkmuTe MpUMeHUTD.
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4.1.2 WPS

WPS (Wi-Fi Protected Setup) - ctaHaapT 6ecnpoBoaHol 6e30MacHOCTH,
MO3BONALMIA BbICTPO NOAKIIOYATb YCTPOMCTBA K 6€CNPOBOLHON
cetn. QyHkumo WPS MOXXHO CKOHOMIypupoBaThb € nomoLbio MNH-Ko-
Ja unu kHonkm WPS,

MPUMEMAHUE: Y6enutech, 4to ycTpovicTBa nogaepxusatot WPS.

g QuickTnternet Operation Mode: Wireless router Firmware Version: 3.0.0.4. 386 43373 SSID: 000030
R Setup

General | WPS WDS  Wireless MAC Filter ~ RADIUS Setting  Professional ~ Roaming Block List
General

&) wetwork map Wireless - WPS

WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buitton.
ﬁ-, Guest Network e

@ AiProtection Current Frequency
() Adaptive Qos Connection Status

o
*/\,\, Traffic Analyzer Configured

Advanced Settings

[ Wireless

[ Lan

WAN

AP PIN Code 12345670

You can easily connect a WPS dlient to the network in ither of these two ways:

« Methodt: Click the WPS bution on this interface (or press the physical WPS button on the router), then press the WPS
button on the client’s WLAN adapter and wait for about three minutes to make the connection
= Method?: Startthe cient WPS process and getthe iient PIN code. Enter the dlients PIN code on the Client PIN code
field and click Start. Please check the user manual of your wireless client to se¢ ssupports the WPS function. If your
!‘?.’ azon Alexa wireless client does not support the WPS function, you have to configure the wireless client manually and set the same
network Name (SSID), and security settings as this router.
@ IPve

® Push button 'O Client PIN Code
(2 ven WPS Method:

Start
W Firewall

Onsa BknioueHna WPS B 6ecnpoBogHoi ceTu:

1. B meHio0 HaBurauum BbibeprTe [lonoNHNTENbHbIE HACTPONKM >
BbecnpoBogHas cBA3b > Bknagka WPS.

2. Bnone Bkntountb WPS nepemectite nonsyHok B nonoxeHne ON.

3. Mo ymonuanuio WPS ncnonb3yert 2,4 [Ty, Ecnm HyXXHO n3MeHUTb
yacToTy Ha 5 [Tu, B none Bknountb WPS nepemectnte nonsyHoK
B nonoxeHve OFF, B none TeKywas vacrora wwenkHute Mepe-
KNI04YUNTb YacToTy, 3aTem B nose Bknountb WPS nepemectute
non3yHok B nonoxexne ON eule pas.

MNPUMEMAHUE: WPS nopaepxmBaeT metofbl ayTeHTudMKauum Open
system, WPA-Personal n WPA2-Personal. WPS He nogfepuBaeT Shared Key,
WPA-Enterprise, WPA2-Enterprise 1 Radius.




4. B none Metog WPS Bbi6epute KHonka Push vnu MAH-kop knn-
eHTa. [1pu Boibope KHonka nepeiigute K wary 5. Mpw Bbibope
MUH-Kop KnueHTa nepengute K Wary 6.

5. Onanactpoiku WPS C NOMOLLbIO KHOMKIM Ha poyTepe, BbIMONHUTE
cnegyiowme AencTBUA:
a. Haxmure Myek nnn Haxmute kHonky WPS Ha 3agHen naHenm
poyTepa.
b.HaxmuTe kHonky WPS Ha poyTepe. O6bluHO NOMEYEHO NOroTu-
nom WPS.

MPUMEYAHMUE: PacnonoxeHwve kHonku WPS cmoTpurTe B JOKYMEHTaLmm
6ecnpoBOLHOrO YCTPONCTBA.

¢. PoyTep HauHeT Nomnck JOCTYMHbIX YCTPOWCTB. ECinm poyTep He
HangeT HX OQHOrO YCTPOWCTBA, OH NEPEKUNTCA B PEXUM
OXMIaHuA.

6. [na Hactponku WPS ¢ nomowbto MH-koga KnveHTa BbinoNHNTE
cnegyiowme AencTBmA:
a.Hangute WPS MH-Kog B pykoBOACTBe Nonb3oBatena 6ecnpo-
BOAHOrO YCTPOWCTBA MM Ha CAMOM YCTPOWCTBE.
b.Beegute NMNH-Kop KnreHTa B TeKCTOBOE MoJie.

¢. Haxxmute Myck ana nepeknoyeHna poyTtepa B pexmm nomncka
WPS. MHankaTopbl poyTepa ObICTPO MMratloT A0 3aBepLUEHA
HacTponkm WPS,
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4.1.3 MocTt

Moct nnn WDS (Wireless Distribution System) nossonset ncnonb3o-
BaTb poyTep ANdA coeUHeHVA 6eCnpOBOAHbIX YCTPOWCTB MO pagnoKa-
Hary 1A yBENNYEHNA 30HbI NOKPbITYA 6eCNPOBOAHOI CeTi. OH MOXeT
TaKXe PacCMaTPUBATbCA B KauecTBe 6eCnpoBOAHOrO MOBTOPUTENA.

s Quick Internet Operation Mode: Wireless router .0.0.4.386 43373 SSID: 000030
N Setup

General WPS | WDS Wireless MAC Fi RADIUS Setting  Professional ~ Roaming Block List
General

&) Network map Wireless - Bridge:
ridge (or named WDS - Wireless Distribution System) function allows your ZenWiFi XD6 to connect to an access point
ly. WDS may also be considered a repeater mode.

ethod. To set up the

(P) Adaptive Qos

4R Traffic Analyzer

9] 1an

&8 wan

24 GHz MAC
< Amazon Alexa
5GHzMAC

@ o o

& ven A2 oce

W, Firewai Connectto APs n st

| Remote AP List (Max Limit : 4)

B Administration
= Remote AP List Add/ Delete

B s ®

[ins HacTPOWKM 6eCnpoBOAHOIO MOCTa:

1. B MeHto HaBuraumu BbibeprTe [JJONONAHUTENbHbIE HACTPOMKN >
becnpoBopgHas cBa3b > Bknagka WDS.
2. BbibepuTe granasoH yacToT ana 6ecnpoBOgHOro MoCTa.

3. B none Pexum AP Bbi6epuTe nto6Yyio 113 Cleayiowmnx onuuii:
+ AP Only: Otkntouaet dyHKLMI0 6eCnpPoBOgHOrO MOCTa.

« WDS Only: BkniouaeT dyHKLMI0 6€CnpoBOAHOrO MOCTa, HO
3anpeLlaeT NOAKMoYeHre K poyTepy Apyrux 6ecnpoBOfHbIX
YCTPOWCTB.

« HYBRID: BkntouaeT dpyHKLW0 6eCnpoBOAHOMO MOCTa 1 pa3pelLwa-
€T MOAKIIYEHNE K poyTepy Apyriix 6eCnpoBOAHbIX YCTPONCTB.



MPUMEYAHMUE: becnpoBogHble YCTPOWCTBa, MOAK/OUYEHHbIE K pOoyTepy B
TMOPUIHOM PEXMME MOJTYUaT TONBKO MOSIOBUHY CKOPOCTU TOUKM JOCTYMA.

4. B none MopkniounTbcaA K TOYKaM JOCTyNa B CNNCKe Bbibepute
Da, ecnyi HeOOXOAMMO NOLKNIOUNTLCA K TOUKE AOCTYNA B CMINCKE
ynaneHHbix AP.

5. Bnone KaHan ynpaBneHus BbibepiiTe pabounin KaHan ans 6ecnpo-
BOAHOro MocTa. Bbibepute ABTO Ans aBTOMATMUECKOTo Bbibopa
KaHana C HaMEeHbLLVIM KONNYeCTBOM MOMEX.

MPUMEMAHME: [ocTynHOCTb KaHana 3aBUCUT OT CTPaHbl UK PervioHa.

6. B cnucke ypaneHHbix AP Beegute MAC-agpec 1 HaxmuTe [lo6a-
Butb [€] 1nq BBosa MAC-agpeca [OCTYNHOV TOUKI OCTyNa Access
Points.

MPUMEYAHMUE: JTio6as fobasneHHas B CNMCOK TOYKa JOCTYMa UCMOSb30-
BaTb OJMHAKOBbIV C POYTEPOM KaHan ynpasfieHus.

7. Haxmute NMpumeHnTb.
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4.1.4 Qunbtp MAC-agpecoB 6ecnpoBoAHOl ceTu

Ounbtp MAC agpecoB 6eCnpOBOLHON CETU NO3BOSIAET KOHTPONNPO-
BaTb MaKeTbl C yKa3aHHbIMU MAC-agpecami B 6eCIpOBOAHON CETH.

s Quicknternet Wireless router Firmw: 3.0.0.4.386 43373 SSID: 000030
N Setup

General WPS WDS | Wireless MACFilter ~ RADIUS Setting  Professional  Roaming Block List
General

é{f; Network Map Wireless - Wireless MAC Filter

Wireless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN
Basic Config
Band 2.4 GHz v

[g) Aierotection Enable MAC Fitler ®ves Ono

(7> Adaptive Qos

Q. Trafiic Analyzer

Apply

Advanced Settings

@ ‘Wireless'
] an

Ona HacTpoikn ¢punsrpa MAC agpecoB 6ecnpoBoaHoli ceTh:

1. B meHio0 HaBurauum Bbibeprte [lononHMTENbHbIE HACTPOMKM >
becnpoBogHas cBA3b > Bknagka Punbrp MAC-agpecos 6ecnpo-
BOJHOW CeTn.

2. B none Bknountb MAC ¢punbrp BbibepuTe fa.

3. Bnone Pexxum punbrpa MAC-agpecoB Bbibepute MpuHATL 1nn
OTKNOHNTD.

« BbibepuiTe MpuHATD AnA paspeLLeHmna JoCTyna K 6eCnpoBOAHON
ceTun yctpoicteam n3 cnncka MAC-gunbrpa.

+ Bbibepute OTKNOHUTD /1A 3anpeLleHna 4ocTyna K 6ecnpoBo-
AHOM ceTu ycTpoicTeam u3 cnucka MAC-¢punbrpa.

4. Bcnncke MAC-Gunbtpa, HaxmuTe KHornKy flo6aBuTb (@) 11 BBeauTe
MAC-appec 6ecnpoBOAHOrO yCTPONCTBA.

5. Haxmute MpnMeHNTD.



4.1.5 Hactponka RADIUS

Hactpowika RADIUS (Remote Authentication Dial In User Service)
obecrneyrBaeT JONONHUTENbHDIN YPOBEHL 6€30MaCHOCTM NPU UCMONb-
30BaHWK pexkrma ayTeHTndrkaumm WPA-Enterprise, WPA2-Enterprise
nnm Radius with 802.1x.

on: 3.0.0.4.386 43373 SSID: 000030

RADIUS Setting Professional ~ Roaming Block List
General

@) wetwork map Wireless - RADIUS Setting

P8, Aimesh This section allows you to set up additional parameters for authorizing wireless clients through RADIUS server. It is required while
= you select "Authentication Method” in "Wireless - General" as "WPA-Enterprise / WPA2-Enterprise”

& Guest Network p——
) Aiprotecti Por

(g) iprotection

P e o

AR Fraffic Analyzer

Advanced Settings

i
[SW wiretess

] tan

Ona nactpoukn napametpos RADIUS:

1. Y6egutech, uto pexunm ayTeHTUdMKaLmm 6ecnpoBogHOro poyTepa
ycTaHoBsnieH B 3HavyeHne WPA-Enterprise, WPA2-Enterprise nnu
Radius with 802.1x.

MPUMEMAHMUE: Hactpoiiku pexxnma ayTeHTUdMKaLmm ns 6ecnpoBogHOro
poyTepa cmoTpuTe B pasgene 4.1.1 O6wme .

2. B meHIo HaBurauum Boibeprte [lononHNTeNbHbIe HACTPOIIKIA >
BbecnpoBopgHas cBA3b > Bknagka Hacrpouka RADIUS.

3. BbibepuTe aranasoH YacTor.
4. B none IP-appec cepBepa Beegute IP-agpec cepsepa RADIUS.

5. B none Kntou coegnHeHnA Ha3HaubTe Napob AnA JOCTyna K
cepsepy RADIUS.

6. Haxmute NprumeHnTD.
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4.1.6 NMpodeccnoHanbHbIN

Ha 3kpaHe MpodeccmoHanbHbIin MOXHO CKOHOUIyprpoBaTb AONO-
HWUTENbHbIE NapPaMEeTPb.

MPUMEYAHMUE: Mbl pekomeHayeM 1CMnonb30BaTh 3HAYEHNA NO YMOMHaHNIO.

(s Quick Internet Operation Mede: Wireless rauter Firmware
K Setw

General WPS WDS  Wircless MACFilter  RADIUS Setting | Professional  Roaming Block List

General

(Z_-V, Network Map Wireless - Professional
P, AiMesh Wireless Professional Seffing allows you to set up addiionsl paramefers for wireless. But defaut values ars racommentded.
Band 2.4 @iz
% Guest Network
Enable Radio Oves @No
[g) AiProtection
Enable wireless scheduler ®ves ONo

(73) Adaptive Qos SetAP Isolted ®ves ONo

d\;\‘ Traffic Analyzer Roaming assistant Ensble v Disconned clients with RSS! lower than - | =70 |dBm

Blusiooth Coexisience Disable v

Advanced Settings
S | Erable IGMP Snooping Enable
W Wireless

Multicast Rate(Mbps) Auto b )
&) o

Preamie Type Long v
i wan AMPDURTS Erable v

8 Amazon Alexa RTS Threshold 2347

@D wve
(=) ven

DTIM Interval 1
Beacon Intenal 100
Enable TX Bursting Ersble Vv
;) Fremall Enatle WM Enable v
i':_: Adminictration Enable WMM No-Acknowledgement Disdle v
R Enable WMMAPSO Erchle
— Optimize AMPOU aggregaion Dissble v
LEX Metwork Tools

Modulation Scheme Up to MCS 11 (NatroQMN/1024-0MM) \
Mult-User MIMO Disable v
OFDMA'E02 1ax MU MIMO Disdble
Explicit Beamforming Erchle

Universal Beamiorming

T power adjustment

Ha skpaHe Mpo¢eccnoHanbHble HACTPOMKN MOXHO CKOHPUIypu-
poBaTb cnegyoLLee:

« [lnanasoH: Bbibepute frana3oH, HACTPONKM KOTOPOTO HYXKHO
N3MEHUTD.

+ Bkniouutb paguomopynb: Boibepute [la And BKNOYEHNA pa-
panomogyna. Bbibepute HeT ana otknoueHusa pagrnomogyns.



+ BkniounTb 6ecnpoBoAHbIN NIaHNPOBLWKK: MOoXHO Bbi6paTb
1cnonb3oBaHme 12-yacoBoro unm 24-yacosoro popmara. LipeT B
Tabnuue o3HauaeT PaspelunTb nnm 3anpeTutb. Haxmite Kaxayto
AYENKY ANA U3MEHEHNA HAaCTPOMKMN BPeMeH B byfHMe OHY,
3aTtem HaxmuTe OK.

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 39507
63 Tk Intrnet SSID: 0000CO 0000COSG
§ 3

General WPS WDS  Wireless MACFilter ~ RADIUS Setting  Professional  Roaming Block List
General

C{‘) Network Map Wireless - Professional
A&, Aimesh Fii, Sep 18 14:12:57 2020
@&y Guest Network

[g) Awrotection

) os

Advanced Settings

[ Wirefess

[W] Lan

' Alexa & IFITT M omime Schedule

@ e Clear all Cancel

& ven

W Firewall

% Administration

+ Nsonuposatb TOuKy goctyna: /130n1mpoBaHme TOUKM OCTyna
3anpeLLaeT 6ecnpoBOAHbLIM YCTPOCTBAM B CETY NOAKNIOYATHCA
APYr K apyry. 3Ta GyHKLMA Nones3Ha Korga K Ballei ceTu nog-
KNOYaeTCa MHOro rocteil. Boibepute la Ans BKOYEHNS 3TON
GyHKUMK nnn Het gna otknioueHus.

« CKopocTb MHOroaapecHon nepegauu (M6ut/c): CkopocTb
MHOroagpecHon nepegaymn nnm Haxxmmte OTKNIOYNTb ANA OT-
KMIOYEHVA MHOTOapecHO nepegayn.

+ Tun npeambynbi: Tun npeambynbl onpeaenAaeT NPOACIKATENb-
HOCTb BpeMeHH, KoTopoe Tpebyetca poyTepy ana CRC (Cyclic
Redundancy Check). CRC - 310 meTog obHapyxeHus ownbok
BO BpeMs nepefaum faHHbIx. Boibepute Kopotkas ana 6ecnpo-
BofHOW ceTn ¢ 6onblumm Tpadukom. Boibepute JnuHHaa ana
6ecnpoBOAHOI CETU CO CTapbiMK 6eCNPOBOAHbBIMU YCTPOWCTBA-
M.

« Mopor RTS: [Ina 6ecnpoBofHbIx ceTein ¢ 6onbwnm Tpadprkom
11 6OMbLUMM KONMYECTBOM 6eCNPOBOAHbIX YCTPOWCTB BblbepuTe
Hn3Kui nopor RTS.
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WUutepBan DTIM: Wutepsan DTIM (Delivery Traffic Indication
Message) unu Data Beacon Rate - 310 MHTEpBan BpemeHu nepeq,
OTNpPaBKOW cMrHana 6ecnpoBofHOMY YCTPONCTBY B CMALLEM
peXuMe, yKa3biBas, UTO NaKeT JaHHbIX OXM4aeT 4OCTaBKN. 3Ha-
YeHMe NO YMOMUAHMIO: TPU MUNJINCEKYHTbI.

CurHanbHbIn nHTepBan: CUrHanbHbIV MHTEPBA - 3TO NEPUOS
BpemeHn mexay DTIM-naketamu. 3HayeHwve no ymonyanwio: 100
MUNAMCEKYHA.. ina HecTabunbHOro 6ecnpoBogHOro NOAKM0-
YeHUA U BNA POYMUHIa YCTPOMCTB PEKOMEHAYETCA HU3Koe
3HaueHve.

Bkniountb TX Bursting: TX Bursting ynyuwaet ckopocTtb nepe-
Aauv AaHHbIX Mexay 6ecnpoBOAHbIM POYTEPOM 1 YCTPOCTBAMY
802.11g.

Bkniounts WMM APSD: Bxntounts WMM APSD (ABTOMaTUue-
CKUIA Nepexor B pexum sHeprocbepexeHuns) ona ynpasneHns
3HeprocbepexeHrem 6ecnpoBOAHbIX YCTPONCTB. Boibepute
OTknounTb A4 otknoyeHna WMM APSD.



4.2 JlokanbHasA ceTb
4.2.1 LANIP

Ha skpaHe LAN [P MoXHO n3meHnTb HacTporkm LAN IP poyTepa.

MPUMEMAHUE: /lio6ble nameHeHus LAN IP nosnusioT Ha HacTpoiiku DHCP.

r; Quick Internet o e: Wil 3.0.0.4.386_43373 SSID: 000030
N setup
LANIP  DHCPS ute 1P ol
General

) wetwork map LAN - LAN IP

%) AiMesh Configure the LAN setting of ZenWiFi XD6.

HostName [zenwiFi 06-0r30
& Guest Network

@

(P) Adaptive Qos

ZenWIFi XD6's Domain Name:
1P Address | 192.168.50.1
Subnet Mask 255.255.255.0

4\,« Traffic Analyzer Apply

Advanced Settings

[D) wireless

an

[na nameHeHnn napametpos LAN IP:

1. B MeHto HaBuraumu BblbepuTe [J,ONONAHNTENbHbIE HACTPOMKN >
LAN > Bknagka LAN IP.

2. N3menute IP-appec 1 macKy noaceTi.
3. Korpa 3akoHuuTe, HaxmuTe MpUmeHnTDb.
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4.2.2 DHCP-cepBep

PoyTep ncnonbsyer DHCP ana aBTomatueckoro HasHauveHus IP-agpe-
COB CETEBbIM KNMeHTaM. Bbl MoXeTe HazHaunTb AnanasoH IP-agpecos
V1 BPeMA apeHabl.

Operation Mode: Wireless router

LANIP | DHCPServer Route IPTV  Switch Control

LAN - DHCP Server

d on IP networks. The DHCP server
it gateway IP. ZenWiFi XD6

Zenwii X
1P Pool Staring 192.168.50.2
1P Pool Ending Address 192.168.50.254

86400
Defaut Gateway

'DNS and WINS Server Setting
DNS Server
WINS Server

 Manual Assignment

Enable Manual Assignment ®ves Ono

" Manually Assigned IP around the DHCP list (Max Limit : 64)

Add/
Delete

®

ient Name (MAC Address) 1P Address DNS Server (Optional)

Ona koHpurypauun DHCP cepsepa:

1. B meHio HaBurauum Bbibeprte [lononHMTENbHbIE HACTPONKM >
bpanamayap > sknagka DHCP-cepsep.

2. B none Bkniountb DHCP cepBep BbibepuTe [a.

3. B none Uma pomeHa ZenWiFi XD6 Hybrid Beegute nma fomeHa
Ana 6ecnpoBOAHOro poyTepa.

4. B none HauanbHbIN agpec nyna BBeanTe HauyanbHbIn IP-agpec.
5. B none KoHeuHblll agpec nyna BeeauTe KoHeuHbIn IP-agpec.



6. B none Bpema apeHppbl BBeguTe Bpema apeHabl IP-agpeca. o

ncreyeHun spemenu, DHCP cepsep Ha3HaumT HOBbIN IP-agpec.

MPUMEYAHUA:

PekomeHpyeTcA ncnonb3oBatb IP-agpec B popmate: 192.168.1.xxx (rae
XXX MOXET 6bITb NI0ObIM UNCIIOM B iana3oHe oT 2 o 254).

HauanbHbin IP-agpec nyna He fomkeH 6biTb 6oMblue KOHeuHoro IP-a-
apeca.

Ecnn Heobxogumo, BeeamTe IP-agpeca DNS n WINS cepsepos B
nona DNS-cepsep 1 WINS-cepBep.

PoyTep Takxe no3sonaet HazHauunTb IP-agpeca ceTeBbIM KNeHTam
BpYuHyto. B none BkniounTb HasHaueHne BpyuHyio BbibeprTe [la
AnA HasHayeHwus IP-agpeca ana ykaszanHoro MAC-agpeca B ceTu.
Jo 32 MAC-agpecoB MoXHO f06aBuTb B ciucok DHCP BpyuHyto.

47



48

4.2.3 MapuwpyT

Ecnwn B ceTn ncnonb3yeTca HECKONbKO POYTEPOB, MOXXHO HaCTPOUTb
TabnuLy MapLIpyTM3aLmu.

MPUMEYAHUE: He n3meHaATe MapLIpyTbl NO YMOMYaHWIO, €Cn Bbl He
imeeTe NpeACcTaBeHr A O MapLIPYTU3aLIUK.

. Quick Internet
N Setup

General
€ wetwork map
P8 AiMesh
@ Guest Network
[g) mrotection

(P Adaptive QoS

HR. Traffic Analyzer

Advanced Settings

[N wireless

I

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43373 SSID: 000030

LANIP DHCPServer | Route IPTV  Switch Control

LAN - Route

This function allows you to add routing rules into ZenWiFi XD6. Itis useful if you connect several routers behind ZenVWiFi XD6 to
share the same connection to the Intemet.
" Basic Config

Enable stalic routes ®ves Ono

" Static Route List (Max Limit : 32)

Network/Host IP Netmask 2 etric nleface  Add/ Delele

Ana KoHurypauum TabnnLbl MapLupyTU3aLmn:

1. B MeHto HaBUraumu BbibeprTe [J,ONONAHUTENbHbIE HACTPOMKN >
LAN > Bknagka MapupyrT.

2. B none BKkniounTb cTaTnyecKme MapLupyTbl Bbibepute [la.

3. B Cnuncke cTtaTmyeckux MapLupyToB BBeuUTe NHOOPMALMIO O
mapupyTe. Haxmute [lo6aButb [€] nn Yaanutb [€] Ana fobas-
NEHUs UNW yaaneHns yCTpoicTBa 13 Crmcka.

Haxmute MpumeHuTb.



4.2.4 IPTV

BecnpoBogHoii poyTep nogaepKmBaeT NoaKUeH e K cnyxbe IPTV
MO JIOKaNbHOW CETW UK Yepe3 npoBaiaepa. Ha Bknagke IPTV MoXHO
ckoHduryprpoBatb napametpsbl IPTV, VolP, rpynnosoi paccbinku 1
UDP. MogpobHyto nHpopmaLuo MoxHO nonyuutsb y Bawero npo-

Bavigepa.

. Quick Internet
N Setup

General

0

&) Network Map
2 e
@ Guest Network
[g) Aiprotection
() Adaptive Qos

QR raffic Analyzer

Advanced Settings

[SN wireless

‘LM!

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43373 SSID: 000030

LANIP DHCPServer Route |IPTV  Switch Control

LAN - IPTV

To watch IPTV, the WAN port must be connected to the Internet. Please go to WAN - Dual WAN to confirm that WAN portis
assigned to primary WAN.
LAN Port

Select ISP Profile

Choose IPTV STB Port

" special Applications

Use DHCP routes microsoft

st routing pisable v

UDP Proxy (Udpxy) W
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43 WAN

4.3.1 MopkniouyeHne K UHTEPHeTY

Ha cTpaHmLe NogKnoueHme K UHTEPHETY MOXXHO CKOHQUIyprpOBaTb
napametpbl WAN nogkntoueHus.

e
General

(@) Wetwork Map
W, AiMesh

€ Guest Network
[g) Arotection
(73 Adaptive QoS
4R Traffic Analyzer

Advanced Settings

[0 Wireless

[@] Lan

W
o Amazon Alexa

@D 1pve

1L Metwork Tools

Operation Mode: wireless raster Firm

Intemet Connection  Dual WAN  Port

WAN - Internet Connection

ZenWiFi XDB supports several connection iypes t WAN (wide area network).These types are selected from the dropdown menu
besige WAN Connestion Type. The sefting fields difier depending on the connecbon type you selected

Configure the: Ethemet WAN settings of Zen\WiFi XDO.

" masic Contig

VAN Connection Type Mutomatic IP Vv
Enable WAN OYes @Ho
O Yes @ho
Symmetric v

O'Yes @Ho

" WAN DNS Sctting

Cannect fo DNS Serves automatically OYes ®No

| bHCR Option

Class idenfer (option 60):

W AD/DUID
Client sdentifier (opBon B1):

DHOP query frequency Aggressive Mode v/
Extend the TTL vakie ®ves OMo

Spoof LAN TTL vaiue ®ves Ono

Apply

Ona koHpurypauum napametpos WAN:

1. B mMeHto HaBurauum Bbibepute [loNONHUTENbHbIE HACTPOIKN >
WAN > Bknagka MNogknioueHne K IHTepHeTy.

2. CkoHUrypupynTe HUXKecneaytoLme napameTpsbl. Korga 3akoHuu-
Te, HaxkmuTe MpMeHNTD.

« Tun WAN-noaknioueHusa: Boibepunte Tvin Ballero nposarigepa.
Bo3moxHble BapuaHTbl: ABTomaTuyeckuin IP, PPPoE, PPTP, L2TP
nnn @ukcuposanHbii IP. Ecniv Bol He 3HaeTe TMN noaknoueHns
K IHTepPHeTY, NPOKOHCYNbTUPYNTECH C Bawmm nposangepom.



Bkniountb WAN: BoibepuTe [la 1A BKOYEHUA JOCTYNA K HTEp-
HeTy. Bbibepuite HeT anA oTKoueHra 4oCTyna K UHTEPHETY.

BkntounTb pyHKUMIO TpaHCAUMK ceTeBbix agpecoB (NAT): NAT
(TpaHCnAUWA ceTeBbIX agpPECOB) NpeLCTaBNAeT cObON cMcTemy, B
KoTopon oguH ny6anuHbIn [P (WAN IP) ncnonb3yetca gna npego-
CTaBneHnsa AOCTyna B VIHTEpHET AnA ceTeBbIX KIMEHTOB C OKasb-
HbiM IP-agpecom. JTokanbHbI IP-agpec Kaxgoro ceTeBoro KnveHTa
coxpaHsetca B Tabnuuie NAT 1 ncnonb3yeTca Ana MapLupyTisamm
BXOAALLMX NAKETOB AaHHbIX.

Bkntountb UPnP: UPnP (Universal Plug n Play) no3sonset nc-
MoMb30BaTb HECKONbKO YCTPOUCTB (pOyTepbl, TeNeBM30pbI, CTe-
peocucTeMbl, UTPOBblE MPUCTaBKK, COTOBblE TenedoHbl), KOoTopble
OynyT ynpaBnatbca yepes IP-cet ¢ unm 6e3 LeHTpan30BaHHOTO
ynpasneHua yepes winto3. UPnP coeguHAeT KoMNbioTepbl NH0ObIX
TNOB, 0becneumBas eanHyto CeTb ANA yaaneHHoN KoHGMrypaLmn
Vi nepefayn AaHHbIX. HoBOe ceTeBoe YCTPOCTBO OOHAPYKIMBaETCSA
aBTOMaTuyecku ¢ nomollbio UPnP. Mocne nogkntoyeHna K cetu,
YCTPOWICTBA MOMXHO AUCTAHLIMOHHO CKOHOUIYpUpoBaThb And nog-
AEPXKI P2P-npunoxxeHuid, HTePaKTUBHbIX Urp, BUAEOKOHbEPEeH-
LW 1 BeO- N NPOKCK-CepBEPOB. B 0TNMYIE OT nepeHanpaBneHmns
MOPTOB, KOTOPOe TPeByeT pyUuHOI HacTpolKkK, UPNP aBToMaTnyecki
HaCTPamBaeT poyTep A NPUHATUA BXOAALWX COEAMHEHNI 1 Nepe-
A3€eT 3anpocbl K OnpeaeneHHOMY KOMMboTepy B TOKaSbHOW CETU.

MopknioueHne K DNS cepBepy aBTomaTnyecku: [lo3sonser
poyTepy aBToMaTtnyeckin nonyumtb IP-agpec DNS cepsepa ot npo-
Bangepa. DNS-3T0 X0OCT B IHTepHeTe, KOTOPbIN TPAHCMPYET MeHa
VHTepHeT B IP-agpeca.

AyTeHTMMKALMA: ITOT MYHKT MOXKET YKa3blBaTbCA HEKOTOPbIMI
nocTaBLUMKamm ycnyr iHTepHeTa. YTouHuTe y Baluero nposangepa
V1 3aMosHMTE B Cllyyae HeoO6XOANMOCTHI.

Mms xocTa: 310 none No3BOSIAET yKasaTb MSA XOCTa A8 poyTepa.
O6bI4HO, 3TO CneumanbHoe TpeboBaHWe OT NpoBaligepa. Beeaute
VIMA XOCTa 3A€Ch, €CNV BaLL NPOBaAEP Ha3HauWN ero AniA BaLLero
KOMMbloTepa.
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MAC-appec: MAC (Media Access Control) agpec yHVKanbHbil
naeHTMUKATOp ANA CETEBOrO YCTPOMCTBA. HeKoTopble NpoBaii-
pepbl koHTponupytoT MAC-agpeca yCTpOnCTB, NOAKNIOUEHHbIX K
VX 000PYAOBAHMIO 1 MOTYT 3aNPeTUTb NOAKIIOUEHNIE YCTPONCTBA
c He3HakoMbIM MAC-aapecom. Bo n3bexkaHue npobnem c nogksio-
ueHMeM 13-3a HeaperncTpupoBaHHoro MAC-agpeca BO3MOXHbI
cnegyowve oencTBus:

« Obpatutech K Bawemy nposaraepy 1 nonpocute 06HoBrUTS MAC
afpec.

« CknoHupyinte nnu n3menute MAC-agpec poytepa B COOTBeT-
ctBumn ¢ MAC agpecom opyrmHanbHOro yCTPOMCTBA..



4.3.2 lNepeKnioyeHne NnopToB

OyHKLMA NepeknioYeHns NopTOB OTKPbIBAET BXOAALLMIA MOPT Ha
OrpaHNYEHHbIN Neproa BPEMEHU, KOraa KIMEHT B NIOKANIbHOW CETU
3anpaLLvBaeT UCXoasLLee CoeaHEHE Ha 3aaHHbIV NopT. [epeknto-
YeHe NOPTOB NCMOSb3YETCA B CIIEAYIOLLIMX CIYYanX:
+  HeckonbKnm nokasnbHbIM KNeHTaM Heobxoavma nepeaapecaumns
MOPTOB A/A OAHOrO NPUSIOXKEHUA B pa3HOe BPeMS.

+  [MpunoxeHuto TpebytoTCA KOHKPETHbIE BXOAALLME NOPTbI, KOTO-
pble OTAIMYAIOTCA OT UCXOAALLMX NOPTOB.

&) Network Map

B8 AiMesh

&3y Guest Network
Pl

(P) Adaptive Qos

Enable Port Trgger
LR Traffic Analyzer

Well-Known Applications

Advanced Settings Trigger Port List (Max Limit: 32) (F)

[\ wireless
] 1an
&5 wan

Description

[nA HacTPOMKN nepeKnoYeHns NopToB.:

1. B meHio0 HaBUrauum BbibeprTe [lononHNTENbHbIE HACTPONKM >
WAN > Bknagka lNepeknioueHune nopTos.

2. CKOHOUrypupyiTe HKECeaytoLLmMe NapamMeTpbl. Koraa 3akoHu-
Te, HaxmuTe MpUMeHNTb.

+ BkniounTb nepeknioueHue nopToB: Boibepute [la ans BKIio-
UeHUS NePEKIIOYUEHS MOPTOB.

+ W3BecTHble npunoxeHusa: BoibeprTe nonynspHbie nrpbl n
Be6-cnyx0bl AnA fo6aBNeHNsA UX B CMUCOK NePEKYEHMA NOp-
TOB.

+ OnucaHune: Beegute uma nnm onmcaxmne ciyobl.
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+ [epeknioyaembiin NOPT: YKaxuTte nepeknoyaemblin NopT ana
NPUNOXeHUA.

+ MpoTokon: Bbibepute npotokon TCP vnu UDP.

+  BxopAawmin nopt: YkaxuTe BXOAALMI NOPT AN1A NPremMa NakeToB
3 VHTEPHeETa.

MPUMEYAHUA:

+  [pu nogknoueHnn k cepepy IRC, KNMEHTCKMIA KOMMblOTEP CO3daeT
NCXopsLLee CoeIMHEHME C MCMOMb30BaHKEM NepeKIoYaemMbiX MOPTOB
B Auana3oHe 66660-7000.. Cepsep IRC pearupyeT nyTem npoBepKu
MIMEHV MOoNb30BaTensa 1 Co3haHUA HOBOTO COEAVHEHNA C KINEHTCKIM
[MK, ncnonb3ya BXogdALmmn nopT.

«  Ecnn nepeknioyeHrie MopToB OTKITIOUEHO, POYTEP 0OPLIBAET COeMNHE-
HMe MOCKOMbKY He MOXET OnpefeNnnTb KOMMbIOTeP, 3anpallyBaBLUMii
poctyn K IRC. Korga nepeknioueHne NopToB BKIOYEHO POyTep Ha3Ha-
yaeT BXOAALMIA NOPT ANA MNONYyYeHMA BXOLAALLMNX NMaKeTOB. JTOT BXO-
LALWMIA MOPT 3aKPbIBAETCA yepe3 OnpefeneHHbI Neprog BpemeHu,
MOCKOJIbKY POYyTep He yBEPeH, UTO MPUSIOXKEHME BCe eLle akTUBHO.

. I'IepeKmoquMH MOPTOB MOXET ObITb UCMONb30BAHO TOJBKO anAa ogHo-
ro CETEBOIO KNMeHTa O 4HOBPEMEHHO.

+  HeBO3MOXHO MCMOMb30BaTb MPUNOXEHME, UCTONb3YIOLEe NepPeKto-
yeHne MOPTOB Ha HECKOMbKIX KNMEHTax OAHOBPEMEHHO. Mpu OTKpbI-
TUW OJHOTO NOPTa HECKONBKUMI KNMEHTaMK, 3anpoChl C BHELIHETO
nopta OyayT HanpaBieHbl KINEHTY, NCMOb3YIOLLEMY JaHHbIA MOPT
NocnegHNM.



4.3.3 Virtual Server/Port Forwarding

Mepeaapecauys NOPTOB - METOA /1A NepeHanpaBieHns CeTeBOro
TpaduKa 13 MIHTepHeTa Ha yKa3aHHbIii MOPT UK A1ana3oH NopToB
YCTPOWCTBA B NIOKaNbHOM CeTW. HacTpolika nepeagpecauum nopTos
Ha poyTepe No3BOJAET yAa/leHHbIM KOMMbIOTePaM 1CMOSb30BaTb
CNy0bl, NPeaoCTaBNIfieMble KOMMbIOTEPAMU BaLLEN CETU.

MPUMEYAHME: Korga BbiknloueHa nepeafpecaumsa NopToBs, poyTep
6nokupyert BxoasALmii Tpadrk u3 IHTepHET KPOMe OTBETOB Ha 1cxofALme
3anpochl U3 IOKANbHOM CETH. Y CETEBOrO KNMeHTa HET MPAMOro AOCTyNa K
VIHTEPHETY 1 HaobopOT.

o Quickinternet
N Setup

General

@ Network Map WAN - Virtual Server / Port Forwarding

Virtual Server / Port forwarding allows remote computers to connect to a specific computer or service within a private local area
network (LAN). For a faster connection, some P2P applications (such as BitTorrent), may also require that you set the port
forwarding setting. Please refer to the P2P application's user manual for details. You can open the multiple port or  range of
ports in router and redirect data through those ports 10 a single client on your network

fyou want o specify a Port Range for clients on the same network, enter the Service Name, the Port Range (.g. 10200:10300),
l’.ﬂ AiProtection the LAN IP address, and leave the Local Port blank

&% Guest Network

+ When your networks firewall is disabled and you set 80 as the HTTP server's port range for your WAN setup, then your hitp
serveriweb server would be in confict with ZenWiFi XDG's web user interface.
virtual server / port Forwarding FaQ
Basic Config
Advanced Settings Enable Port Forwarding
@ Wireless r — —
Port Forwarding List (Max Limit : 64)
] Lan Servi e External Port Internal Port IP Address Protocol Source IP Egt  Delete

& wan

«B: Amazon Alexa

No dat

Add profile

[nAa HacTpoIiKn nepeagpecaLy NOPTOB:

1. B meHio HaBurauum BbibeprTe [lononHNTENbHbIE HACTPONKM >
WAN > Bknagka BuptyanbHbiii cepsep/lepeagpecaums nop-
TOB.

2. lMepemectuTe nepeknoyatens B nonoxeHne BKJ1 ana sknoveHna
nepeagpecaunmn NopToB., 3aTeM HaxmuTte [lo6baBUTb Npodunb.
[Mocne HacTpoVKM cneayoLwmx napameTpos HaxmuTe OK.



56

3.0.0.4.386_39507
L5 Quick Internet
K setup

General

e

B AiMesh

Advanced Settings

[ wirecless
] wan
8 wan
8 Alexa & 1T

@ v

0200:10300),

n your hitp

—

=

Edit Delete

CnncoK N3BECTHDbIX CepBEPOB: YKaXXITe TUM CNIY>KObl, K KOTOPOI

TpebyeTca focTyn.

CnucoK N3BECTHDIX Urp: ITOT NYHKT COREPXKMT CMICOK NOPTOB,
HeobXoauMbIX ANA NPaBUIbHON PaboTbl NONYAAPHBIX OHMAH

urp.

Nma cnyx6b1: Beegute nma cnyxo6bi.

MpoTtokon: Bbibepute npoTokos. ECnvi Bbl He yBepeHbl, BblbepuTe

BOTH.

BHewHuin nopt: NpriHMMatoTca cnepyiowme popmartbi:

1) Onana3oH NopToB C 1CMO/b30BaHKEM ABOETOUNS

" mexay

HayanbHbIM 1 KOHeYHbIM nopTamu, Hanpumep 300:350

M nn

2) OTaenbHble NOPTbI C 3aNATON ') MEX Y HAMK, HanpuMep 566,

789

3) KombuHauusa AnMana3oHOB NOPTOB W OTAE/bHbIX MOPTOB C

NCMONb30BaHNEM iBOeTOUNA "
1015:1024, 3021.

1 3anaton "', Hanpumep,

BHyTpeHHui nopT: Beeante NopT AN Nepechbiikn NakeTos.
OcTaBbTe 370 Mose MycTbiM, €CAIN XOTITE NepPEeHanpPaBnTb BXO-

AALLME NAKETbI Ha AVana3oH NOPTOB.



BHyTpeHHun IP-agpec: Beegute IP-agpec knveHTa B NOKanbHOM
cetu.

Mcxopubin IP: Ecnn HyXKHO OTKpPbITb NOPT AN OnpefeneHHOro
IP-appeca u3 HTepHeT, BBeawTe IP-agpec B 310 none.

MPUMEYAHUE: [1na KoppeKTHOW NepeagpecaLi UCNofb3yinTe A noKanb-
HOro KnmeHTa ctatnyeckuin IP-agpec. MogpobHyio nHdopmaLo cMoTpuTe B
pasgene 4.2 LAN.

[ins npoBepKu NpaBUbHOI HACTPOIIKM NepeaapecaLin NopToB:

Y6enuTech, uto Balwu cepsep paboTaer.

Bam NoHapo61TCA KNMEHT, HaxoaALWMIACA 3a Npeaenamu Baluen
JIOKa/NbHOM CETY, HO UMEIOLLMI JOCTYN K IHTepHeT (Ha3biBaeMbli
"IHTepHET-KNNEHT"). ITOT KINUEHT He JOKEH ObITb MOAKIIOYEH K

poyTepy.
B nHTepHeT-KnneHTe ana goctyna K cepsepy mucnonb3syite WAN IP

poyTepa. Ecnn nepeagpecaLyis nopToB paboTaeT npaBuibHO, Bbl
nonyunTe AOCTYM K CEPBEPY.

Pasnuuna mexgy nepeKnioueHnemM NopToB 1 NepeHanpaBneHnem
nopToB:

MepekntoyeHre NopToB OyaeT paboTtaTb faxe 6e3 HaCTPOKK
LAN IP-agpeca. B otnnume ot nepeHanpaBneHnsa NopToB, KOTOpoe
Tpebyet ctatnyeckuii LAN IP-agpec, nepekntoueHrie nopTos obe-
CreyriBaeT AMHaMMyecKoe nepeHanpasneHrne NopToB C MOMOLLbIO
MapLLpyTr3aTopa. [ana3oHbl MOPTOB HACTPOEHbI Ha NpUeM BXO-
AALLNX COEAUNHEHWNI B TEYEHME OrPaHNYEHHOrO Neproga BpeMeHN.
[NepeknioyeHne NOPTOB NO3BOMAET HECKOIbKMM KOMIMbOTEpam
3anycKaTb NPUIOXKeHUA, KOTopble 06bIYHO TPebytoT NepeHanpas-
NeHVA NOPTOB BPYUHYIO ANA KaXK4Oro KOMMbloTepa B CETU.

MepeknioueHre NOPTOB ABNAETCA Gonee 6e30MacHbIM, Yem nepe-
HanpaB/ieHne MOPTOB, MOCKOMbKY BXOAALLME MOPTbl OTKPbITbI He
BCe BpeMs. OHM OTKPbITbI TONBKO KOrfa NPUIOKeHe COBEpLUIAET
CXOfALLEe COEANHEHIE Yepe3 NePeKOYaEMbIN NOpT.
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4.3.4 DMZ

Virtual DMZ otobpa’kaeT oguH KOMMNbOTEP B UHTEPHETE, NO3BONAA
emy NMPUHMMaTb BCe BXOAALLE NaKeTbl, HaNpPas/ieHHbIE B TIOKaJIbHYO
ceTb.

BxopAwwnii Tpaduk 13 nHTepHeTa 0bbIYHO OTOPACHIBAETCA UNK Nepe-
HanpaBNAETCA Ha YKa3aHHbIN KOMMbtoTep, N HACTPOeHa nepeagpe-
cauua unm nepeknoyeHne noptos. B pexxnme DMZ oguH KomnboTep
MosyyaeT BCe BXOAALLME NAKETHI.

BknioueHne DMZ onpaBfaHO npu OTKPbITUM HEOTPaHUYEHHOro
ABYXCTOPOHHErO JOCTYNa K KOMMbioTepy, Hanpumep cepsepy web
unu e-mail.

MpepynpexpaeHne: OTKpbITME BCEX NOPTOB KneHTa Anda cet ViHTepHet
LenaeT CeTb yA3BUMON /1A aTaK 13BHe. ObpaTuTe BHUMAHMUE Ha PUCK, CBA-
3aHHbI C nCnonb3oBaHnem DMZ.

Ina HacTtponkun DMZ:

1. B MeHto HaBuraumu Bbibeprte [loNoONAHNTENbHbIE HACTPOMKN >
WAN > Bknagka DMZ.

2. CkoHurypupynTe napameTpbl HUxe. Koraa 3akoHumTe, HaxmmTe
MpyumeHnTb.

+ IP-appec Bnpumon ctanuyuu: Beegnte LAN IP-agpec KnneHTa,
KOTOpbIN ByaeT ncnonb3oBaTtbcA ana DMZ. Yoeautecs, uto cep-
Bep Mcnosnb3yeT cTatnyecknn IP-agpec.

Ona ypanenuna DMZ:
1. Ynanute LAN IP-agpec u3 nons IP-agpec BUANMON CTaHLN.
2. Korpga 3akoHuuTe, HaxkmuTe MpumeHnTb.



4.3.5 DDNS

Hactpornka DDNS (guHamnueckuin DNS) no3Bonaet nonyumntb 4ocTyn K
poyTepy 13 VIHTepHeT nocpeacTBom ciyx6b1 ASUS DDNS nnmn apyroii
cny6bl DDNS.

on: 3.0.0.4.386 43373 SSID: 000030

L Quick Internet
R setup

NAT
; Passthrough
General

&) wetwork map WAN - DDNS
DDNS (Dynamic Domain Name System) is a service that allows network clients to connect to the wireless router, even with a
dynamic public IP address, through its registered domain name. The wireless router is embedded with the ASUS DDNS service:
and other DDNS services.

I you cannot use ASUS DDNS services, please go to http: //ipTlookup. asus . com/ns1ookup. php o reach your intemet IP
‘address to use this service.

vate WAN IP address.
environment and DDNS service cannot work in this environment.

®ves Ono

Apply.
Advanced Settings

[S) wireless

] can
W

Ona nacrpoukun DDNS:

1. B MeHto HaBuraumu BblbepuTe [JJONONAHNTENbHbIE HACTPOMKK >
WAN > Bknagka DDNS.

2. CkoHburypupyiiTe HUXeCnegyoLme napameTpbl. Korga 3akoHum-
Te, HaxXmuTe NMpumMeHnTb.

+  Bkniountb DDNS knueHT?: BknioueHnune dyHkumm DDNS ana
BO3MOXHOCTW AOCTYNa K poyTepy yepes JOMEHHOe UMA, a He
yepe3z WAN IP.

« CepBep nunms xocrta: Boibepute ASUS DDNS unu gpyroi DDNS.
Mpw ncnonb3osanum ASUS DDNS BBeguTe MMsA X0CTa B popmaTe
XXx.asuscomm.com (rae XxXx UM XocCTa).

+ [pu ncnonb3oBaHum gpyroro DDNS BbibepuTe 6ecnnaTHyo
NPOoO6HY BEPCHIO 11 3aperncTprUpynTeCh Ha caiTe. Beegute nmsa
Monb30BaTena UM agpec SNeKTPOHHON NOYTbl U MapOosb UK
DDNS kniou.

+  BkmounTb WabnoH: Bkniouute WwWabnoH, ecnv oH Tpebyetca ang
cny6b1 DDNS.
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MpumeyvaHns:
Cnyx6a DDNS cepBuc He 6ygeT paboTaTb Npu CIeAyoLLMX YCIOBUAX:

« Korpga B 6ecnpoBogHoit poyTep ncnonb3yet npusatHbin WAN IP agpec
(192.168.x.x, 10.x.Xx.X Unn 172.16.X.X), Kak MOKa3aHO ENTbIM TEKCTOM.

« PoyTep MoXeT ObITb MOAKIOYEH K CETH, KOTOPAsA UCMONb3YeT HECKOSb-
Ko Tabnuu, NAT.

4.3.6 NAT Passthrough

NAT Passthrough paspewaet naketam (VPN) npoxogutb uepes poy-
Tep K ceteBbIM KnneHTam. PPTP Passthrough, L2TP Passthrough, IPsec
Passthrough v RTSP Passthrough BknioueHbl no ymonuaHuio..

[na sknioueHmna /otkntoueHna NAT Passthrough nepeiigute B lonon-
HuUTenbHble HacTpouiku > WAN > Bknaaka NAT Passthrough. Korga
3aKOHuMTe, HaxmunTe MpUMeHNnTD.

L Quickmternet oper lode: wireless router Firmware Version: 3. 86 43373 SSID: 000030
K Setup

NAT
| DHZ)) |{DDNS Passthrough
General

) wewwork map WAN - NAT Passthrough

P, Aivtesh Enable NAT Passthrough to allow a Virtual Private Network (VPN) connection to pass through the router to the network clents
3 PPTP Passthrough Enable v

& cuest Network
Enable v

(3 AiProtection

e Enable v
) rdsptive qos .
L. ratfic Anatyzer Enable +

Enable v
Advanced Settings

[D) wireless

] tan
@8 wan

elay Disable v

FTPALG port 2021




4.4 IPv6

[laHHbIi poyTep noaaepKmBaeT agpecaLyio IPv6, nofaepuBaioLLyto
bonbluee KonMuecTBo IP-afpecoB. ITOT CTaHAAPT eLLe He MOYYMI K-
pOKOro pacnpocTpaHeHus. ViHpopmaumio o noaaepke IPv6 MOXHO
y3HaTb Yy Bawero nposaiigepa.

Operation Mode: w router on: 3.0.0.4.386 43373 SSID: 000030
General L5

€ network map Configure the IPV6 Internet setting of ZenWiFi XD6.
1Pv6 FAQ

P, AiMesh -

@) cuest Network Connecton type: pisable

B na
Q. Traffic Analyzer

Advanced Settings

[N wireless

] tan

8 Amazon Alexa

@ rovs

Ona Hactpoukm IPv6:

1. B meHi0 HaBUrauum BbibeprTe [lononHNTENbHbIE HACTPONKM >
IPv6.

2. Bbibepute Tun nogkntoueHns. MapameTpbl OTNNYAIOTCA B 3aBU-
CMMOCTV OT TIMNA BbIOPAHHOTO NOAKIIOYEHUS.

3. Beegute napametpsl IPv6 1 DNS.
4. Haxmute MpumeHnTb.

MPUMEMAHME: KoHkpeTHyto HdopmaLmio no IPv6 MoxHO y3HaTb Y Baluero
nposangepa.
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4.5 bpaHpgmaysp

PoyTtep MoxeT GyHKLIMOHMPOBATb B KayeCTBe annapaTHOro 6paHa-
may3pa.

MPUMEYAHUE: bpaHamaysp BKOYEH MO YMOMYaHMIO.

4.5.1 O6wwme
[na HacTpoiKn napameTpos G6paHamayspa:

1. B mMeHto HaBurayum Bbibepute [lononHUTeNbHble HACTPOIIKK >
Bpanamayap > BKnagka O6wme.

2. B none Bkniountb 6panamayap Bbibepute [la.

3. B none Bkntountb 3awmty ot DoS Bbibepute fa ana 3awubl
Bawwelt cetn oT DoS (0Tka3 B 06CNyXMBaHWK) aTak. ITO MOXeT
MOBAVATL Ha MPOM3BOANTENBHOCTL POYTepa.

4. Bbl moxeTe Takxe oTcnexusatb naketol mexay LAN n WAN. B
none Tun perncTprpyembix NakeToB BbibeprTe OTOpOLLIEHHDIE,
MpuHaTbie vnn O6a.

5. HaxmuTte NMpumeHnTb.

4.5.2 OGunbtp URL

MoxHo 3anpeTuTb ocTyn K onpeaeneHHbiM URL-agpecam, nob6asus
1x B GUIbTP.

MPUMEMAHUE: Ounbtp URL GyHKLMOHMPYET Ha OcHoBe 3anpoca DNS.
Ecnu ceTeBOI KNMeHT yxe nocelan canTt, Hanpumep http://www.abcxxx.
com, TO caiT 3abnoknpoBaH He GyaeT ( DNS-K3Ww coxpaHseT paHee noce-
LLeHHble CalTbl). [N peweHns 31oin npobnembl ounctte DNS-Kaww nepea
ycTaHoBkom unbtpa URL.




Ona HacTpoukn ¢unbrpa URL:

1. B meHi0 HaBUrauum BbibeprTe [lononHNTENbHbIE HACTPONKN >
bpangmayap > Bknagka @uabtp URL.

2. B none Enable URL Filter BbibepuTe Enabled.
3. Beepute URL u HaxmuTe [2].
4. Haxmute MpumeHnTb.

4.5.3 OunbTp KNKOYEBbIX C/I0B

OunbTp KNtouYeBbIX COB GNIOKMPYET AOCTYN K CTPaAHMLAM, COAepKa-
LM 3afjaHHble KNtoueBble CIOBa.

. Quick Internet
N Setup

Ger URL Filter  Keyword Filter Nt
General

€ wetworkmap Firewall - Keyword Filter:

P4, Aivesh Keyword Filler allows you to block the clients’ access to webpages containing the specified keywords
Limitations of the fiflering function
& Guest Network .
1. Compressed webpages that use HTTP compression technology cannot be filtered. See_here for more details.
2. Hitps webpages cannot be fitered
(g) Awrotection

I ‘Basic Ce
‘
=

Keyword Fille List Add/ Dekete

®

(D) wireiess
] an
&8 wan
o Alexa & TFTTT

@ e

[Ansa HacTpoiikn GpunbTpa KNoYeBbIX C/I0B:

1. B MeHIo HaBUraumu Bbibepnte [lononHMTENbHbIE HACTPOMKHU >
Bpanamayap > BKnagka OunbTp Ko4eBbIX C/I0B.

2. B none Enable Keyword Filter Boibepute Enabled.
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3. Beepute cnoBo unu ppasy 1 Haxmute [lobaBuTb.
4. Haxmute MpumeHnTb.

MPUMEYAHNA:

o OuUNbTP KIKYEBBIX CIOB GYHKLMOHMNPYET Ha OcHOBe 3anpoca DNS.
Ecnu ceTeBOI KNMEHT yKe nocellan cant, Hanpumep http://www.
abcxxx.com, To cainT 3abnokuposaH He 6yaet ( DNS-Kaw coxpaHset
paHee noceLleHHble CaiTbl). N1 peleHns 3Toi Npobnembl oUncTTe
DNS-KaLW nepeq yCTaHOBKON GUNILTPA KNKOYEBbIX CIOB.

« (OxaTble BEO-CTPaHMLbl He MOTYT ObiTb OTGMILTPOBaHbI. CTpaHMLbI,
3arpykaemble o npotokony HTTPS, He MOryT GbiTb 3a6NOKMPOBaHbI.

4.5.4 QunbTp ceTeBbIX CYKO

OunbTp ceTeBbIX CNY»KO6 MNO3BONAET OrPAHNYNTD AOCTYMN K KOHKPETHBIM
Be6-cnyx6am, Hanpumep Telnet uam FTP.

- Quick Tnteme Operation Mode: Mireless router Firmware Version: 4.386 43373 SSID: 000030
K Setup

General  URLFilter  Keyword Filter | Network Servi er
General

@S Network Map. Firewall - Network Services Filter

The Network Services filter blocks the LAN to WAN packet exchanges and resricts devices from using specific network services.
For example, if you do not want the device to use the Intemet service, key in 80 in the destination port. The traffic that uses port
80 will be blocked (but htps can not be blocked).

% Guest Network
& Guest Netwon Leave the source IP field blank to apply this rule to all LAN devices.

[3) AiProtection Deny List Duration : During the scheduled duration, clients in the Deny List cannot use the specified network services. After the
o specified duration, allthe clients in LAN can access the specified network services.

uring the scheduled duration, clients in the Allow List can ONLY use the speciied network
(P) Adaptive Qos

bnet for the Allow List, IP addresses outside the subnet willnot be able to access the Internet or any
Intemet service.

4R Tratfic Anatyzer
Network Services Filter

Advanced Settings Enable Network Services Fiter ®ves ONo

[ wireless File table type Deny List ~

[¥] Lan WelkKnown Appiications user pefined v

Date to Enable LAN to WAN Fiter ¥ Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri

S Time of Day to Enable LAN to WAN Filter
8. Amazon Alexa

@ v

2 ven Fiered ICMP packet ypes

Date to Enable LAN to WAN Fitter

Time of Day to Enable LAN to WAN Filter

W Firewall Network Services Filter Table (Max Limit : 32)

Source IP Port Range Destination IP Port Range Protocol Add / Delete

g Administration

L svstem Log




Ona HacTpoukn ¢punbTpa ceTeBbIX CNYXKO:

1. B meHi0 HaBUrauum BbibeprTe [lononHNTENbHbIE HACTPONKN >
Bpanpgmayap > Bknagka OunbTp ceTeBbIX CNYkKO.

2. B none Bknountb GpunbTp ceTeBbix Cny6 BbibepuTe Aa.

3. Bblbepute pexum dunbTpa. YepHbIil CIMCOK BI0KMPYET YKa3aH-
Hble CeTeBbIX CyObl. benblil cnMcok npefocTaBnseT fOCTyN
TONBKO K YKa3aHHbIM CETEBbIM CITy>KOaM.

4. YKaxute aeHb 1 BpeMs paboTbl punbTpa.

5. BeepuTte ncxogHbin IP-agpec, ueneson IP-agpec, Anana3oH nopToB
1 npotokon. Haxxmute kHonky [€] .

6. Haxkmute MpumeHnTb.
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4.6 AQMUHNCTPUpPOBaHMNE

4,6.1 Pexxum pabortbl

Ha cTpaHmLe pexum paboTbl MOXHO BbIOpaTb Hanmbosee NoaXoasALNiA
PEXM.

Administration - Operation Mode

ZenWiFi XD6 supports several operation modes to meet different requirements. Please select the mode that match your
situation.

O Wireless router mode / AiMesh Router mode (Default)
® Access Point{AP) mode / AiMesh Router in AP mode
® Repeater mode

® Media Bridge

® AiMesh Node

to form an AMesh WIFi system to provide exira WiFi coverage.

;;))

E svtemion

[na HacTponKn pexunma pa6orbi:

1. B MeHI0 HaBurauum BbibepuTe [lONONHNTENbHbIE HACTPONKM >
AAMUHUCTPUPOBaHIE > BKNazKa Pexxum pa6oTbl.

2. BbibepuTe 06O 113 CeayoLLMX PEKIMOB:

« Pexxum 6ecnpoBogHoro poytepa / pexxum poytepa AiMesh
(no ymonuaHmio): B pexvime 6ecnpoBogHOMo poyTepa, poyTep
MOLKIIOYAETCA K IHTEPHETY U NPefOCTaBNIAET BOCTYMN K MIHTEPHETY
[NA YCTPOWCTB B JIOKaNbHOW CET.

+ Pexxum Toukm gocryna (AP) / poytepa AiMesh B pexxume AP: B
3TOM PEXIME POyTep CO3AAET HOBYIO HECNPOBOAHY!IO CETh.

+ Pexxum noBropuTens: B pexxmme noTopuTeNns poyTep NOAKIoYa-
€TCA K CYLLeCTBYIOLLEN HECPOBOAHON CETU M PaCLUMPAET MOKPbITHE
CyLLeCTBytoLLel 6eCnpOBOLHON CETU.

3. Haxmute CoxpaHUTb.

MPUMEYAHMUE: lMpu n3meHeHUM pexrma poyTep nepesarpy3utca.
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4.6.2 Cuctema

Ha ctpaHuue Cuctema MOXHO CKOHQUIrypmpoBaTb NapameTpbl
6ecnpoBoaHOro poyTepa.
[nA HaCcTPOMKN NapaMeTPoB CUCTEMDbI:

1. B meHio HaBUrauum BbibeprTe JlononHNTENbHbIE HACTPONKM >
ApMuHUCTprpoBaHMe > BKagka Cucrema.

2. MOXHO CKOHGUIyprpOBaTh CeAytoLMe NapaMeTpbi:

W3meHeHme napons poytepa: MoXHO N3MEHUTb UMS NMOMb30-
BaTesNA M Naposb 6eCNPOBOAHOMO POYTepPa, BBEAA HOBbIE.

HacTpoiika USB: M0XHO BKNHOUNTb PeXXMM rmbepHaLmm ecT-
KOro AmncKa 1 nsmeHutb pexkuim USB.

NosepeHmne kHonku WPS: Ousnueckan kHonka WPS ncnonb-
3yetca ana aktusaummn WPS.

YacoBoli nosc: Boibepute yacoBoii nosc ana Bawweii ceTu.

NTP-cepBep: [Ina CMHXPOHM3ALUN BPEMEHW POYTEP MOXET
nogkntouatbea K cepepy NTP (Network Time Protocol).

CeteBoi1 MOHUTOPUHT: MoxHO BKntountb DNS-3anpoc gna
MPOBEPKM COOTBETCTBUA UMeHW XocTa 1 IP-agpeca nnm BknounTb
Ping fna nposepkm Lenesoro agpeca.

ABTOMaTuyecKuin Bbixoa: MoXHO 3aaaTb BpemA 41 aBTOMa-
TYECKOro BbIXOa.

Bkniountb yBegomneHune 06 orknioueHnn WAN-nHTepdeii-
ca: JTa dyHKUMA No3BoNAeT Opay3epy oTobpaxaTb CTpaHULY
C NpegynpexaeHrem, Korga poyTep OTKoueH oT MHTepHeTa.
Korzaa oTKNtoYeHo, CTpaHmLa C npesynpexaeHnem He NOABUTCA.
Bkntountb Telnet: Haxmute la ana BkntoueHma cnyxobi Telnet.
Bbibepute HeT gnis oTknoueHma Telnet.

Metop ayTeHTuduKauyumn: MoxHo Bbibpatb HTTP, HTTPS nnu
oba npotokona ana 6e3onacHoro JOCTyna K poyTepy.

BkniounTb NNaHUPOBLYMK Nepe3arpysku: Korga BKOUEHO,
MOXHO 3aJaTb BPeMs 1 AaTy Nepe3arpysKil.

BkniounTtb Be6-goctyn ns WAN: Bbibepute la ans paspelue-
HUA BOCTYNa K BeG-nHTepdeiicy poyTepa n3 VHTepHeT. BoibepuTe
No ana npegoTtBpalleHns focTyna.
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« BknounTb orpaHuyeHune gocryna: Boibepute [la, ecnv Hyx-
HO 3agaTb IP-agpeca yCTPONCTB, KOTOPbIM Pa3peLLeH JOCTYM K
Beb-nHTepdericy poytepa n3 WAN/LAN.

« Cnyx6a: JTa pyHKUWMA no3BonsaeT HacTpouTb Telnet / SSH nopt
/ Pa3pewwnTb BBOA Napona / Knoya aBTopusauyuy / Taum-ayT
MPOCTOA.

3. HaxmuTe MpnumeHuTb.



4,6.3 O6HOBNEHE NPOLUNBKA

MPUMEYAHME: Ckauaite nocneaHo0 BEPCMIO MPOLWMBKY C canta ASUS
http://www.asus.com.

Ona 0o6HoBNEeHNs npownBKn:

1. B MeHIo HaBUraumu BbibepnTe [lononHMTENIbHbIE HACTPOMKHU >
ASMUHNCTPMpPOBaHUeE > BKaaka O6HOBNEHNE NPOLUMBKM.

2. B none HoBasa npowuBKa Haxmmute 0630p ana HaxoxaeHus
MPOLIMBKN.

3. HaxmwuTe 3arpysurb.

MpymeyaHns:
«  [ocne 3aBepLueHns OOHOBNEHMA AOXKANTEC Nepe3arpy3Ky CUCTEMBI.

+  [Mpw owwnbke BO Bpemsa 06HOBNEHUA GECNPOBOLHON POyTEp Nepexo-
AWT B aBapUIHBIA PEXUM N UHLMKATOP NUTAHWA Ha NepeaHen naHenm
meffieHHO muraeT. [logpobHyio nHOOpPMaLMI0 O BOCCTAaHOBNEHUMN C-
CTeMbl CMOTpUTE B pa3gene 5.2 BocctaHoBneHe NpoLWvBKU.

4.6.4 BocctaHOBUTH/COXPaHUTb/3arpy3nTb HACTPONKIN

Ina BoccTaHOBNeHNs/coxpaHeHns/c6poca napameTpos:

1. B meHio HaBUrauum BbibeprTe [lononHNTENbHbIE HACTPONKM >
ApmunHucTpnpoBaHue > Bknagka BoccraHoButb, CoxpaHuTtb,
3arpysunTb HaCTPONKN.

2. Bbibepurte 3apauvy:
+ [1nA BOCCTaHOBNEHMUA HAaCTPOEK MO YMOMYaHMIo HaxmuTe Boc-
CTaHOBUTD, 3aTeM OK ansa nogreepaeHus.

« [na COXpPaHEHNA TEKYLNX HACTPOEK HaXKMINTE COXpaHI/ITb, 3dTeEM
COXpaHlllTb B OKHE C yKa3aHneM nyTu.

+ [InA BOCCTaHOBNEHMA COXPaHEHHbIX HACTPOeK HaxmuTe 0630p
ANA HaxoxeHnA daina HacTpPoekK, 3aTeM HaxkMKTe 3arpy3unTb.

BAXHO!B cnyuae BO3HUKHOBEHUA NPobem, 3arpy3uTe NOCNeHIO BEPCHIO
NPOLUMBKY 1 CKOHOMIYpUpYiATe HOBble NapameTpbl. He copacbiBaiite poyTep
K HaCTpOWKaM Mo yMOMYaHmio.
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4,7 CuncremMHbIN XypHan

CrCTeMHbIN XXypHan COREPXKNT 3anMCaHHYI0 CETEBYIO aKTUBHOCTb.

MPUMEYMAHME: CricteMHbIN XKypHan oumLiaeTca npu nepesarpyske umm
BbIK/TIOUYEHNM poyTepa.

Ona npocMoTpa CUCTEMHOrO XypHana:

1. B MeHto HaBuraumu BoibeprTe [J,ONoONAHNTENbHbIE HACTPOMKN >
CucTemMHbIN XKypHan.

2. MOXHO NOCMOTpPETb CETEBYH aKTUBHOCTb Ha OGO 113 3TUX BKNa-
[OK:
« Obwwmin xypHan
« XypHan 6ecnpoBogHom ceTu
+ ApeHpa agpecos DHCP
. IPv6
« Tabnuua mapLupyTr3aymm
+ [Nlepeagpecauyusa noptos
« [lopgkntoyeHunsa

= QuickIntemnet Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43373 00030
K setup

General Log  WirelessLog  DHCP leases I1Pv6  RoutingTable  Port Forwarding  Connections
General

Network Map System Log - General Log
iMesh This page shows the detailed system's activifies.

st Network System Time Wed, Aug 04 16:44:33 2021
j# Guest Networl

Uptime 0 days 6 hour(s) 42 minute(s) 31 seconds
[g) aiProtection

Remote Log Server
(P) Adaptive Qos 7

Remote Log Server Port * The default portis 514 If you reconfigured the port number, please make sure that the

QR Traffic Analyzer remote g server or loT devices' setings match your current configuration.

Advanced Settings

[3) wireless

]

St

o8- Amazon Alexa
@ 1eve
VPN

Firewall




5 Ytunutbl
NMPUMEYAHUA:

Ckavaite 1 yctaHoBUTe YTUANTDI C caitTa ASUS:

« Device Discovery v1.4.7.1 c http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Discovery.zip

Firmware Restoration v1.9.0.4 ¢ http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Rescue.zip

«  Windows Printer v1.0.5.5 c http://dlcdnet.asus.com/pub/ASUS/
LiveUpdate/Release/Wireless/Printer.zip

YmnuTbl He nogaepxmsatotca B MAC OS.

5.1 OG6Hapy»<eHue ycTponcTBa

Device Discovery - ASUS WLAN ytunuta, kKoTopasa obHapyxuBaeT
poyTep 1 NO3BONAET ero KOHPMrypupoBaTb.
Onsa 3anycka yrunutbl Device Discovery:

+ [Mepengute Myck > Mporpammbi > ASUS Utility > Wireless Router
> Device Discovery.

MPUMEYAHUE: Mpy ycTaHOBKe poyTepa B peXum TOUKM JoCTyna, Bam
Heobxoanmo ncnonb3osath yTunuty Device Discovery ana nonyueHus
IP-agpeca poyTepa.
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5.2 BoccTtaHoBNeHWe NPOLWNBKA

Firmware Restoration - yTnuTa, KOTOpasa Ucnonb3yetcsa B cnyyae
owwmbKM Npy 06HOBNEHUM NPOLWNBKY poyTepa. OHa 3arpyaeT yKa-
3aHHYI0 NPOLWMBKY. [poLecc 3aHMMaeT OKONO TPeX MUHYT.

g Firmware Rastoi l=tim

Before you get started, please check the model name and hardware
version from the label.

1. Please confim the label at the bottom of your router
model sh /W Version, different hardware version needs
w—aﬁrl e Version to process restoration.

2. Dovmload fimware from ASUS support site:
httpn FWW.2S0S.COmYsupport

“"\IEJ ampe if your label shows "RT-AC66U.  B1*
fimmware of “RT-AC66U" s not available for restoration.,

Eilenarme: |\ Browse...

Stats
After locating the firmware file, click Upload

BAMHO!Nepepn ncnonb3osaHuem ytunutbl Firmware Restoration nepeknto-
yuTe POyTEpP B PEXKIMM BOCCTAHOB/IEHMA.

MPUMEYAHUE: 3Sta dpyHKUWA He nogaepxmeaetca B MAC OS.

Ina 3anycka yrunutbl Firmware Restoration:
1. OTknoyuTe NUTaHMe OT poyTepa.

2. YnepmBas KHOMKY Reset, pacrnonoXeHHylo Ha 3aAHei naHenm,
MOAKNIOUUTE MUTaHVE K poyTepy. OTnycTUTe KHOMKY COpoca Koraa
VIHAMKATOP NUTAHISA, PaCNONOXeHHbIN Ha NepeHel NaHenw, Hau-
HET Me[/IEHHO MITaTb, O3Hauas, YTO POYTEP HAXOANTCA B PEXIME
BOCCTAHOBMNEHMA.



3. YcraHosuTe cTatnyeckui IP Ha Bawwem KkomnbioTepe 1 ncnonb3yite
cnegytowme Hactpomku TCP/IP:

IP-agpec: 192.168.1.x
Macka nogceTur: 255.255.255.0

4. Mepenpute Myck > Mporpammbi > ASUS Utility >Wireless Router
> Firmware Restoration.

5. Ykaxute painn n Haxxmute Upload.

MPUMEYAHUE: 370 He yTunMTa OOHOBNEHNA MPOLLMBKY U HE MOXET ObITb
ncnonb3osaHa npu pabouem poytepe. ObbIYHOE OOHOBNEHME NPOLLMBKM
MOXHO BbINONHUTL Yepe3 Be6-uHTepdeiic. [logpobHyto Hdopmavmio cmo-
TpuTe B rnase 4 HacTpoiika ONONHUTENbHbIX TapaMeTpoB.
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6 YcTpaHeHMe HemcnpaBHOCTEN

B aTOM pa3gene npeacTtaBneHbl UHCTPYKLUWN AN PELLEHNSA HEKOTO-
PbIX Hanbonee YacTo BCTpeyatoLwmxcs obLmx npobnem ¢ poyTepom.
Ecnw Bbl cTonkHynucb c npobnemamu, He yNoMsAHYTbIMI B 3TOV FaBe,
nocetute cant ASUS https://www.asus.com/support/ ana nonyyeHus
LOMNONHATENBHON MHPOPMALIY O NPOAYKTE UM 06paTUTECH B CITYKOY
Texnopgepxkn ASUS.

6.1 YcTpaHeHue OCHOBHbIX HeMCnpaBHOCTEN

Mpu BO3HNKHOBEHMM NPOGNIEM C POYTEPOM CHayana nonpobyiite
BbIMONIHUTb VHCTPYKLIM U3 3TOTO pa3jena.

OG6GHOBMTE NPOLINBKY [0 NOCNefHel Bepcun.

1. BoianTe B Beb-uHTEpdeiic. Mepengute B [lononHUTeNnbHble
HaCcTPOMKM > AAMUHUCTPMPOBaHME > BKlafka O6HOBNeHne
npowwuBku. Haxmunte MpoBepuTb AnA NPOBEpKU HanMumuA no-
cnepHen BepCrn NPOLLMBKM.

L Quickntemet Operation Mode: wireless router Fi : 3.0.0.4.386 43373 SSID: 000030
S

Operation Mode ~ System | Firmware Upgrade Restore/Save/Upload Setting  Feedback  Privacy
General

) Network Map Administration - Firmware Upgrade
% AiMesh

4 Guest Network
lly. The LED signals at the front of
@ A o load ASUS Device Discovery

) Adaptive gos 4. Getthe latest fiware version from the ASUS Support site: https:/iwww.

™
\A. Traffic Analyzer
o Auto Firmware Upgrade

e e Auto Firmware Upgrade
@ Wireless Firmware Version
Check Update
@]
AiMesh router
Curtent Version
ZenwiFi XD6
AiMesh Node
@ e Zenw 06 (FC2457250820)
me
2 ven

W Firewall

g Administration




4.

. Ecnun poctynHa HoBas npowwmska, nocetute cant ASUS https://

www.asus.com/Mesh-WiFi-System/ZenWiFi-XD6/HelpDesk/ n
CKaualTe ee.

. Ha ctpaHnue O6HoBNEHMEe NpowMBKN HaxMuTe Browse ana

HaxoXAeHNA NPOLUNBKN.
Haxmute 3arpy3|/|1'b anAa 06HOBNEHNS NPOLWNBKN.

MocnepoBaTenbHOCTb nepesanycka cetiu:

N o A wDN =

Bbikniouute mogem.

OTkntounTe MoJEM.

BbiknioumTte poyTep 1 KOMNbOTEPbI.
lMoaknoumTe Mogem.

Bkniounte mogem 1 nogoxanTe 2 MAHYTbI.
BkntoumTte poytep 1 nogoxaure 2 MUHYTbI.
Bkntounte KomnbloTepbl.

Y6eputecb B npaBunbHOCTY noakntoueHns Ethernet-kabens.

Mpwv npaBunbHOM nogkoueHun Ethernet-kabensa k mogemy nH-
puikatop WAN 6yget ropeTb.

Mpw npaBunbHOM nogkntoueHnm Ethernet-kabens K BKNto4eHHOMY
KomnbtoTepy nHavKaTtop LAN 6yget ropetb.

Y6eautecb, 4TO HACTPOIKMU 6ecnpoBOAHOI CeTU KOMMNbIoTepa
COBMafaloT C poyTepom.

Mpw NOAKMIOUEHN KOMMbOTEPA K poyTepy yoeauTecs B npaBuib-
HocTw SSID (Mma 6ecnpoBoAHON ceTu), LUMGPOBAHMA 1 MAPONS.

Y6eputecb B MNpPaBMJIbHOCTN CeTeBbIX HACTPOEK.

Kax bl ceTeBOM KNIMEHT JOSKEeH UMEeTb AieACTBUTENbHBIN IP-agpec.
[nqa Ha3HaveHnA IP-agpecoB KOMMbloTepam Ballel CETU PEKOMEH-
pyet ucnonb3osatb DHCP-cepsep poyTepa.
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+ HekoTtopble npoBaiiaepbl TpebytoT ncnonb3osatb MAC-agpec Kom-
nbloTepa, NCNonb3yemoro npu nepsom nogxntoveHmn. MAC-agpec
MOXXHO NMOCMOTPETb B BeG-MHTepdelice, HaBeaa Kypcop MblLUK Ha
yCTpocTBO B none CocToAaHMe KnneHTa Ha cTpaHuLe Kapta cetn
> KnuneHtbl.

© Version: 3.0.0.4.38_30507
. QuickInternet
X Setup
e Client status
Internet status:
Connected Online  Wired (1)
WAN IP: 192.168.123.25
DDNS: Sign up

¥ Network Map

[g) Aiprotection
security level:

B aos WPA2-Personal @

Advanced Settings

[S) wireless

] 1an
AN @
9% Alexa & IFTTT

@ v

) vew
s, Firewall

X3 Administration AiMesh Node:




6.2 Yacto 3agaBaemble Bonpocbl (FAQ)

HeBo3moXHO BoliTu B Be6-uHTepdelic poytepa yepes
6paysep

+ Ecnu Baw KomnbioTep NOAKMOYEH, NPOBEPbTE COEAUHEHME
Ethernet-kabens 1 cocToaHne UHAMKATOPa, Kak ONMUCaHO B Mpe-

Abloylem pasgene.

« Ybegutecb, u4To Bbl CMOSNb3yeTe NPABUIbHbIE IOTUH 1 MApPOib.
Mo ymonuaHmto norvH 1 naponb: “admin/admin”. Yéegutecn, uto
pexum Caps Lock oTKmioueH nput 1o —_—
BBO/IE JaHHbIX. =) T e e i T

Home page

«  Ypanute KyKn-dansibl BOPAY3€PE.. | g oo rnepse oo, sor comnsspesansonn e

-
B 6pay3epe Internet Explorer Bbi-

NONHUTE CieayioLye AeNCTBIAS:

Use current Use default Use new tab

Startup

1. 3anycTute Internet Explorer, |  osst s ronsemtoms
(® Start with home page

3aTem Haxmute CepBmuc > | ..
CBOI"'ICTBa 0603peBaTenﬂ. Change how webpages are displayed in tabs.

Browsing history

2. HaBknagke OOLUME BOONACTY | Rk o e cooiesovsimomodssnducs
MpocmoTp NcTopum HaXXMUTe | oo e
Ypanutb..., BoibepuTe Bpe-|
MeHHble ¢aiinbl MHTepHeTa N S .
n ®annbl cookie n gaHHble
caiTa 1 HaxmuTe Yganutb.

MPUMEYAHNA:

Tabs

Delete... Settings

Cancel

«  KomaHgbl ans ynaneHua Kyku- ¢paiifioB MOryT Bapb/pOBaTbCA B 3aBU-
CMMOCTU OT 6pay3epa.

«  OTKnouMTE NCMONb30BaHNE NMPOKCU-CepBEPa, MOAKIIOYEHMe Yaa-
NeHHOro JOCTYNa, a TakKe HacTpoinTe TCP/IP ana aBTOoMaTyeckoro
nonyyenus IP-agpeca. MogpobHyto nHPopmaLmio CMOTpUTe B NepBOI
rnaBe 3TOro pyKoBOACTBa.

«  Y6epuTech, uto ncnonb3ytotca Ethernet kabenu CAT5e nnn CAT6.
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KnmneHT He MOXeT ycTaHOBUTb 6ecnpoBoAHOE coeinHeHNne
C poyTepom.

MPUMEYAHME:Npu BO3HUKHOBEHMM NPOGIEM C NOLKIIOUEHNEM K CETU 5
[Tu ybenumTech, YTo BalLe 6eCnpOBOAHOE YCTPOWCTBO NOAAEPKMBAET YaCTOTY
5 ITy unwn ABnAeTCA ABYXANaNa3oHHbIM.

« BHe 30HbI NOKPbITUA:
« TomecTnTe poyTep 6nnKe K 6eCIPOBOAHOMY KIUEHTY.

« [Monpobyiite HaCTPOWTb aHTEHHbI POyTepa Kak ONCaHO B
pasgene 1.4 PasmelyeHve poytepa.

+ DHCP-cepBep oTKNI04EH:

1. Boipgute B Be6-HTEpdeiic. [Nepeiigute B O6wme > Kaprta cetn
> KnneHTbl 1 Hangute yCTpONCTBO, KOTOPOE HYXKHO MOAKSI0-
UnTb K poyTepy.

2. EcnvHe ypanocb HalTn yCTPOCTBO Ha KapTe ceTu, nepengute
B JlononHutenbHble HacTponku > LAN > Bknagka DHCP-cep-
Bep, pa3aen OCHOBHbIe HAaCTPOUKM 1 B nose BknrounTb
DHCP-cepBep BbibepuTe [a.

Operation Mode: Wireless router Firmware Version: 3.0.0.4.386 43373 SSID: 000030

LANIP | DHCPServer Route IPTV  Switch Control

LAN - DHCP Server

DHCP ssed on IP networks. The DHCP server
each clientan IP a fault gateway IP. ZenWiFi XD6
up 10 253 IP addresses f

& Guest Network Manually assigned Ip around the pHcP 1ist FAQ

(g) Awrotection Basic Config

Enable the DHCP Server OvYes ®No
(P) Adaptive Qos
ZenWiF XDX

s | s s
Advanced Settings 1P Pool Ending Address 152.168.50.254

Lease tme 86400

Defautt Gateway

DNS and WINS Server Setting

DNS Server

WINS Server

 Manual Assignment
Enable Manual Assignment ®ves Ono

" Manualty Assigned IP around the DHCP list (Max Limit : 64)

Add/
Delote

®

Client Name (MAC Address) 1P Address DNS Server (Optional)
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+  SSID ckpbIT. Ecnn yctpoincteo moxeT HanTu SSID gpyroro poyTepa,

HO He moxeT HanTi SSID Bawwero poyTepa, nepengute 8 flonon-
HUTeNbHble HacTpoliKK > becnpoBogHas cBA3b > BKaaka 06-
Wwue, 3aTem B none ckpbITb SSID BbibepuTe Het, a B none KaHan
ynpasneHus BbibepyTe ABTO.

Operation Mode: wireless router Firmy on: 3.0.0.4.386 43373 SSID: 000030

eneral WPS WDS  Wireless MAC Filter  RADIUS Setting  Professional  Roaming Block List

Wireless - General

Set up the wireless related information below.

OoN Rule

Dual-Band Smart Connect (2.4 Giz and 5 GHz) v
000030

(P) Adaptive Qos ey

LA raffic Analyzer ode Auto v
Enable
Disable v
Disable v
WPA2-Personal
AES v

WPA Pre-Shared Key. a5us0000

Mpw ncnonb3oBaHUM 6ecnpPoBOgHOrO afanTepa ybeamTech, YTo
NCnonb3yemblii 6eCNPOBOAHON KaHan JOCTYNEH B BalleN CTpaHe
UK permoxe. ECnu Het, HacTpoliTe KaHan, Nonocy NPOMycKaHa n
6ecnpoBOAHON peXxum.

Ecnu Bbl Bce elle He MOXeTe NOAKNIUUTLCA K poyTepy, cOpoch-
Te ero K 3aBOACKMM HacTpomnKkam no ymonuyaHwuio. Bongute B
Beb-uHTEepdelc, neperigute B ABMUHUCTPUPOBaHME > BKNaaKa
BoccraHoBuTb, CoxpaHnTb, 3arpy3uTb HaCTPOWMKM 11 HAXXMUTE
BocctaHOBUTD.

Sy: o ve .
General

) network map Administration - Restore/Save/Upload Setting

B AiMesh ‘This function allows you to save current settings of ZenWIFi AX Mini to a file, or load settings from a file.

& Guest Network Factory defaut

) os

Advanced Settings

(B wieiss

@] tan

£ wan

B Alexa & 1FITE
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WHTepHeT HepgoCTYNEH.

+ Ybeputecnb, uTo poyTep MOXET MOAKIUMTLCA K Balwemy npoBsaii-
pepy. Ana atoro 3anyctute Beb-uHTepdenc n neperigute 8 06wme
> Kapra cetun 1 nposepbTe CoctosiHne NHTepHerT.

+ Ecnu poyTep He moXeT nofgKnounTbCA K Bawemy nposangepy,
nonpobyiite NepenoaKNoUMTL CETb Kak onncaHo B pasaene Mo-
CnepoBaTe/IbHOCTb Nepesanycka ceTu.

Internet status:
Connected

WAN IP: 192.168.0.146
DDNS: GO

+ YcTpoiicTBO 6bINO 3a670KMPOBAHO C MOMOLLbIO GYHKLMN POAN-
TeNnbCKoro KoHTpons. MNepenante B O6wume > AiProtection > Po-
AUTENbCKNINA KOHTPONb 1 MPOBEPbTE, HAXOAWTCA N YCTPOWCTBO
B cnMcke. Ecnm ycTpoiicTBo B cnincke, yganute ero, Haxas Delete
N HAaCTPOWTE NapaMeTpPbl BPEMEHN.

{5 Quick nternet
K setup

General
&) wetwork wap
P8 AiMesh

&3y Guest Network

(g) Aiprotection

() Adaptive aos

AR Traffic Analyzer
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AiProtection

AiProtection with Trend Micro provides real-time network monitoring to detect malware, viruses, and intrusions before
they can reach your PC or device. Parental Controls let you schedule times that a connected device is able 10 access
the Intenet. You can also resrict unwanted websites and apps.




« EcnmBce ewe Het A0CTYyMa K UHTEPHETY, nonpo6y|7|Te nepesarpy-

3UTb KOMMbIOTEP 1 NPOBEPUTb IP-aapec 1 agpec whtosa.

lpoBepbTe NHAMKATOPbI COCTOAHMA Ha ADSL mogeme v 6ecnpo-
BogHOM poyTepe. Ecnn nHgmkatop WAN Ha poyTepe He ropwur,
ybenmTech, uto Bce Kabenu NpaBuibHO MOAKIOYEHDI.

Bbl 3a6binu SSID (Mma ceTn) unm ceTeBoi Naponb

YctaHoBUTE HOBBI SSID 1 Kntoy WirdpoBaHKs Yepes NPOBOAHOE
coepunHeHme (Ethernet-kabenb). Bongute B Beb-uHTEpdeiic, nepe-
npnTe B KapTa ceTu, HaXKMWTE KOHKY poyTepa 1 BBEAWTE HOBbIV
SSID u kntou wndpoBaHus, 3aTeM HaxmuTe MpuUMeHNTD.

BbinonHumTe cbpocC poyTepa K HaCTPOIKam No ymonuaHuio. Bongure
B BeO-uHTEpdelic, nepenante B AGMUHNCTPUPOBaHNE > BKNlaJKa
BoccraHoBuTb, CoxpaHnTb, 3arpy3uTb HaCTPOWMKM 11 HAXXMUTE
BocctaHoBUTb. JIorvH 1 naponb no ymonyaxuto “admin’.

Kak copocutb cuictemy K HaCTpoiiKam no ymonyaHuio?

MNepenante B ABMUHNCTPUpPOBaHWe > BKNaaka BocctaHoBUTD,
CoxpaHuTb, 3arpy3mnTb HaCTPONKIU 1 HaXXM1Te BocctaHOBUTD.

MapameTpbl CUCTEMDBI O YMONYaHWIO:

BknioueH DHCP: [1a (ecnn WAN Kabenb noaksoyeH)
IP-apgpec: 192.168.50.1

Nma pomena:  (nycro)

Macka nogceTtmn: 255.255.255.0

DNS cepBep 1:  routerasus.com

DNS cepBep 2:  (nycT0)

SSID: ASUS_XX

OwnbKa 06HOBEHNA NPOLLVBKM.

MNepekntounTte poyTep B PeXMM BOCCTAHOBNIEHUA 11 3anyCTUTe YTUAUTY
Firmware Restoration. ilHdpopmaLmio No Ncnonb3oBaHUIO YTUAUTSI
Firmware Restoration cmoTpute B pasgene 5.2 BocctaHoBneHue
NpOLINBKN.
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4. Haxxmunte OK Korga 3aKkoH-

HeB0O3MOXXHO NOAKNIOUNTLCA

K Be6-uHTepdency

Mepen KOHGUrypaLmeln poyTepa BbINMOMHNTE UHCTPYKUMW JaHHOMO
pa3sfena ana KoHGUrypaumm KoMnbroTepa 1 CETEBbIX KITMEHTOB.

A. OTKnOYNTE NPOKCU-CePBEp, eCNii OH BKITIOYEH.

Windows
1. Haxmure Myck > Internet

Explorer ans 3anycka 6paysepa.

2. BbibepuTe CepBuc > CBOMCTBa
o603peBaTens > BKNajKa
MoaknioueHnsa > Hacrpoiika
NnoKanbHoOM ceTu.

3. Ha aKkpaHe HacTpoikn

Local Area Network (LAN) Settings

R ——
[ | General | seaurity | privacy | Confent | Connections| | programs | Advanced |

I

Gg To setup an Internet connection, dick
Setup,

Dial-up and Virtual Private Network settings —

3 Access RD Metwork Resources - Go to vpn.as| dd

Add VPN...

< m | G Remove...

Choose Settings if you need to configure a proxy
server for a connection.

il

@ Never dial a connection
1) Dial whenever a network connection is not present.
(©) Always dial my default connection

Set default

Local Area Netwark (LAN) settings —]
LAN Settings do not apply to dial-up connectior Lansettings ||
Choose Settings above for dial-up settings.

[ o ]

Cancel Apply

NOKaNbHOMN CeTUN OTKOUMN-
Te NCNOSb30BaHMeE MPOK-
Cu-cepBepa ANA NOKanbHOM
cetn.

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

D Use automatic configuration script

Address

Proxy server

yunTe. | |

Il Use a proxy server for your LAN {These settings will not apply to
dial-up or VPN connections).

Address Part: |80 Advanced

Bypass proxy server for local addresses

Cancel




‘@00 Network =7

MAC 05 Ry B

_I. B 6pay3epe Safari Show All Displays Sound  Network Startup Disk
Haxmue Safari > e G
Preferences > .Advanced - [ TCP/IP | PPPoE | AppleTalk | Proxies = Etheret |
> Change Settings... o
(¥ FTP Proxy ]
2. Ha skpaHe ceTb cCHUMmnTE A T ﬂ e

100

SOCKS Proxy

dnaxxu FTP Proxy un
Web Proxy (HTTP). o ——

3. Korpa 3akoHuKTE, Ha-
XMUTE anlIMGHIIITb, (¥ Use Passive FTP Mode (PASV) ®

{] —
U Click the lock to prevent further changes. (Assistme... )| (Apply Now

MPUMEYAHWE:[1na nonyyeHnsa nogpobHomn nHPopmaLmv Mo OTKIKOYEHNIO
CNonb30BaHMA NPOKCK-cepBepa, 0bpaTnTech K crpaBKe bpay3epa.

B. Hacrpoiire TCP/IP pna aBTomaTuyeckoro nony4yenus IP-
appeca.

Windows

1. Haxmute Myck > Manenb ynpasnexus > LleHTp ynpaBneHuns
CeTAMM 1 O6LMM JOCTYNMOM, 3aTEM HAXKMUTE CETEBOE MOAKIIO-
YeHwe 19 OTOOPaKEeHSA ero COCTOAHMA.

:‘: Metwoerk and Sharing Center

€« « 4 i, ControlPanel > All Control Panel ltems > Netwark and Sharing Center
View your basic network information and set up connections
Centrol Panel Home

View your active networks
Change adapter settings
Change advanced sharing corpnet.asus Access type: Internet

settings Domain network Connections] [ Ethemet

Change your networking settings
ik Set up 2 new connection or network

Set up a broadband, dial-up, or VPN cennection; or set up a router or access peint.

!-_‘:_] Troubleshoot problems

Diagnose and repair network problemes, or get troubleshooting information.
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2. Haxmunte CBoOWCTBA AN1A

OTKPbITWA OKHA CBOWCTB
Ethernet.

. BbibepuTe MpoTokon NHTep-

HeTa Bepcun 4(TCP/IPv4)
nnv Npotokon UHTepHeTa
Bepcum 6(TCP/IPv6), 3aTem
Haxxmute CBOMCTBA.

. Boibepute Monyuntb IP-agpec

aBTOMaTU4ecKu A1 aBToma-
Tnyeckoro nonyyeHus IP-agpe-
ca.

Bbibepute MonyunTb IP-apgpec
aBTOMaTU4eCKU /11 aBTOMa-
TYeCKoro nonyyeHus IP-agpe-
ca.

. Haxxmute OK korpa 3akoHuuTe.

0 Ethernet Status
General

Cannection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Curation:
Speed:

Details...

Activity

Sent

Bytes: 71,424,696

L=

le

Internet

No network access
Enabled

03:28:31

1.0 Gbps

Received

70,727,241

Diagnose

& Ethernet Properties

Networking ~ Authentication

Connect using

I3 Intel(R) Ethemet Connection (2) 1219V

This connection uses the following items:

g
m}

Intemet Protocol Version 4 (TCP/1Pv4)

i ™ &
. Microsoft LLDP Protocol Driver

<

IE Intemet Protocol Version & (TCP/1PvE} !
. Link-Layer Topology Discovery Responder

.. Link-Layer Topology Discovery Mapper /O Driver ¥

>

Install... Uni

Description

install

Properties

Transmission Control Protocol/Intemet Protocol. The defautt

wide area network protocol that provides communication
across diverse interconnected networks

Internet Protocel Version 4 (TCP/IPv4) Properties

General  Afternate Configuration

You can get IP settings assignad automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

| (@) Obtain an IP address automatically |

() Use the fallowing IP address:

== ]
(I
1

(@ Obtain DNS server address automatically

(D) Use the following DNS server addresses:

validate settings upon exit

]
L. ]

Advanced...

o




MAC OS

1.

Haxmute nkoHky Apple
&, pacnonoxeHHyio B
NIEBOM BepXHeM yriy
3KpaHa.

HaxmuTe System
Preferences > Network >
Configure...

Ha Bknagke TCP/IP B
BbIMaJAloLLEM CMIUCKE
Configure IPv4 Bbi6epu-
Te Using DHCP.

Koraa 3akoHuuTe, HaXkMn-
Te MpumeHuUTD.

000

Network (=)

« A S =@

Show All : Displays Sound | Network Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

- TCP/IP | PPPOE | AppleTalk | Proxies Ethernet

I Configure IPv4: | Using DHCP -

(Renew DHCP Lease )

DHCP Client ID:
(1f required)

IP Address: 192.168.182.103

Subnet Mask: 255.255.255.0

Router: 192.168.182.250

DNS Servers:  192.168.128.10 (Optional)

Search Domains: (Optional)
IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

Configure IPv6. @

4 P r—
¥l Click the lock to prevent further changes. Assist me. Apply Now

MPUMEYAHUE:NogpobHyto nHdOpMaLmio MO KOHGUIypaLmMmn HacTpoeK
TCP/IP cmoTpuTe B CnpaBke K Balueil onepaunoHHoO cucteme.

C.

OTknounTe NoaKioyeHne YAaJ/IeHHOro AocCTyna, ecjsii OHO

BKJ1I0YEHO.

Windows

1.

HaxmuTe MyckK > Internet
Explorer ans 3anycka 6pay3epa.

Bbibepute CepBuc > CBolcTBa
o6o3peBarena > Bknagka Mopa-

KNoYeHnA.

YcTaHoBuTe praxok Hukorpa He
MCNonb30BaTb KOMMYTHUpYe-

Mble nogKnyYeHnA.

Haxxmute OK Korna 3akoHuuTe.

/Internet Opti

= ety [ Prvacy | contnk,| Commectons |e{ogtams | advaneed] |
e

d@ To setup an Internet connection, ciick
s

Dial-up and Virtual Private Network settings —
&3 Access RD Netriork Resources -Go toven.as| | add.
Add VPN... ‘
Remove. ..
Choose Settings if you need to configure a proxy Settings

server for 2 connection.

@) Never dial a connection
T Bial whenever a network connection is not present

7 Always dial my default connection

C — ] v

Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections LAN settings

Choose Settings above for dial-up settings.

L= ]

Cancel Apply

MPUMEYAHUE:1na nonyyeHus nogpobHoN MHGOPMaLmM No OTKoYe-
HUIO YAaNeHHOTo JOCTYra, 00paTHTeCh K cripaBke 6pay3epa.
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MpunoxeHne

YBegomneHus

JlaHHOE YCTPONCTBO NpefCTaBAeT cobO IHePronoTpednAoLmi
npopykT (ErP) ¢ Bbicokon poctynHocTblo K cetnt (HINA). Ero notpe-
bnaemasn MOLHOCTb OyAeT MeHbLue 12 BT, Korga cctema HaxoauTcs
B PEXMME OXMAAHVA CETU (PEXNM OXMAAHNA),.

YTunusaums n nepepaborka

KomnaHusa ASUS 6epeT Ha ceba obA3aTenbctBa no yTunmnsaumm
CTaporo 06opyfoBaHUA, UCXOAA U3 MPUHLMMOB BCECTOPOHHEN 3a-
LWMTbl OKPY»KaLOLLEN cpefbl. YCTPOMCTBO W €ro aHTEHHA He AOMKHbI
pacrnonaraTbCs PAgOM C ApYrMMY aHTEHHAMU 1 NepefaTumKkamu. [ns
nonyyeHus noapobHoi nHopmaLmm 06 yTnmsaumm u nepepaboT-
Ke B Pa3NINYHbIX permoHax nocetute http://csrasus.com/english/
Takeback.htm.

REACH

CornacHo pernameHTy EC REACH (Registration, Evaluation,
Authorization, and Restriction of Chemicals - Peructpauus, Ouen-
Ka, Pa3peweHuna n OrpaHNYeHna Ha MCNoMb30BaHNe XUMNYECKMX
BewwecTs), Ha canTe ASUS REACH pa3smeLlleH CMCOK XUMUYECKINX
BeLlecTB copepxalmxca B npopyktax ASUS: http://csrasus.com/
english/index.aspx

YpocroBepeHue QepepanbHoii Komuccum no ceasm CLUA

HanHoe ycTporctso cootsetcTayeT YacTu 15 Mpasun FCC. O6patntech
K KBaMOULMPOBAHHOMY TEXHIKY UM NPOJABLY

« [laHHOe YCTPOWCTBO He JO/MKHO CO3[jaBaTb MOMEX.
+ Hapaborty ycTpoiicTBa MOryT OKa3blBaTb BAUAHME BHELLHIE NOMe-

XV, BK/IOYas Te, KOTOPbIE MOTYT BbI3BaTb HEXe/aTeSbHble PEXUMbI
ero paborbl.



[laHHOe 060pynoBaHe ObIN0 NPOTECTUPOBAHO M COYTEHO COOTBET-
CTBYHOLUMM OTPaHUYEHMAM NO LPPOBbLIM YCTPONCTBaM Knacca B, B
COOTBETCTBUM C YacTbto 15 npasun FCC. 3Tv orpaHnyeHma paccumnTaHbl
Ha obecneyeHvie 3alWKUTbl B Pa3yMHbIX Npefenax oT BPeAOHOCHbIX
BO3JeNCTBUI NPU YCTaHOBKE B MIOM NMOMELLEHUN.

[laHHOe 0b0opyaOBaHME TEHEPUPYET 1 U3YYAET PaaNOUYACTOTHYIO
SHEpruto, KOTOPAs MOXET CO3[aBaTb MOMEXMU B PALVOCBA3N, NN
YCTPOICTBO YCTaHOBJIEHO WA CMONb3YETCA He B COOTBETCTBUN C
VHCTPYKLMAMU NPON3BOAMUTENS. TeM He MeHee, HEBO3MOXHO rapaH-
TPOBATH OTCYTCTBIE NMOMEX B KaXAOM KOHKPETHOM Clyyae. B criyyae,
ecnv LlaHHoe 060pyAoBaHIE AeNCTBUTENBHO Bbi3bIBAET MOMEXM B
PaAMO N TENEBN3NOHHOM NMPYEME, YTO MOXKHO MPOBEPUTD, BK/HOUMB
V1 BbIKNIOUVB JaHHOE 060PY[0BaHIE, NONb30BATENIO PEKOMEHAYETCS
MOMbITaTbCA YAANNTb MOMEXU CeAYIOLLMMIA CPeCTBAMIA:

. ﬂepeoleeHTleOBaTb mnnnepemMecTuTb NPUHUMAOLLY0 aHTEHHY.
« YBenuuutb PacCcToAHnE MeXay AaHHbIM l'IpI/I60pOM N NPUEMHNKOM.

+ MopkniounTb faHHOE 060PYLOBaHNE K PO3ETKE JPYroi SNeKTPO-
Lienu, HeXenu Ta, K KOTOPOW NOAKMIOYEH NMPUEMHNK.

«  [POKOHCYNBTMPOBATLCA C NPOLABLIOM MM KBATMGULIMPOBAHHbBIM
pagno-/TB-TexHVKOM.

BAMHO! [1na ymeHbLUEHNA BO3MOXHbIX MOMEX, 3TO YCTPOMCTBO, paboTa-
folee Ha yactote 5.15 ~ 5.25 ['Tu, JOMKHO 1CMOIb30BaTbCA TOMbKO BHYTPU
roMeLLeHNI.

BHUMAHMUE: /3meHeHuA nnv 4ONOAHEHNA K LaHHOMY NYHKTY, He Cornaco-
BaHHble HernocpeACTBEHHO CO CTOPOHOM, OTBETCTBEHHOW 3a COOTBETCTBME
npasunam, MOryT cAenatb HefleCTBIUTENbHbIM NPaBO MNOMb30BaTeNs Ha
MoNb30BaHVe JaHHbIM 060pyAOBaHMEM.

PasmeuwieHne

YCTPOIACTBO 11 €ro aHTEHHa He JO/MKHbI PAcronaraTbCa PALOM C Apy-
MMM aHTEHHAMV 11 NepeaaTUMKaM,
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BAMHOE 3AMEYAHMUE:

Tpe6oBaHUA K BO3AENCTBNIO Paamno4acToTbl 310 060pya0BaHMe
COBMECTVMO C orpaHuyeHuami FCC no pagromsnyyeHuto, yCTaHoB-
NEHHbIMU 4118 HEKOHTPONMPYEMOTO OKpYXeHUs. KoHeuHble nonb-
30BaTeNy JOMKHBI CllefoBaTh MHCTPYKLMAM MO SKCNyaTauun ans
YMeHbLUEHNA BO3AEMCTBIA PaAMOYacToThl. [AnA yAOBNeTBOPEHUs
TpebosaHnAM FCC noxanyiicTa cnepyiite MHCTPYKLMAM, OMMCAHHBIM
B 3TOM PYKOBOZACTBE. 3T0 060pyf0BaHIe JOKHO ObiTb YCTAHOBNIEHO
1 paboTaTb Ha PaccToAHUM He MeHee 15 cm oT Baluero Tena.



Mepbli npeA0CTOPOXKHOCTU NPV UCMONb30BaHUN YCTPOIICTBA

a.

By,que OCTOPOXHbI NP NCNob3oBaHWUX AaHHOIO yCTpOIhCTBa B
aspornopTax, 6oanmuax, 3anpaBOYHbIX CTaHUMAX U Faparkax.

Momexun ona MeguLUUHCKUX YCTPOUCTB: NOAAEePXKMBaNTe MUHN-
MasnbHOe pPaccToAHue (He MeHee 15 cm) MeXay MMMNaHTUPOBAH-
HbIMW MeLULMHCKUMK YCTpornCcTBaMmM 1 npogyktamu ASUS ana
CHUXEHWA PUCKA BO3HNKHOBEHWA NMOMEX.

Vcnonb3yite npoayKkt ASUS B ycnoBumax xopoluero npvema s
YMeHbLLEHWA YPOBHA N3NyYeHUs.

YcTaHoBUTE yCTp017|CTBO nofanblue ot 6ep6MeHHbIX MKEHLLNH "
HVPKHEN YaCTy XKIBOTa noapoCTKOB.

YcnoBusa skcnnyaTtaumn:

Temnepartypa skcnnyatauum ycrpoictsa: 0-40 °C. He ucnonbayite
YCTPOWICTBO B YCNIOBUAX IKCTPEMASIbHO BbICOKNX MV HU3KUX TeM-

neparyp.
He pa3melLaiiTe yCTPONCTBO BOMM3M MCTOYHMKOB TEMNA, Hanpu-

Mep, PAAOM C MIKPOBOJIHOBOW NeyYblo, yXOBbIM LKAapoM vnn
paavaTopPOM.

/icnonb3oBaHne HECOBMECTUMOTO U HECEPTUGULIMPOBAHHOTO
ajanTtepa NUTaHWA MOXET NMPUBECTU K BO3rOPaHUio, B3pbIBY 1
MPOYMM OMACHBIM NOCNEACTBUAM.

Mpu NOAKMIOYEHNN K CETN INEKTPONMUTaHNA YCTPONCTBO cefyeT
pacnonaratb 67IM3KO K PO3eTKe, K Hell OMKEH OCYLLeCTBAATLCA
becnpenATCTBEHHbIN JOCTYM.

YTUNM3aLmsa ycTponcTBa OCyLeCTBIAETCA B COOTBETCTBIN C MECT-
HbIMM 3aKOHAMU 1 MONIOKEHUAMM. YCTPOICTBO MO OKOHYaHMM
CPOKa CNy>Obl AOMKHBI ObITb NepefaHbl B CEPTUPULIMPOBAHHDIN
NYHKT cbopa Ans BTOPUYHON NepepaboTKM Unu NpaBubHONM
yTUAM3aLMN.

[laHHOE YCTPOICTBO He MpefHa3HauYeHo Ans aeTeid. et moryT
Mosb30BaTbCA YCTPOVWCTBOM TOSIbKO B MPUCYTCTBUM B3POCTIbIX.

He BbibpacbiBaliTe YCTPOMCTBO 1 €r0 KOMMEKTYIOLME BMECTE C
00blYHbIMM ObITOBLIMI OTXOHAMM.
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Mponssogu- ASUSTeK Computer Inc.
Teéne Tenedok: +886-2-2894-3447

Appec: 1F, No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan
Oduuymanpb- ASUS Computer GmbH
HbIN NpeA- Anpec: HARKORT STR. 21-23, 40880 RATINGEN, GERMANY
CcTaBuTeNb B
EBpone
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GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of this
license. All future firmware updates will also be accompanied with
their respective source code. MoapobHyto NHGOPMALMIO CMOTPUTE
Ha Hawem canTe. Note that we do not offer direct support for the
distribution.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

Preambule

The licenses for most software are designed to take away your freedom
to share and change it. By contrast, the GNU General Public License
is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This General
Public License applies to most of the Free Software Foundation’s
software and to any other program whose authors commit to using
it. (Some other Free Software Foundation software is covered by the
GNU Library General Public License instead.) You can apply it to your
programs, too.

When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have
the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you



want it, that you can change the software or use pieces of it in new
free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

Forexample, if you distribute copies of such a program, whether gratis
or for a fee, you must give the recipients all the rights that you have.
You must make sure that they, too, receive or can get the source code.
And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on,
we want its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the
original authors' reputations.

Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of a free program
willindividually obtain patent licenses, in effect making the program
proprietary.To prevent this, we have made it clear that any patent must
be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which contains a
notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The“Program’, below,
refers to any such program or work, and a “work based on the
Program” means either the Program or any derivative work under
copyright law: that is to say, a work containing the Program or a
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portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without
limitation in the term “modification”) Each licensee is addressed as
“you".

Activities other than copying, distribution and modification are
not covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the
Program).Whether that is true depends on what the Program does.

. You may copy and distribute verbatim copies of the Program’s

source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence
of any warranty; and give any other recipients of the Program a
copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for
a fee.

. You may modify your copy or copies of the Program or any portion

of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section
1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole orin part contains oris derived from the Program or any part
thereof, to be licensed as a whole at no charge to all third parties
under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a
warranty) and that users may redistribute

the program under these conditions, and telling the user how



to view a copy of this License. (Exception: if the Program itself is
interactive but does not normally print such an announcement,
your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works
inthemselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when
you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend
to the entire whole, and thus to each and every part regardless of
who wrote it.

Thus, itis not the intent of this section to claim rights or contest your
rights to work written entirely by you; rather, the intent is to exercise
the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the
Program with the Program (or with a work based on the Program)
on a volume of a storage or distribution medium does not bring
the other work under the scope of this License.

. You may copy and distribute the Program (or a work based on
it, under Section 2) in object code or executable form under the
terms of Sections 1 and 2 above provided that you also do one of
the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years,
to give any third party, for a charge no more than your cost of
physically performing source distribution, a complete machine-
readable copy of the corresponding source code, to be distributed
under the terms of Sections 1and 2 above on a medium customarily
used for software interchange; or,

¢) Accompany it with the information you received as to the offer to
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distribute corresponding source code. (This alternative is allowed
only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in
accord with Subsection b above.)

The source code for a work means the preferred form of the work
for making modifications to it. For an executable work, complete
source code means all the source code for all modules it contains,
plus any associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However, as
a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of
the operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

. You may not copy, modify, sublicense, or distribute the Program

except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program
is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from
you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

. You are not required to accept this License, since you have not

signed it. However, nothing else grants you permission to modify
or distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License.

Therefore, by modifying or distributing the Program (or any work
based on the Program), you indicate your acceptance of this License
to do so, and all its terms and conditions for copying, distributing
or modifying the Program or works based on it.

. Each time you redistribute the Program (or any work based on the

Program), the recipient automatically receives a license from the



original licensor to copy, distribute or modify the Program subject
to these terms and conditions. You may not impose any further
restrictions on the recipients’exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties
to this License.

. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do
not excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence
you may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program
by all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License would
be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the sectionis intended
to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed
to be a consequence of the rest of this License.

. Ifthe distribution and/or use of the Program is restricted in certain
countries either by patents or by copyrighted interfaces, the original
copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in oramong
countries not thus excluded. In such case, this License incorporates
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the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such new
versions will be similarin spirit to the present version, but may differ
in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which applies
to it and “any later version’, you have the option of following the
terms and conditions either of that version or of any later version
published by the Free Software Foundation. If the Program does
not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the
author to ask for permission.

For software which is copyrighted by the Free Software Foundation,
write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software
and of promoting the sharing and reuse of software generally.



NO WARRANTY

11 BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS
NOWARRANTY FORTHE PROGRAM, TOTHE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING
THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD
THE PROGRAM PROVE DEFECTIVE, YOU ASSUMETHE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN
IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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EU Declaration of Conformity Ve, oo im Fere

We, the undersigned,

Manufacturer: ASUSTeK COMPUTER INC.
Address: 1F,, No. 15, Lide Rd., Beitou Dist., Taipei City 112, Taiwan
Authorized representative in Europe: ASUS COMPUTER GmbH
Address, City: HARKORT STR. 21-23, 40880 RATINGEN
Country: GERMANY
declare the following apparatus:
Product name: AX5400 Dual Band WiFi Router
Model name: XD6

Additional information: ANNEX I
The object of the declaration described above is in conformity with the relevant Union harmonisation legislation:
Radio Equipment Directive - 2014/53/EU
Article 3.1(a)
EN 50385:2017 , EN 50665:2017 , EN 62311:2008, EN 62368-1:2014/A11:2017
Article 3.1(b)
Draft EN 301 489-1 V2.2.0, Draft EN 301 489-17 V3.2.0, EN 55024:2010/A1:2015, EN 55032:2015/AC:2016,
EN 55035:2017 , EN 61000-3-2:2014, EN 61000-3-3:2013
Article 3.2
EN 300328V2.2.2,EN301893V2.1.1

Radio Equipment Class
Class 2

design Directive - 2009/125/EC
(EU) 2019/1782 ,1275/2008/EC, EU 801/2013

RoHS Directive - 2011/65/EU
2015/863/EU, EN 50581:2012

Signature:
N
S.y. Shian, CEO
Place of issue: Taipei, Taiwan
Date of issue: 12/04/2021
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MNMoceTnTe Haww canT https://www.asus.com/support/.
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