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[aHHoe obopynoBaHME MPOLLNIO COOTBETCTBYIOLLME WUCMbITAHWUS, KOTOpble MOKasanu, YTO OHO
COOTBETCTBYET TpeboBaHMAM ANs1 LMGPOBbLIX YCTPOMCTB Knacca «B» B COOTBETCTBMM C HacTbio 15
npasun FCC. [aHHble TpeboBaHusA Obinn paspaboTaHbl, 4YTOObI 06ecneyYnTb OMTUMAInbHYO
3alUMTy OT HebnaronpusTHbIX SBNEHUA WHTepdEpPeHUUM Npu 3JKchnyaTaumMm B AOMalUHUX
ycnoeusix. ObopyaoBaHMe reHepupyeT, UCMOMb3yeT W U3nyyYaeT pPaauMOBOSHbLI, KOTOpbIE Mpu
HenpaBWibHOM YCTaHOBKE W 3KchfyaTauum MOryT Bbi3blBaTb HeONaronpusiTHble SIBIEeHUs
NHTepdepeHuun ans GecnpoBodHoOM nepedayn gaHHbiX. OOHaKO HET rapaHTuUM, YTO NOAOOHbIE
ABNeHUs1 nHTepdepeHUMM He BO3HMKHYT B OTAENbHbIX Cry4Yasix ycTaHOBKW. B cnyyae, ecnu
obopynoBaHNe TEeHEPUPYET MOMEXU, NPENATCTBYIOLIME HOPManbHOMY MPUEMY paguo- unu
TenecurHana (310 MOXXHO ONpPenennTb, BbIKITFOYMB M BKITHOUUB €r0), PEKOMEHAYETCA NpeanpuHATb
cnegylowne OencTeus:

e VI3MeHWTb NonoXeHne Unn nepeasuHyTb NPUHUMAIOLLYIO aHTEHHY.

e YBENnMYUTb paccTosiHMe Mexay 06opyaoBaHNEM U MPUEMHMKOM.

e [Moakntountb 06opyaoBaHUE M NPUEMHMK K pasHbiM PO3ETKaM.

L] OGpaTVITbCﬂ K annepy mnnn K onbITHOMY cneunanucty no pagmno- nnn TeneBn3amoHHOMY
06opyaoBaHuIo.

YCTpOWCTBO COOTBETCTBYET TpeGoBaHMsAM YacTu 15 npasun FCC. Skcnnyataumns nponsBogunTcs ¢
YYETOM CreayroLmX ABYX YCIOBUIA:

YCTPONCTBO HE JOMKHO Bbi3blBaTb HEGNAronpusTHbIX ABNEHUI MHTepdepeHumn.
YCTPONCTBO MOXET paboTaTh € MobbIM TUMOM MHTEPEPEHLINU, BKIOYAs MHTEPGEPEHLMIO,
KOTOpas MOXET BbI3BaTb HEXENaTeNbHbIN PEXMM SKCMnyaTauuu.

JlloGble nameHeHns, He ogobpeHHbIE SBHbIM 06pa3oM CTOPOHOW, OTBEYAKOLLEN 32 COOTBETCTBUE,
MOTyT MOBeYb 3a cOOOM OTMEHY NpaBa MoNb3oBaTeENs Ha 3KCMNnyaTtauuio 0b6opyaoBaHus.

MpumeyaHue: MpousBoaMTENb HE HECET OTBETCTBEHHOCTM 3@ MHTEPMEPEHUMIO pagvo- Wiu
TENEBW3VMOHHOTO CUrHana, BbI3BAHHOTO HECAHKLMOHUPOBAHHBIMU M3MEHEHUSIMU, BHECEHHBIMU B
obopynoBaHue. Takme M3MEHEHWs MOryT MoBrieYb 3a coboil OTMeHy npaBa nonb3oBaTensi Ha
aKcnnyaTaumio 060pyaoBaHusi.


http://www.tp-linkru.com/

Tpe6oBaHua FCC no ypoBHIO paguounsnyyeHus

[aHHoe ycTponcTBO oTBedaeT TpeboBaHmam FCC no ypoBHIO paguounsnyvyeHuss ans
HEKOHTpOnMpyeMon cpefpbl. YCTPOMCTBO WM €ro aHTeHHa He [OOIMKHbl HaxoguTbCa wnm
3KcnnyaTMpoBaTbCA BMECTE C APYTON aHTEHHOW Ui nepesaTynKomMm.

«[dns obecneyeHns cooTBETCTBUS 3TUM TpeboBaHUAM, MOMOXKEHUS AOKYMEHTa NMPUMEHSIIOTCH
TONbKO B  OTHOLIEHWM MOOUNBHBLIX KOH(pUrypaumin. AHTEHHbI, MNPUMEHSIEMbIE AAHHbIM
nepenaTynkoM, OOMKHbI ObITb YCTaHOBMEHbl HAa paccTosHUM He MeHee 20 cm OT Bnmxaniuero
MECTOHaxOXAeHUs Niogen N He AOMKHbI HAXOAUTLCA PSAAOM MM COBMECTHO SKCNIyaTupoBaTbCs
C OpYrov aHTEHHOWN U nepeaaTynkomy.

OtmeTka CE

C€1588

[aHHoe yCTpOVICTBO ABNAETCA MNPOAYKTOM Kriacca «B». I'IpM aKcnnyataumm B AOMalUHUX
yCnoBusXx, OaHHbIN NpoAYKT MOXET Bbl3BaTb ABNEeHUE VIHTGDQJGPGHLWIVI pagnocurHana, B 3TOM
Chny4yae OT nosnb3oBaTend MOXeT I'IOTpe6OBaTbCFI NPUHATNE COOTBETCTBYOLLNX MEp.

HacTosilee ycTponWcTBO npedHasHadeHO Ans paboTbl C yKa3aHHbIMW HUXE aHTeHHaMun C
MaKkcumanbHbIM KoadpduumeHtom ycuneHums 5 abu. CTporo 3anpellaerca MCnonb3oBaTb C
HaCTOALLMM YCTPONCTBOM aHTEHHbI, KOTOpblE HE YKa3aHbl B CMMWCKE UNU MMEKT KO3(ULMEHT
ycuneHnus 6onee 5 gbu. ConpoTuBneHne aHTEHHbI JOMKHO 6biTb 50 Om.

Ona CHWKEeHNs1 BO3MOXHBLIX 3UPHBLIX MOMEX Yy ApPYrMX Mnosfb3oBaTenel TUM aHTEHHbl U ee
KO3(pPULMEHT yCUNEHNS SOIMKHBI ObITb TaKMMK, YTOOBI MOLLHOCTb 3KBUBANEHTHOrO M30TPOMHOMO
nany4varterns He npeBbILana npegen, 4onycTumMblin ons 6ecnepebonHon CBA3K.

@

MpoaykT cepTudikoBaHo 3rigHo ¢ npaBunamu cuctemmn YkpCENPO Ha BignosigHiCTb BUMOram
HOPMAaTUBHMUX [OOKYMEHTIB Ta BMMOram, WO nepeabadveHi YMHHUMM 3aKOHOAABYMMW aKTammu

YKpaiHm.

NMpaBuna 6esonacHocTH

® Ecnnu yCTpOVICTBO MMEET KHOMKY BKJTHOHEHUS/BBIKNMIOYEHNSA NMUTAHUS, TO C €€ NOMOLLLI MOXHO
6bICTpO OTKINMKOYNTb TMUTaHNE yCTpOI;ICTBa. Ecnn kHoOMku nuTaHus Ha yCTpOVICTBe HET,
€OVHCTBEHHBbIN cnocob NONMHOCTbLI 006eCTounTb yCTpOVICTBO - OTKIMKOYUTb aganTtep NUTaHnAa ot
ANEeKTpoceTn.

® He pasbupaiTe yCTPOMCTBO U HE NMPOM3BOAUTE €r0 PEMOHT CaMOCTOSTENBHO, B 3TOM Clny4ae
KOMNaHnA BMnpaBe CHATb C cebs FapaHTMﬁHble O6F|3aTeJ'IbCTBa, KpomMme TOro, Bbl
noasepraeTeCb pUCKY nopaKeHnsa 3rnekKTpny4eCknmMm TOKOM.

® He ponyckaiiTe nonagaHusi BNarv BHyTpb yCTPOMCTBA.
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MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop
TL-MR3020 PykoBoacTBO nonb3oBaTtens

KomMmnneKkT noctaBku

B KkoMnnekT nocTtaBku BXOOAT:

> becnpoBoaHoun MapLupyTusaTop TL-MR3020 MopTaTnBHLIN BecnposogHou

3G/4G-mapLupyTumsaTop

> ApganTep NOCTOSIHHOro Toka ans mapupytmnsatopa TL-MR3020 MopTtaTuBHbIN 6ecnpoBoaHOM

3G/4G-mapLupyTmsatop
> USB-kabenb

> Ethernet-kabenb

> PykoBoacTBO Mo ObICTPOW HaAcTpolike

>  KomnakT-guck co cnegytowen nHgpopmauuen:
e PykoBoacTBo nonb3oBarerns
e [lpovas nonesHasa nHdopmauus

& MpumeyaHue:

Y6eantecb B TOM, YTO KOMMNIIEKT COOEPXKMUT BCE YKa3aHHbIE BbllLe HanMeHoBaHund. Ecnu 4to-nubo

noBpeXaeHo UM OTCYTCTBYeT, 0OpaTUTECh K CBOEMY ANCTPUOLIOTOPY.



MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens

MnhaBa 1. BBepeHue

1.1 OG30p

Komnanusa TP-LINK oco3Haét HeobxoaumocTb Hannumsa 3G/4G-nogknoyeHms B gopore. Ytobbl peanusoBatb 3Ty
ngeto, Obin paspabotaH nopTatuBHbin GecnpoBogHon 3G/4G-mapwpyTtusatop cepum N TL-MR3020. Otot
MapLupyTU3aTop MO3BONMMT ObICTPO €034aTb CTAOWMbHYK U BbICOKOCKOPOCTHYO 6ecnpoBOAHYl0 CeTb CO
CKOpPOCTbIO Mepefayn AaHHbix Ao 150 Méut/c n obecneuntb coBMecCTHbIM AocTyn k 3G/4G-noaknioyeHno BO
BpeMmsi nyTtewecTBus. MNogkntoune 3G/4G USB-kapTy k MappyTtusaTtopy, Bol MOMmeHTanbsHo co3gaéte Wi-Fi Touky
4OCTyna ¢ BO3MOXHOCTbIO COBMECTHOro Aoctyna k WHTepHeT B ntobom Mecte B npefenax 30Hbl MOKPbITUS
3G/4G-ceTn. HaxognTtech nu Bbl B noe3ge, B NOXoQHOM narepe wnv Ha ctpownnowanke, y Bac Bcerna 6yget

HagéxHoe 6eCI'Ip0B0}:|,HOG NOLKIOYEHNe, NOMHOCTLIO OTBevatoLwee Bawmm Hy>XOaMm.

PaznuyHble BapuaHTbl NnOoAKNMHO4YeHUsA '

MopTatusHbIn 6ecnpoBogHon 3G/4G-mapwpyTtmsatop cepum N TL-MR3020 nmeeT HECKONBKO peXnMOB paboThbi:
3G/4G-mapwpyTtusaTop, 6ecnposogHon knueHT (WISP) ¢ mapLipytnsaTopom v Tovka A4OCTyna, KoTopble MOryT
ucnonb3oBaTbCA B 3aBUCMMOCTU OT cutyaumu. [logaepxka wmpokononocHoro 3G/4G-nogkniodeHns u
nposogHoro nogkntoveHns yepes nopt WAN (PPPoE, OuHamunueckun IP, Ctatuueckun IP, PPTP, L2TP, kabenb)

obecneunBatoT Bam BO3MOXHOCTb AocTyna k MIHTepHeT, Haxoguteck N Bl foMa unu Ha pabore.

CoBMecTUMOCTb '

MapuwpyTtnsatop TL-MR3020 coBmectum c iPad, iTouch, TenedoHamn Ha 6Gasze OC Android, Kindle n c
OOonbLIMHCTBOM MopTaTuBHbIX GecnpoBogHbIX ycTporcTB. Hannune nopta USB 2.0 nossonsieT mcnonb3oBaTb

LTE/HSPA+/HSUPA/HSDPA/UMTS/EVDO USB 3G/4G-mogembl.

Bbicokas CKOOpPOCTb nepenavn gaHHbIX '

BecnposogHon 3G/4G-mapwpyTtnsatop TL-MR3020 c nogpepxkkow ctaHgapta N obecneunBaeT cKOpoCTb
nepegayn daHHbix o 150 M6ut/c, 4yto OWwyTMMO Gonee BLICOKMIA MoKasaTefb MO CPaBHEHMIO C OObIYHLIMM
ycTponcTBamu ctaHgapTta 11g. 3To no3BonseT Mcnonb3oBaTh NPUIOXeHNs, Tpebytowme Gonbluen NponyckHON
cnocobHOCTK, Hanpumep, BUAEO BbICOKOM YETKOCTU, a Takke obecneuymBaeT COBMECTHbIM 6€CnpoBOaHON 4OCTYnN

K CETM CO CKOPOCThbI0 nogknoveHns go 150 MouT/c Bo BpeMsi NOe3aku.

Huskoe aHepronoTpebneHue '

Bnarogaps nopty Mini USB maplpyTtnsatop MOXeT nonydaTtb nuTaHue oT HoyTOyka unu agantepa nuTaHus u,

npv 3TOM, pacxodyeT Marno 3MeKTPOIHEPTUM.
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1.2 [JonyuweHunsn

Mcnonb3ayeMoe B HacTodAlEeM pyKoBOACTBE HaumeHoBaHue TL-MR3020 wnm Mapwpytusatop

nogpasymeBaeT nog cobon noptatmBHbIA GecnpoBoaHor Mapuipytusatop TL-MR3020 cepum N co

CKOPOCTbIO Nepedayun gaHHbix go 150 Moéwut/c.

1.3 OCHOBHbIe XapaKTepUCTUKU

>

KomnakTHbIA gu3aiiH yCTpOWCTBa, Manbiii pa3mep M NErkMn BeCc mMapLupyTusaTopa Mo3BOMAT B3siTb €70 C

coboli B gopory

OpuH nopt Ethernet 10/100 M6wuT/c, aBTO cornacoBaHue, pa3bém RJ45, ognH nopt USB 2.0, oguH nopt mini

uUsB
Mopaepxka cranpgaptoB IEEE 802.11n/g/b, IEEE802.3/3u
CoBmecTtumMocTb ¢ LTE/HSPA+/HSUPA/HSDPA/UMTS/EVDO USB 3G/4G-mogemamu

CoBmecTtumocTb c iPad, iTouch, TenedoHamm Ha 6asze OC Android, Kindle 1 ¢ 60nblUMHCTBOM NOPTATUBHbIX

6ecnpoBOAHbIX YCTPONCTB

CkopocTb nepefayv gaHHblx ctaHgapta N go 150 Méut/c

HacTtpoiika 3awmTbl ogHMM HaxaTtuem kHonkm WPS

3awwmTa ¢ nomowbio WEP, WPA/WPA2, WPA-PSK/WPA2-PSK-ayTteHTudukaumm n wmdgposaxua TKIP/AES
MuTtaHue ot HoyTByKa UnNK aganTepa NUTaHUS C HU3KUM 3HepronoTpedbneHnem

Heckonbko pexvmoB paboTbl: 3G/4G-mapwpyTusaTop, 6ecnposogHoi knneHT (WISP) ¢ mapipyTnsatopom

1 TOYKa Ogoctyna

BoamoxHocTb 3G/4G/PPPoE/OuHamuyeckuin IP/Ctatndeckuin IP/PPTP/L2TP/kabenbHOro NoAaknoYeHus K

WHTepHeT
Mopaepxka nponycka Tpaduka VPN, BupTyansHoro cepsepa u yana DMZ
Mopaepxka UPNP, DDNS, ctaTtuyeckon mapLupytmusauum

BO3MOXHOCTb aBTOMaTUYECKOro MOAKMYEeHNa K WHTepHET W MOAKMYEeHUA Mo pacrnucaHui B

onpenenéHHoe Bpems

AnnapatHbii NAT, nogaepxka aBToMaTMYeCKOro U AMHaMU4eckoro pacnpenenexus |IP-agpecos 6narogapsi

DHCP-cepBepy

MopkntouyeHne Kk MIHTepHeT no TpebGoBaHWIO U COPOC COeauHEHWst ¢ VIHTEpHET B criy4ae MpocTos Mpw

PPPoE-nogknio4eHmm
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>  64/128/152-6utHoe wudpoBaHne WEP u dyHkuma Cnucok KOHTpons pocTyna ans 6ecrnpoBogHoi

NIOKanbHON ceTn
» Toaaepka CTaTUCTMKU MNOTOKOB

>  Bo3amoxHocTb 06HOBNEeHUs BCTpoeHHoro MO 1 Hanuune BeG-yTUNUTLI HAaCTPOMKK

1.4 OnucaHue naHenen

1.41 TlepeaHsasn naHenb

MNuTaHNe ———— &

NHTepHeT

)

BecnposopgHan
nokarnbHas cetTb ~ |

Ethernet

I
WPS/RESET
A\

. %

PucyHok 1-1  TepegHsas naHenb

CeeToamoaHble MHOWKATOPbl pPacnoJioXXeHbl Ha nepe/J,Heﬁ naHenn MapupyTtm3artopa (BM,EI,

cBepxy).
Mupukatop CocTosiHue O603Ha4yeHue
| Bkn. lNuTaHmne BKMOYEHO.
OﬂMTaHVIe
Bbikn. lNuTaHme OTKIOYEHO.
Bir MapwpyTmnsatop nogkntodéH Kk WMHTepHeT, HO nepepava
@ ' AaHHbIX HE NPOMCXOOUT.
ViHTepret Mwuraet Uepes mapLipyTnsatop NPONCXOAMT nepenadva AaHHbIX.
Bblikn. MapLupyTusaTtop He NOOKMIOYEH K VIHTEpHET.
Py Bkn. DyHKuMA 6ecnpoBOAHOM Nepeaayn AaHHbIX BKITHOYEHA.
2 becnposogHas - -
Muraet Mo 6ecnpoBogHON ceTn NOET Nepedaya gaHHbIX.
nokarnbHas ceTb .
Bbikn. DyHKuMA 6ecnpoBOAHON Nepefayn AaHHbIX BbIKIOYEHA.
Bir K cooTBeTcTBylOLEMY MOPTY MOAKMOYEHO YCTPOMCTBO, HO
' HET nepedayun gaHHbIX.
GEthernet Muraet Yepes nopt Ethernet nponcxoguT nepegaya gaHHbIX.
. HeT yCcTpoWCTB, MNOAKMIOYEHHBIX K COOTBETCTBYHOLLEMY
’ nopTy.

Tabnuua 1-1 OnucaHnMe CBETOAMOAHLIX MHANKATOPOB
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» WPS/RESET: [1nsa ncnonb3oBaHusa dyHkunn WPS HaXmuTe gaHHYO KHOMKY M yaepXusanTte
e€ Haxaton He Oonee 5 cekyHa, 3amwuraeT umHaumkatop WPS; gns cbpoca HacTpoek

MapLupyTusaTtopa yaepxmBanTte aHHYIO KHOMKY HaxaTton He meHee 10 cekyHa.

1.4.2 3apgHAsA naHenb

3G/4G USB-nopt
MopT Mini USB

Mopt Ethernet RJ45
[Nepekniovatens pexnma paboTsl

PucyHok 1-2 3agHsasa naHenb
YKazaHHble Ha PUCYHKE 3MIEMEHTbLI pacnonoXeHbl Ha 3agHen naHenu (BUA cnpaea Harneso).
» 3G/4G USB-nopT: JaHHbin nopT ucnonbayetcs and 3G/4G-mopema.

> Mopt Mini USB: [daHHbin NOpT ucnonb3yeTcs Ans MOAKMYEeHUd agantepa MUTaHusa 13
KOMMeKTa NnocTaBKu.

» Mopt Ethernet RJ45: [JaHHbIn nopT paboTaeT kak nopt LAN nnn WAN B 3aBUCMMOCTU OT
pexunma paboTbl.

> Mepeknioyatenb pexuma paboTbl: [aHHbIi nepeknoyatenb WUcnonb3yeTcs Ans
N3MeHeHus1 pexxuma paboTbl MapLupyTU3aTopa.
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maBa 2. [lopgknoyeHne mapLipyTusartopa

2.1 CuctemMmHble TpeboBaHuUsA

»> Hanwuune ycnyrm wmpokononocHoro mobunsHoro 3G/4G-nogkntoyveHunss Kk UHTepHet (LTE
HSPA+ /HSUPA /HSDPA /UMTS /EVDO, nopt USB)

» [1K ¢ paboratowum Ethernet-agantepom n kabens Ethernet ¢ pazsémamn RJ45
> TNogpepxka npotokona TCP/IP Ha kaxgom MK

> Beb-Opaysep, k npumepy, Microsoft Internet Explorer 5.0 , Netscape Navigator 6.0 unu Bbiwe

2.2 TpeboBaHusA K cpefe YCTaHOBKMU

> Mapu_lpmisaTop OOIMKEeH HaxoAuTbCA B XOPOLUO npoBeTpmBaemMoM MecCcTe B OoTAaneHun ot

HarpeBaTene|7| mnnn 060FpeBaTeJ'IbHO-BeHTI/IJ'IFILI,I/IOHHbIX CUCTEM

> yCTpOVICTBO He OOJMKHO noaBepratbCd npamMomy BO34ENCTBMIO UCTOYHUKOB CUIbHOMO CBETAa

(Hanpumep, CONHEYHbIN CBET)
> Bokpyr ycTponcTBa AOMmKHO OCTaBaTbCs He MeHee 5 cM cBOGOAHOrO NPOCTPaHCTBa

» Temnepatypa akcnnyataumm: 0°C~40°C

> OTHocuTenbHasa BNaXHOCTb Bo3dyxa npu akcnnyataumn: 10%~90%, 6e3 obpasoBaHus

KoHOeHcaTa

2.3 lMoaknroyeHue mMapLupyTusatopa

MapLupyTmnsaTop noggepxuBaeT Tpu pexunma pabotbl: 3G/4G-mapLlupyTmnsatop, 6ecnpoBoaHOM
knueHt (WISP) ¢ mapwpyTtu3atopom K Todka pgoctyna. Heobxogumblh pexum paboTbl
BbIOMpaeTca B 3aBMCMMOCTM OT CeTeBOW cpedbl. [nsi nogkmyveHWs mapLupyTusatopa

HeoOX0ANMO BLINOMHUTL CreayoLmne AENCTBMS B 3aBUCMMOCTHY OT pexxuma paboTbl.
a. Pexum 3G/4G-mapipyTusatop

B atom pexunme TL-MR3020 nogkntodéH k 3G/4G-mogemy n obecneumnsaet goctyn k 3G/4G-cetn
N, KPOMe TOro, MOXeT paboTaTb B kayecTBe GecrnpoBOAHOrO LeHTparbHOro KOHLEeHTpaTopa ans
LUMpoKoBeLLlaHusa BecnpoBogHoi ceTn. Takum obpasom, apyre OGecnpoBOAHble YCTPOMCTBA

MOTYT MOAKIHOYATLCA K MapLipyTmu3aTopy 1 k ogHon 3G/4G-ceTw.



MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop
TL-MR3020 PykoBoacTBO nonb3oBaTtens

IG/40G

1. lepemectute nepeknyaTenb pexuma paboTbl Ha MapLIpyTM3aTope B MOMOXEHMe

3G/4G-mapLupyTmsaTop.

2. Tlogkntounte HoyTOYK/TTK k nopTy Ethernet mapwpytnsatopa TL-MR3020 ¢ nomoLubio kabens
Ethernet.

3. TlMogkntounte 3G/4G-mogem B 3G/4G USB-nopt mapLupyTtumsaTopa.

4. OpguH KoHeu USB-kabensa M3 KomnnekTa MOCTaBKM nogknioumte K nopty mini USB
MapLupyTu3aTtopa, a Apyron — Kk agantepy nNuUTaHusi, 3aTeM MNOAKMYMTE aganTep NUTaHus K

OObIYHOW 3NEKTPMUYECKON PO3ETKE.
b. Pexum BecnpoBogHoun knueHT (WISP) ¢ maplipyTusatopom

B atom pexume mapLupytusatop pabotaet kak WiFi-kapTa ans nogkntoyeHus k 6ecnpoBogHomMy
noctaBlwuKy WHTepHeT-ycnyr UM kak 6ecnpoBOAHON LEHTparnbHbI  KOHUEHTpaTop Ans
LIMpOKOBEeLLaHUsi GecnpoBOAHOW CETU, K KOTOPOW MOAKMoYaTcss GecnpoBOAHbIE KIMEHTI

noKanbHoWM ceT 1 npoyme 6ecnpoBoAHbIE YCTPOMUCTBA C LiENbIo NONyYeHns AoCTyna K VIHTepHeT.

SSID: abc

=

Mepekniovarent pexumos

1. TepemecTuTe nepeknoyaTenb pexxuma paboTbl Ha MapLUpyTu3aTope B nonoxeHune WISP.

2. Toakntouumte HoyTOYK/TK k nopTy Ethernet mapwpyTtnsatopa TL-MR3020 ¢ nomoLubio kabens
Ethernet.
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3. OauH koHey USB-kabenss m3 komnnekta nNOCTaBKy MNoOAKM4MTE K nopty mini USB
MapLupyTu3aTopa, a Apyron — Kk agantepy nuTaHusd, 3aTeM MoAKMuuTe agantep nNuTaHus K

OObIYHOW 3NEKTPNYECKON PO3ETKE.
c. Pexum Touka goctyna

B oToM pexume MaplupyTM3atop paboTaeT kak GecrnpoBoHas Todka O0CTyna C 4YeTbipbMs
6ecnpoBOAHLIMM peXMMaMu: ToYKa AOCTyNa, PETPaHCNATOP, MOCT M TOYKa AOCTyna W KIUEHT.

MogkntounTe MapLLpyTM3aTop B COOTBETCTBMU C HeobxoaumbiM Bam pexunmonm.
a) Pexwnm Touka goctyna

B atom pexxvume MaplpyTtunsatop pabotaeT kak 6ecnpoBofHONM LeHTpanbHbI KOHLEHTpaTop Ans
GecnpoBoAHbIX KMMEHTOB fOKaNbHOW CETUM WM pacluMpsieT CYLLECTBYHOLLYIO MPOBOAHYI CETb MO

©ecnpoBoAHOM CBA3MW.

CeTeBan Ppo3eTka

MepekmoyaTtent pexnMos

b)  Pexum PetpaHcnatop

B aTOM pexvme MaplipyTM3aTop YBENUYMBAET 30HY MOKPbLITUS ApPYro 6ecnpoBOAHON TOYKM

SSID: abc D

OOCTyna unyM MapLupyTmsaropa.

SSID. abc

XA

c) Pexum MocT 1 Touka goctyna
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B atom pexnme MapLupyTn3atop MOXET COedUHATb No 6eCI'IpOBO,D,HOIZ CBA3N OBe y,El,aJ'IéHHbIe

JTOKalibHbl€ CEeTU.

SSID: abc SSID: 123

d) Pexum KnueHt

B aTom pexume MaplupyTusatop pabotaeT kak GecnpoBodHas kKapTa AN MNOAKIOYEHUs K

BecnpoBogHom ceTu.
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NmaBa 3. PykoBoACTBO No ObLICTPOM HACTPOUKe

B aton rmaee paccKka3blBaeTCA O TOM, KaK B Te4eHNEe HECKOJIbKMX MUHYT NMpPOn3BECTU HaCTpOVIKy

©a3oBbix dyHKUMIA MapLpyTr3aTopa TL-MR3020 npu nomolum mactepa 6bICTPOM HACTPONKN.
3.1 Pexum 3G/4G-mapipyTusartop

Mo ymonuyaHumto IP-agpec mapuwpyTtusatopa: 192.168.0.254, a ocHoBHaa Macka nogcetu:
255.255.255.0. 3T 3Ha4yeHUs MOXHO u3MeHWTb no Bawemy >xenaHwuto. B HacToswem

PYKOBOACTBE Mbl 6yneM MCcnonb3oBaTb 3Ha4Ye€HUA NO yMOJ4aHUIO.
3.1.1 Hactpowuka lNK

Onsa npumepa wucnonb3yerca becnposBogHoe ceteBoe coeamHeHne (Wireless Network
Connection). Takke MOXHO ucnonb3oBaTb [logknioyeHne no nokanbHon cetn (Local Area
Connection), 4Tobbl HacTpouTb MK ANs NpoBOAHOrO NOAKIMYEHUSA K CETU, MOCIE YEro HAaCTPOUTb
MapuwpyTtusatop. Ecnn Bam TpebyloTca WHCTPYKUMM O TOM, Kak 3To caenatb, CmoTtpute

Npunoxenne B: "HacTtponika [1K."

1. Ons OC Windows XP, Haxmute lNyck — HacTpowka napamMeTpoB KomMmnbioTepa —
MaHenb ynpaBneHua — Cetb u nogkntoyeHus K UHTepHeTr — CeTeBble NOAKNIOYEHUS;
ana OC Windows 7, HaxmuTe Myck — lMMaHenb ynpaBneHua — [pocMoTp coCTOSAHUA
ceTn U 3agay — W3meHeHne napameTpoB aganTtepa. [1paBoi KHOMKOW MbILLN HAXMUTE Ha

EecnpOBonHoe ceTeBOe coeguHeHue, 3atem CBoncTBa.

2. Ons OC Windows XP, oBOMHbIM LLenYKoM Mbilln Haxkmute Ha Npotokon UHTepHeTa (TCP/IP)

n3 cnucka unm Mpotokon UHTepHeTa Bepcum 4 (TCP/IPv4) ons OC Windows 7.

3. Bbibepute Monyumtb IP-agpec aBTtomatuyvecku u [lMMonyuntb agpec DNS-cepBepa

aBTomaTnyeckn. Haxmute OK ansa 3aBepLueHnsa HaCTPOMKM.
3.1.2 MopknioyeHune K ceTn
1. HamuTte Ha 3Ha4oK @ Ha naHenu 3agad Balero komnbloTepa.

2. Haxmute OGHOBUTbL CNUCOK CeTeN U Bbl6epI/1Te ceTb, HaxmuTe MoAKNYUTBLCA.

& MpumeyaHue:

Uma cetn (SSID) no ymonuanuio: TP-LINK_POCKET 3020 xxxxxX (rae XXxXxXxx nocrnegHve
wectb umdpp MAC-agpeca Ballero mapLipyTunsaropa).

3. Korgma nosButca coobuweHne [logkno4eHo, MOAKMOYEHNE K CeTu 6y,1:|,eT ycnewHo

YCTaHOBIEHO.
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3.1.3 HacTtpouka mapwpyTtunsartopa

1.

&

MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop
TL-MR3020 PykoBoacTBO nonb3oBaTtens

Ona Bxoga B BeO-yTUNUTY HacTpoOWku OTKponTe Beb-Opay3ep u BBeauTte IP-agpec no
ymon4yaHuio http://192.168.0.254 B agpecHom cTpoke bpay3epa.

hapec: |

http: /192, 168.0,254/

V|Gu:|

PucyHok 3-1 Bxoa B MapupyTusartop

Cnycm HEMHOro BpeMeHn NoABUTCA OKHO perncrpauum Hanogobue Takoro, KOTOpPO€E yKa3aHO

Ha PucyHok 3-2. Beegnte admin B kayecTtBe VIMmeHn nonb3oBatens v [apons, cTpovHbIMU

6ykBamm B 0bomx cnydaax. 3atem Haxmmute OK nnu Enter Ha knaBuatype.

npumMevyaHue:

MogwawyueHue k 192.168.0. 254

TP-LIME, Partable Wireless M 3G/4G5 Router MR30Z0

Moobs0EaTENR! | ﬁ adrnin ] |
Dal:":'ﬂb: |-III- |
CoxpaHHTE Napons
| o'y i [ OTHMEHS

PucyHok 3-2 OxkHo peructpauum B Windows

Ecnn OkHO perucTtpaumm He nosABMSEeTCH, 3TO O3HadaeT, 4YTo Baw Beb-Opaysep HacTpoeH B
pexume npokcu-cepsepa. Ecnv Bbl ucnonbsyete Internet Explorer 5. n 6, 3angute B MeHto
CepBuc > CpownctBa obospeBatend > [logkntoveHne > HacTponka nokanbHOM CeTM U B
nosBMBLLEMCS OKHe ybepute dnaxok ¢ Mcnonb3oBaTtb Npokcu-cepsep, 3atem Haxmute OK ang

3aBepLUeHms.

3.

Bongnte B MeHio CocTtosiHMe n npoBepbTe coctosHue 3G/4G. Mocne Toro kak Oyper

onpegenéH 3G/4G USB-mogeMm, npucTtynante K criegyloLllemy Liary.

-11 -


http://192.168.0.254/

MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens
CocroRHne
BhIcTpan HacTpoiika 3G/4G
WPS 3G/4G USB-mopen: He nogkniodeH.
Cets ¥poBeHb cHIHana: 0%
Eecnpoﬂo,n,uoﬁ PeXnM IP-a,u,pec: 0.0.0.0
DHCP Macka nogceri: 0.0.0.0
MR OCHOBHOM WNH03: 0.0.0.0
bezonacHocib
DNS-cepeep: 0.0.0.0,0.0.0.0

PognTenkckiil KOHTPOIL

BpeMmA B ceTH: 0 gHei 00:00:00

KoHtponek aocyna

PacmpeHHEIe HACTPOKN MapLIPYTHIALMK

PucyHok 3-3 CocTtosHue 3G/4G

4. Bongute B MeHI0 Ha cTpaHuuy BbicTpas HacTpomka n HaxmuTe Oanee.

C NOMOULEK BRICTROM HACTRORKK BBl CMOXETE 3303Tk OCHOEHLIE NAPAMETHLl CETH.
OnA NpOgOMKeHHA HaMATE KHONky Janee .

JnA BEXO0a HAMMKHTE KHONKY BoiXom, .

[Bexog | [ Ranee |

PucyHok 3-4 BbicTpas HacTponka

5. Bblbepute TMn [Joctyna K UHTepHeTt, n Haxmute Oanee. [ns npuMmepa MCMNonb3yeTcs
Tonbko 3G/4G.

BbicTpan HacTpoika - JocTyn kK MHTepHeT

MapWpyTH2aTOP NReANAraeT eIBPaTe OOMH M3 CNEAYI0WME PEKMMOE NOAKTIOUEHHA K MIHTeRHET.

@ Tonbko 3GM4G - Mcno Toneko 3G64G No, & WIHTepHeT. (MopT Ethernet (pazvem RJ45) paboTaeT kak nopt LAN)

(O MpennovTHTeNEHO 3G/4G - MICNoNb3aBaTs 3G/4G Kak 0CHOBHOE NOGKMIYEHME, A THN NOAKNKYEHWA WAN B Ka4BCTEe Ne3epeHOrd. (TNopT Ethernet (1a3LeM RJ45) panaTaeT kak NopT VAN
© Mpennovmrensio WAN - Vcnonss08aTe THN NOAKNIONEHWA VAN B KBUBCTBE OCHOBHOID, 8 3G/4 0 & KAUBCTEE PE3EPBHOID NOAKNIYEHWA. (MopT Ethernet (pasbem RJ45) pafioTaeT kak nopT WAN)

() Tonbko WAN - MICNONL30BaTE TONLKD YWAN NODKMIOMERME K FIHTERHET. (NORT Ethernet (1a3bEM RJ45) paloTaeT kak NopT VAN

[ Hasag ] [ Hanee ]

PucyHok 3-5 BbicTpasa HacTponka — [JocTtyn k UHTepHeT

> Tonbko 3G/4G—- ncnonb3oBaTb Tonbko 3G/4G ana goctyna k MHTepHer. MNopt Ethernet

ncnonbayetcs Kak nopt LAN.

> MpepnoytutenbHo 3G/4G - /cnonb3oBatb 3G/4G B kadecTBE OCHOBHOMO pexunma
noakntoYeHus Kk IHTepHeT, a NpoBoAHOe NOAKMNIoYEeHNe — B Ka4ecTBe pesepBHoro. MNopT

Ethernet pabotaet kak nopt WAN.

> MpeanoytutensHo WAN - lcnonb3oBaTb MNPOBOAHOE MOOKMOYEHME B KayecTBe
OCHOBHOro pexuma nogkntodeHns Kk UHtepHet, a 3G/4G — B KayecTBe pPe3epBHOrO.

MopTt Ethernet pabotaet kak nopt WAN.
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MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens

8.

> Tonbko WAN - ucnonb3oBaTb TOMNbKO npoBoAHOE MNoAKnw4YeHne aOnd noctyna K

MuTepHerT. NMopT Ethernet paboTaet kak nopt WAN.

Bbibepute pervoH u NMoctaBwmka ycnyr MobunbHOro MHTEPHET: MOXXHO NMOCTaBUTb rafiouky
HanpoTB Yka3aTb Bpy4Hyto Homep Ha6bopa, APN, Umsa nonb3oBatensa u Maponb ans
TOro, YTOObI BPY4YHYK BBECTU COOTBETCTBYHOLUNE AaHHbIE, NPELOCTABMNEHHbIE NMOCTABLLMKOM

3G/4G NHTepHeT-ycnyr. HaxmuTe Oanee.

ECy BaLI PRIMOH MMM NOCTABUME PIHTEPHET-YCIYT HE YKa3aHE! B CIHCKE, YCTAPEN HOMER HAB0Pa/APN N0 yMONYEHMID WK BAlL NOCTABLMK
MHTERHET-YEyT TRRBYET ykazaTk HOBOMD NONL30EATENA , BKMIOUMTE EO3MOKHOCTE YKa3aHHA BPY4Hy10 Houepa naGopa, APN, MieHn nonk3osarens, Naponsa, 1 3an0MHuTe toOTBETCTRYIOWKE NONA.

Pernou: Poccua W

n VEIYT Moo ° Eunalin v
Homep Hafiopa no ymonuaHdo: 998" APN: "internet.beeline.ru’
Tun ayTeHTH(bHKALMK: @AeT0 (OPAR (O CHAP
Mpumedande; Mo yMONYaHHID CTOMT ABTO, PeKOMEHAYETCA HE MEHATE Be3 He 0BXOAHMOCTH.

[] ¥kazate epydHyio Homep Hafiopa, AP, uMA NONE20BATENA M NApOnks

Houep HaGopa: "o9#
APN: internet beeline.ru
WA nonb3oBarens: beeline (HeOBAZATENEHAA HACTROAKE)
Maponb: | s=eeses (HeoBAzaTeNsHaA HACTPOMKE)

PucyHok 3-6 BbicTpas HacTporka — 3G/4G
HacTtponte  napameTtpbl  6ecnpoBogHOro  pexuma. PekomeHayeTcssi  HacTpouTb
HWXXecneayoLwme nBa napameTpa, nocre 4ero Haxatb [anee.
1) CospganTe yHMKanbHOE v nerko 3anomuHaroweecs ans Bac Uma 6ecnpoBogHOM ceTum.

2) Bblbepute Tnn 3awmtel WPA-Personal/WPA2-Personal B meHo 3awumTa

6ecnpoBoAHOro pexuma n BBeguTe napons B none Maponb. Haxmnte Oanee.

BecnpoBoAHoe BellaHHe: Brniounre -
HmA GecnposogHoil cetn TP-LINK,_POCKET 3020_4D59B2 (83100
Peruom: Poccua b
Kanam: ABTn ¥
Pewnm: 11bgn cMELIaHHBIA
LnpHHa KaHana: ApTo ¥

3aumra GecnpoBofHOT0 pekHMa:

(2] OTKNHOHHTE 3AWLMTY
® WPA-Personal WPA2-Personal
Mapons: 36310999

{BEl MOETE BESCTH CHMEBONE B KOZMPOBKE ASCI MMM B WeCTHAAUATepMYHOM hopraTe; 4nA dopmata ASCI gnuHa knioda 4omiHa Beime oT 8 a0 63,

® Be3 HaHeHeHHi

PucyHok 3-7 bBbicTpas HacTponka — becnpoBoaHOW pexum

Haxmute Mepesarpy3uTb Ansi TOro, YToObl HACTPOWMKU BCTYNWUM B CUITY.
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MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens

YeTponcTBo nogknkwyeHo K MHTepHeT! JeTanbHble HACTPONKW HAXOOATCA B
COOTBETCTEYHLWMNX pa3genax.

FameHeHne pexnma padotel nopta ethernet mexgy LAR 1 WWAN NponcxcguT ToNBKC NOCNE NEPE3arpy3kM yCTPOACTEA.

[ Hasag | [Mepesarpyaury

PucyHok 3-8 BbicTpas HacTponka — 3aBepLueHne

& MpumeyaHue:

lMocne nepesarpys3knm MOOKMIOYUTECH K CETUM 3aHOBO B COOTBETCTBMM C pasgernom 3.1.2

MogkntoyeHne kK cetu. Ecnu 3awmrta 6€CﬂpOBO,ElHOFO pexunma BKIK4YeHa, And YycnewHoro

3aBepLleHust nogknoveHns Bam HeobxoaMmo BBECTM cOo3OaHHbI Bamu napo’sib.

3.2 Pexxum BecnpoBogHoun knueHT (WISP) ¢ mapwpyTtusatopom

Mo ymonuanuio |IP-agpec mapwpytmsatopa: 192.168.0.254, a ocHoBHas Macka nogcetu:
255.255.255.0. Ot 3HayeHnda MOXHO M3MeHUTb no Bawemy >xenaHuto. B HacToswem

pykoBOACTBE Mbl 6y,u,eM ncnonb3oBaTtb 3Ha4eHUA NO yMOJ14aHUIO.
3.21 Hactpowuka MK

Ona npumepa wucnonb3yetca becnpoBogHoe ceteBoe coeguHeHne (Wireless Network
Connection). Takke MOXHO ucnonb3oBaTb [logkniodeHne no nokanbHou cetn (Local Area
Connection), 4tobbl HacTpouTb MK ona NpoBOAHOMO NOAKNIOYEHUS K CETU, MOCNE Yero HaCTPOUTb
MapLpyTtusatop. Ecnn Bam TpebyloTcs MHCTPYKUMM O TOM, Kak 3To cpenatb, CmoTtpute

Mpunoxxenune B: "HacTtporika 1K."

1. Ona OC Windows XP, Haxmute lNyck — HacTponka napameTpoB KomMmnbioTepa —
MaHenb ynpaBneHua — CeTb u nogknioyeHus kK UHTepHeTr — CeTeBble NOOKIMIOYEHNUS;
ana OC Windows 7, HaxmuTe Myck — lMaHenb ynpaBneHnA NpocmMoTp COCTOSAHMA ceTu
m 3aga4y — WM3meHeHue napameTpoB apanTepa. [1paBoM KHOMKOW MbIWM HaXMUTE Ha

BecnpoBogHoe ceTeBoe coeauHeHne n CBOUCTBA.

2. [Ona OC Windows XP, ABOMHbIM LLENYKOM MbIln HaxxmuTe Ha MpoTokon UHTepHeTa (TCP/IP)

u3 cnucka unu MNpotokon UHTepHeTa Bepcuun 4 (TCP/IPv4) ana OC Windows 7.

3. Bblbepute Monyuutb IP-agpec aBTomMatuuvecku, [lMMonyuntb agpec DNS-cepBepa

aBTOoMaTuyecku. Haxvnte OK onsa 3aBepLueHns HACTPOMKM.
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MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop
TL-MR3020 PykoBoacTBO nonb3oBaTtens

3.2.2 MMopkniovyeHue K cetn

1. Haxmute Ha 3Havok Ha naHenu 3agay Bawero komnbtoTepa.

2. Haxmute O6GHOBUTL CNMUCOK ceTeln, BblbepuTe ceTb, HaxmuTe MoaKknounTbHCS.

& MpumeyaHue:

Nmsa cetn (SSID) no ymonuanuio: TP-LINK_POCKET_3020_xxxxxx (r4e XXXXXX - nocnegHve
wecTtb umdp MAC-agpeca Ballero MmapLupytmusaTopa).

3. Korma nosiButca coobuweHne [MogKn4eHo, MOAKMoYeHNe K CeTu 6y,1:|,eT ycnewHo

YCTaHOBMEHO.

3.2.3 HacTtpouka maplwpyTtusartopa

1. [Ons Bxoga B BeG-yTUNUTY HacTpoOWku OTKponTe Beb-Opay3ep wn BeBeaute |P-agpec no

ymon4daHmio http://192.168.0.254 B agpecHol cTpoke Opay3epa

Aapec: | http: /192, 168.0,254/ v| Go

PucyHok 3-9 Bxopg B mapLupyTusaTop

2. CnycTs HEMHOTO BpeEMEHM MOSIBUTCS OKHO permcTpaummn Hanogobure Takoro, KOTopoe yka3aHo
Ha pucyHke 3-10. Beegnte admin B kayectBe VimeHun nonb3oatens v Mapons, CTpoYHbIMU

OykBamu B obonx crnyvasix. 3atem HaxmuTe OK unu Enter Ha knaBuaTtype.

Moggknwuenwe k 192.168.0. 254

TP-LIME Portable wWireless M 3G/4G Router MRS0Z0
Mopbs0EaTENR! | ﬁ adrnin V |
Oaponk: |""- |
C0xpaHHTE Napons
[ oK | [ OITHEHA

PucyHok 3-10 OkHo pernctpaumm B Windows

& MpumeyaHue:

Ecnn okHO pernctpaumm He nosiBNsieTcsl, 9TO O3Ha4yaeT, 4YTo Baw Beb-OGpaysep HacTpoeH B
pexnme npokcu-cepsepa. Ecnn Bol ucnonbsyete Internet Explorer 5. u 6, 3angute B MeHKo
CepBuc > Caonctsa obospeBaTtena > [logkntoveHne > HacTporka nokanbHOW CeTu U B
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TL-MR3020 PykoBoacTBO nonb3oBaTtens

NosIBMBLLIEMCS OKHe yBepuTe dnaxok ¢ Mcnonb3osaTtk Npokcu-cepsep, 3aTteM Haxmute OK ans
3aBepLUeHus.

3. Bongute B MeHto Ha cTpaHuuy BbicTpasa HacTpoWka u Haxvute Janee.

C NOMOULH GeICTROR HACTRORKW BBl CMOGKETE 23Tk OCHOEHEIE NAPAMETHE CETH.

AnA NPoooN¥eEHMA HAXMUTE KHONKY Ranee .

AnA BBXOAA HAMMWTE KHOMNKY BeiXom, .

EI S

PucyHok 3-11  BbicTpas HacTpolika

4. Bbibepute Baw Tun noakntoueHus WAN v Haxmute Jlanee ans npoaormkeHus.

EbicTpas HacTpoiika - Tun nogknioYeHus WAN

MoArOTOBKS K HACTROMKE TUNA NOAKMNYEHHA VAR

BLiBepuTe NPEA0CTABNABMEN BALMM NOCTABLMKOM HHTEHET-YCIYT THM NOAKMIOYEHHA K CETH HTEpHET
(&) PPPOE/PPPOE PoccA - [inA aToro Tuna NoAkIINYEHKUA BaM HEOBX0AMMO uMa YHETHOA 3AMMCM M Nap0k, BbIAGHHBIE BAWWM MOCTABLMKOM WHTRDHET-YEOYT
[ &) JAunammyeckuii IP-agpec - Baw NocTaewpk MHTEPHET-YCYT MCnonk2yeT ciykby DHCP 40A HaZHaYeHWA BawemMy MapwpyTHatopy IP-aapeca npM nogETIoHeHAH | CaTH MHTEpHET,

) Cratnyecimit IP-anpec - 3T0T TUN NOAKTIOYEHHA ACNONE3YET NOCTOAHHEIR, PUECHPOBAHHEIA (CTAaTMYeCkHi) |P-agnec, NOMCEOEHHLIA BEAWNM NOCTABMKOM MIHTEpHET-YEmyT.

[ Hasaa | [ panee |

PucyHok 3-12  BbicTpas HacTporka — Tun nogknoyveHna WAN

»  Ecnu Bbl ucnoneayete tun nogknioveHnss PPPoE/PPPoE Poccus, Bbl yBnanTe cnegytoulyto
cTpaHuuy (cM. PucyHok 3-13).

BbicTpan HacTpoWka - PPPoE

WA none3oBarensa: | |

MNaponk: | |

MoaTBepoMTE Naponk: | |

BropH4Hoe nogKnoYeHne: ® CTENIOYHTE (3] AdHamMuecki [P (3] CTatiuecknd IP (Dual Access/Pocoua PRPOE)

[ Hasan | [ fanee |

PucyHok 3-13  BbicTpas HacTpowika — PPPoE/PPPoE Poccus

e WmA nonb3oBartena v naponb — Ykaxute Uma nonb3oBatensa u lMaponb,
npeaocTaBneHHble  BalwuM  MOCTaBWUWKOM  VHTepHeT-ycnyr. 3Tu  nons
YyBCTBUTENbHbI K pernctpy. Ecnn y Bac BO3HMKNM TpyaHOCTM Ha 3TOM 3Tane,

cBshkuTech ¢ Bawmnm nocrasLimkom I/IHTepHeT-ycnyr.
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TL-MR3020 PykoBoacTBO nonb3oBaTtens

e [optBepautb nNaponb -— [na noaTBepXAEeHWs  BEPHOCTU  napons,
npegoctaBneHHoro Bawwum noctaBwmkom WHTEpHeT-ycnyr, ero Heobxogumo
BBECTU NOBTOPHO. Ecnu naponb oTnnyaeTcs OoT NOATBEPXKAEHUSA, MNOSABUTCSH OKHO
Kak Ha pucyHke Hwxke. Haxmute OK, n 3anonHuTe 3aHoBO nond [laponb u
MNogTeepanTb Naponb.

Coo6meHHe c geB-cTpaHHubl

L) "_n,, Maponk 0TAMYAETCA OT NOATEEP#AEHHA Napona!
-

> Ecnu Bbl ucnonbsyete Tun nogknodeHus OuHamuyeckmnn |P-agpec, Bbl yBugute

cnegyrowyto ctpaHudy (cm. PucyHok 3-14).

BbicTpan HacTponka - KnoHuposaHue MAC-agpeca

Mpockfa Kak cnegyeT NROYHMTaTE paE0en CNpEEEs (G Npagod CTOROHED.

® Ha, A NOgKNIYeH K MaeHoMy KOMMBKTERY (KNOHWPOEATE MAC-anpec)

O HeT, A NoAKNKYeH K Spyramy KoMNeRTepy (He KNOHWpoeaTe MAC-agpec)

MAC-anpec B cem WAN: | Fo-B2-Hd-7-31-8d | [ BoccTaHoeuTs saBoackoil MAC-agpec |
MAC-anpec Bawero Kounbtorepa: [Bc-62-60-7-31-8d | (KnanuposaTs MAC-agpec |

PucyHok 3-14  BbicTpas HacTporika — KnoHnposaHne MAC-agpeca

e FEcnu Bbl BxoauMTe B MaplupyTM3aTop C FMaBHOMO KOMMblOTEpa, HeobGXxoauMMo

BblbpaTb [a n Haxxatb KnoHnpoBaTte MAC-agpec.

e Ecnu Bbl BxoguTe B MapLUpyTM3aTop HE C rMaBHOro KomnbloTepa, Boibepute Het n

Beeaute MAC-agpec rmasHoro komnetoTepa B none MAC-agpec B cetn WAN.

EbicTpan HacTpoKka - KnoHMpoeaHue MAC-agpeca

Mpocefa kak cnegyeT NPOYKTATE pasnen CNpaeka (C NpaEol cTOpOHED.

(@) Ja, A NOAENIYEeH K MAaEHOMY KOMOBTERY (KNOHKMPpORaTE MAC-a0pec)

® HeT, A NOAKNKYEH K Qpyromy KOMNEKTERY (He KNOHKPOEaTE MAC-agpec)

MAC-anpec B cet WAN: | F3-1A-67-4D-59-63 | [ BoccTaHoenTs 3aB0ackoil MAC-agpec |

MAC-anpec Bawero KoMNbKTEpa: | Bo-B2-5d-f7-31-8d | FNOHWPOBATE MAC-340ec

PucyHok 3-15  BbicTpas HacTpoika — KnoHnposaHue MAC-agpeca
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> Ecnn Bbl ucnonb3yete Ttun nogkntodeHus Cratudeckmn |IP-agpec, Bbl yBugnte
cnegyrowyto ctpanudy (cm. PucyHok 3-16).

IP-agpec: 0.000

Macka noncerH: 0000

OcHOBHOI W03 0.o0.0o

Mpennountaexbiii DNS-cepeep: 0.o0oo
AnbTepHaTHEHLII DNS-cepeep: 0000 (HeOBAzaTENEHAA HACTHOAK)

PucyHok 3-16  BbicTpag HacTpolika - Ctatuyeckuin IP-agpec

e |P-agpec — IP-agpec B ceTn WAN, BUOMMbIA BHELUHUMU NOMb30BaTENAMUN U3 CETU
UHTepHeT (Bkntoyasa Balwlero noctaslimka WHTepHeT-ycnyr). Ykaxute IP-agpec B

9TOM none.

e Macka nogcetn — Macka nogcetm ucnonbsyetca gnga IP-agpeca B cetn WAN,

0bbIYHO Macka noaceTn: 255.255.255.0.
e OcHoBHoOW w3 — YkaxunTte IP-agpec wno3sa.
o [Mpepnountaembin DNS-cepBep — Ykaxute |IP-agpec DNS-cepBepa B 3TOM norne.

e AnbtepHatuBHbii DNS-cepBep - Ecnn Baw noctaBwmk WIHTEpHeT-ycnyr

npegoctasngaet apyron IP-agpec DNS-cepBepa, ykaxuTe ero B 3ToM norne.

HaxmuTe Oanee ansa npogorkeHns, Bol nonagéte Ha cTpaHuudy Hactpoiiku 6ecnpoBogHoro
pexuma (cm. PucyHok 3-17). Haxkmute kHonky Mounck ans nomcka goctynHbix 6ecnpoBogHbIX
ceten. Boibepute SSID HyxxHom Bam cetn n HaxkmuTe MogknrounTtben, nona SSID n BSSID
OyayT 3anonHeHbl aBToMartudeckn. Ecnn 3awmra cetm BKMYeHa, Bbloepute Tun Knoda m
BeeauTe Maponsb.

HacTpoWka knueHTa
SSID:
BSSID: Mpumep : 00-10-0F-11-22-33
Tun Knova: Het v
WHnekc WEP: 1
Tun ayTeHTHOHKaUMK: OTKPEITAA
Mapone:
HacTpolka Toukn goctyna
SSID nokanbHoiil ceTi: TP-LINK_POCKET_3020_4D59B2
[ Hasag | [ Danee |

PucyHok 3-17  BbicTpas HacTpoika — becnpoBogHon pexunm
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6. Haxmute [Nanee un Bbl yBungute coobuweHne (cm. PucyHok 3-18). Haxmute KHOMKy
Mepe3arpy3nTb 4518 TOro, Ytobbl yCTaHOBIEHHbIE Bamu HAacTporkn 6ecnpoBOgHONO pexnma
BCTYNWAM B CUNY U AN 3aBeplleHMsi ObICTPOM HaCTPOMKM (pekoMeHOyeTcs 3aWTu Ha
cTpaHuuy BecnpoBogHon pexum > 3awmta 6GecnpoBOAHOIO peXxuma U HacTpoUTb

3awuTy 6ecnpoBOAHOIO peXMMa).

YcTpoNACTEO NOAKNKYeHO K IHTepHeT! leTanbHbIe HACTPOAKN HAXOOATCA B
COOTBETCTBYHILNX pasgenax.

ameHeHre pexiaa padoTel nopTa ethernet mexgy LAM » VAN NponcxegnT TONBKS NOCNE NEPe3arpy3kn yCTPoACTEA.

[ Hasag | [MepesarpyauTy

PucyHok 3-18 bBbicTpas HacTponka — 3aBepLueHne

& lMpumevaHue:

lMocne nepesarpy3kM MNOAKMIOYMTECH K CETM 3aHOBO B COOTBETCTBUM C pasgenom 3.2.2

MooknioyeHve k cetn. Ecnm 3awmTta GecnpoBOAHOIO pexuMMa BKMNKOYEHa, ANs yCneLwiHoro

3aBepLieHnd NoaKnYeHnaA Bam HeoGxooMmo BBECTM CO3AaHHbLIN Bamu naporib.

3.3 Pexum Touka poctyna

3.3.1  Hactpowuka MK

Ona npumepa wucnonb3yetca becnpoBogHoe ceteBoe coeguHeHne (Wireless Network
Connection). Takke MOXHO ucnonb3oBaTb [logkniodeHne no nokanbHou cetn (Local Area
Connection), 4tobbl HacTpouTb MK 4na NPpoBOAHOMO NOAKNIOYEHUS K CETU, MOCNE Yero HaCTPOUTb
MapLpyTtusatop. Ecnn Bam TpebyloTcs MHCTPYKUMM O TOM, Kak 3To cpenartb, CmoTtpute

Mpunoxxenune B: "HacTtporika [1K."

1. Ona OC Windows XP, Haxmute lNyck — HacTponka napamMeTpoB KomMmnbioTepa —
MaHenb ynpaBneHua — CeTb U nogknioyeHUs K UHTepHeTr — CeTeBble NOAKNIOYEHMS;
ana OC Windows 7, Haxvute Myck — lMaHenb ynpaBneHuna — [pocMoTp cocTosiHus
ceTu n 3agay — W3meHeHue napameTpoB apanTtepa. [1paBon KHOMKOM MbILLM HAXMUTE Ha

BecnpoBogHoe ceTeBoe coeauHeHue, 1 CBoucTBa.

2. [Ona OC Windows XP, ABOMHbIM LLENYKOM MbIln HaxxmuTe Ha MpoTokon UHTepHeTa (TCP/IP)

u3 cnucka unu MNpoTtokon UHtepHeTa Bepcuun 4 (TCP/IPv4) ana OC Windows 7.

3. Bblbepute Ucnonb3oBatb cnepyrowmun IP-agpec, Beeaute IP-agpec 192.168.0.x (rge x
noboe uncno or 1 go 253), macky noacetn 255.255.255.0; Bbibepute Ucnonb3oBaTb

cnepywuwune agpeca DNS-cepBepoB, BBegnTe agpec DNS-cepsepa, NpenocTaBeHHbIN
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Bawwum nocrtaBwmMkoM NHTEPHET-YCNYr Unun ceTeBbIM aaMUHNUCTPATOPOM.
4. Haxmute OK ons 3aBeplUeHUsS HaCTPOEK.
3.3.2 MopkniovyeHue K cetun
1. Haxmute Ha 3Ha4oK Ha naHenu 3agay Bawlero komnbtoTepa.
2. Haxmnte OGHOBUTL CNMUCOK ceTen U BbibepuTe ceTb, Haxmute MogknounTbCA.
& lMpumevaHue:

NUma cetn (SSID) no ymonuanuto: TP-LINK_POCKET_3020_xxxxxx (r4e XXXXXX - nocrnegHve
wecTb uncdp MAC-agpeca Ballero mapLipyrtumsaTopa).

3. Korma nossutca coobuweHne [logknioyeHo, noaknoveHne Kk cetm Oyaer  ycnewHo

YCTaHOBIEHO.

3.3.3 HacTtpouka mapwpyTtusartopa

1. [Ona Bxopa B BebG-yTMNMTY HACTpOWKM OTKponTe Beb-Opaysep u BBeguTe IP-agpec no

ymonuaHnuto http://192.168.0.254 B agpecHou cTpoke bpaysepa

BApsc: | httpe/f192.168.0.254/ “ Go

PucyHok 3-19 Bxog B mapLupyTtmsaTop

2. CnycTa HEMHOro BPEMEHMW MOSIBUTCA OKHO perncrpauumn Hanogobue Takoro, KOTOpoe ykasaHo
Ha pucyHke 3-20. Beegute admin B kayecTBe MImeHu nonb3osBatend v Mapons, CTpoYHbIMU

6ykBamu B 0bonx cnydasax. 3atem Haxmnte OK unn Enter Ha knasuatype.

Momuniouenve k 192.168.0.254 ?X]

TP-LINE, Partable Wireless M 3G/45 Router MR30Z0
MoNE30EaTENE: ﬁ adrin W
[aponk: LI
C0¥PaHHTE Naponke
[ ook | [ CITMEHE

PucyHok 3-20 OkHo peructpaumm B Windows
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& lMpumevaHue:

Ecnu okHO perucTpauum He NOSIBNSIETCS, 3TO O3Ha4aeT, 4To Baw Beb-6paysep HacTpoeH B
pexvme npokcu-cepsepa. Ecnun Bel ncnonssyete Internet Explorer 5. n 6, 3aingute B MeHto
CepBuc > CsorictBa obospeBatens > [logknoyeHne > HacTpownka nokanbHOW ceTn u B
nosiBuBLUEMCS OKHe ybepuTe dnaxok ¢ Vcnonb3oBaTtb Npokcu-cepeep, 3aTem HaxmuTe OK

Ona 3aBepLueHud.

3. Bongute B MeHto Ha cTpaHuuy BbicTpas HacTpoWka u HaxvnTe Oanee.

C NOMOWER BEICTHOR HACTROMKW BBl CMOMKETE 3343Tk OCHOBHLIE NAPAMETREI CETH.

1nA NpoaomEeHra HaxMUTe KHOnky fanee |

ANA BEXOLA HAMMWTE KHOMNKY BeiXog, |

[Bewog | [ Hanee |

PucyHok 3-21 bBbicTpas HacTpoika

4. Bbibepute BecnpoBooHOM pexnum 1 Haxmute [danee.

EbicTpas HacTpoKKa - BecnpoBogHOKM peXnm paboThl

BbiGepute pexum padoTbl:

® Touka pocryna

O PertpaHcnAatop

() MocT 1 1otKa gocTyna
O Knuenr

PucyHok 3-22 BbicTpas HacTpoika — becnpoBogHOM pexnv

>  [pu BbIGOpE pexxuma Touka goctyna Bbl nonagéte Ha CTpaHuLy, YKasaHHYH HUKe (CM.
PucyHok 3-23). [laHHbIn pexunm obecnevmBaeT 4OCTyn 6ecrnpoBOAHbIM CTaHLMUAM.
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HacTpoikn pexuma ToMKKM focTyna:

WA DecnpoBoHOI ceTH{SSID): TP-LINK_POCKET_3020_4D55E2

Pervon: Pocoua v

B uenay coBningeHuA JeACTEYIIWETD 3aK0HOAATENECTE, YR IMTECE, UTO CTPAHA BRIBPAHA NPABUNEHO

MPEAYMNPEX NEHUE: o m
HenpaennbHaA HACTROAKS MOHET NOCMHMTE NPMYHHOA BOSHUKHOBEHAA NOME)

Kanam: AETOMATHYECKAA hd

Hactpoika sawmrel:

PeliM 3amTsE Her v

Ecnu Bl OTKNIUATE 2AWMTY, GECNPOEOAHEIR CTAHLAW CMONT NOLKNKUATECA K TOUKS A0CTYNA HE MCNONe2YA WHPPOBaHKME.
HACTOATENEHO PEKOMEHYETCA BBIAPNATE OAKMH W3 CNEAYI0 LMY BAPHAHTOE 33LLMTE

PucyHok 3-23 BbicTpas HacTpoika — Todka goctyna

Uma becnpoBogHon cetu (SSID) — Ykaxnte 3HavyeHne anuHon go 32 CMMBOSOB.
Toxe nvs (SSID) gomkHO ObITb MPUCBOEHO BCceM OeCnpoBOAHbLIM YCTPOMCTBaM B
Bawewn cetn. 3HayeHne SSID no ymonuanuio: TP-LINK_POCKET_xxxxxx (rge
XXXXXX - [ocnegHWe LWecTb YHUKanbHbiXx cumeonoB MAC-agpeca kaxaoro
MaplwpyTtudaTtopa), 4To obecneuymBaeT 3awuMTy Bawen OecnpoBOAHOM ceTu.
HactoarenbHo pekomeHayeTcsa cMeHuTb SSID Ha gpyroe 3HadeHue. [daHHoe
3HayveHne 4YyBCTBUTENBLHO K perncTtpy. Hanpumep, MYSSID n MySsid ssngoTcs
PA3HbBIMW 3HaveHuamn.

PernoH — Beibepute pernoH us BbinagaroLLlero cnmcka. B aTom none ykasaH pervon,
B npegernax koToporo 0yaeTt mcnonb3oBaTbest yHKUMS 6eCnpoBOAHOIO BELLAHUS
TOYKM pocTtyna. Vicnonb3oBaHne OaHHOM QYHKLUMWM B PErMoHax, He YyKas3aHHbIX B
cnmcke, MoXeT BbITb HE3aKOHHbLIM. ECnu BalLen cTpaHbl UNu pernoHa HeT B Crucke,

06paTI/ITer 3a NOMOLbIO B MECTHOE NpaBnUTESIbCTBEHHOE areHTCTBO.

KaHnan - B oatom none ykasbiBaeTcs pabouvas 4yactoTa, kKotopas Oyaer
ncnonb3oBaTbcsa. MeHsiTb kaHan 6ecnpoBOAHOrO NOAKMIOYEHUs] He 0bsi3aTenbHO,
ecnm Tonbko He OyayT oOHapyxeHbl MpobrneMbl C MomMexamu OT ApYyrow
pacnonoXxeHHOW BONM3M Tovkn aocTyna. Npu Beibope aBTO ToYka AOCTyNa BblOepeT

HYXH bl KAHaIT aBTOMaTUYECKMN.

Pexum 3awmTtbl — Bblbepute TN 3awuTbl Bawen 6GecnpoBOOHOW CETMW.
PekomeHnayeTcsa Boiopate WPA/WPA2-Personal, BBeauTe napornb ANs Ballen cetu

B none Maponsb.

Mpu BbIGOPE pexrma PeTpaHcnaTop Bl nonagéte Ha cTpaHuUy, yKasaHHY Hbke (CM.

PucyHok 3-24). B pexume peTpaHcnatopa, Todka AO0CTyna C OTKIHOYEHHOW dhyHKLMENR
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WDS Oyner nepefaBaTb [aHHble Ha COOTBETCTBYHOLLYI KOPHEBYH TOYKY AOCTyma.
dyHKUMA TOYKM OOCTyna BKM4YeHa. becnpoBoaHoi peTpaHcnATop nepenaér curHan
MeXay CTaHUMSIMM U KOPHEBOM TOYKOW [OCTyna Ans  YCUNeHus nepenayqu

GecnpoBogHoro curHana. Ykaxute MAC-agpec KOpHEBOW TOYKM [OCTyna B rone

MAC-agpec.
HacTpoiKka pexuMa peTpaHcnATopa:
HuA yoanénHoii Toukk goctyna (SSID):
MAC-anpec:
HaskMHTE KHONEY TOWCK ANA CKAHWPOEAHWA BRCNPOBOAHE CETER, SATeM BRIBRpUTE Ty CeTh (SS5I0), K KOTOp0A Bel X0THTE NOKNKYKTE A
Pernon: Poccua W
TPEAYIPEK IEHUE: B uensx cafinofenua AeACTEN0WErD 2aKOHOAATENS CTES, Y2 AHTecs, UTA CTRAHA BRIBRAHE NRABMNEHD.
HenpaennbHan HACTRORKS MOMET NOCTAHTE NPHIMHOA BEOIHMEHOBE HUA NOMEX
HacTtpoitka sawure:
Peknm 3amrbE: Her 4
Ecnu Bel 0TkNi04MTE 3a1MTy, fBCNPOEOAHEIE CTAHLMW CMONYT NOAKNIOYATECA K TOUKR JOCTYNE HE MCNone3yA WHhpoBaHue
HACTOATENEHD PEEOMEHAYETCA BRIRATE DAMH M3 CTIEIVI0UMK BAPHEHTOR SALIATE
PucyHok 3-24  BbicTpas HacTpolika — PetpaHcnatop
e Wma ypanéHHom Toukum pgoctyna (SSID) — VYkaxute mMmsa yaanéHHOW TOYKM

poctyna (Takke HasbiBaeTcd SSID), K KOTOPOW Bbl XOTUTE NONYYUTb AOCTYN. Haxas
kHonky Mowuck, Bbl cmoxeTe BblbpaTb HeOOXoAMMOe 3HayeHue M3 MosIBMBLLErocs

cnncka.

e MAC-agpec — Yrkaxute MAC-agpeCc TOuYkM [OCTyna, K KOTOPOM Bbl XOTUTE
nony4nTb goctyn. Ecnm Bbl ncnonb3yete yyHKUMIO NOMCKa ANs 3anofiHEHUS Nons
Uma ypnanéHHon Toukm poctyna (SSID), To aTto none 6yaeT 3anofnHeHo

aBTOMaTU4ECKN.

e Permon - 310 none onpegensieT pabodyld 4YacToTy, koTopas 6yget
ucnonb3oBaTbca. Onsa Gonee noapobHoi MHMOpMauMn cMmoTpuTe pasgen Touka

[ocTyna.

e Pexum 3awmTbl — BeibepuTe TN WndpoBaHUA Ballen KOPHEBOW TOYKN U BBEOUTE

naposib Ana noaKn4yYeHna.
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Mpn BbIGOpe pexxuma MocT n Touka goctyna Bbl nonagéte Ha CTpaHuuy, YKasaHHyH
Hwke (cMm. PucyHok 3-25). B 3aToM pexumme ycTaHaBnNMBaAETCS MOCT MeXAy TOYKON
poctyna n 4 (He Gonee) Toukamu [OCTyna, paboTalWMMM B peXMMe MOCTa, Ans

CcoeNHEeHuA OByx unn Oonee NPOBOAHbIX JTOKarbHbIX ceTen.

HacTtpoiika pexuma MocT ¢ TouKo#H focTyna:

HHA GecnposoaHoi ceTn(SSID): TP-LINK_POCKET_3020_405982

Peruon: Poccua b

B uensi cofningeHua AeRCTEYI0LErD 33K0H04aTeNkECTea, ¥ MTECE, 4TD CTRAHA BLIBPaHA NDABHNEHD

NMPEDYTNPEXK QEHHE: 5 A
HenpagankHan HAcTPOAKa MOXKET NOCTXKNTE NPWHMHOA BOSHUKHOEEHHA NOMEX.

Kanan: B v

B00aBHTL VAANEHHYIO TOUKY QOCTYNA:
MAC-appec yaanéHHoii To4kn noctyna 1:
MAC-appec yoanéHHoii rouks goctyna 2:
MAC-appec yaanéHHoii To4kH focTyna 3:

MAC-appec yoanéHHoii rouks goctyna 4:

Urofikl yETAHOBMTE COBAMHEHME THNE MOCT, NOBERETE, 4T0fk!
BrvckaRlan TouKa J0CTYNE MCNONB308ANE Ty KE YaACTOTY M DEKMM ZALATEL

Hactpoika sawmrsi:

Peum 3apibi: Her v

ECnM Bkl OTEMIOUMTE 33 WHTY, BECNR0B0AHEIE CTAHLMM CMONYT NOAKNIOYATECA K TOUKE AOCTYNA HE MENONB3YA WHHIP0BaHME
HACTOATENEHO PEKOMEHAYETEA BRIBPATE OWH M3 CHELYI0 LN B3 IMAHTOR 3ALIATE

PucyHok 3-25 bBbicTpas HacTponka — MocT 1 Todka goctyna

e Wwmsa 6ecnpoBoaHon cetn (SSID) — YkaxnTte 3HauyeHue gnvHon o 32 CUMBOJIOB.

[nsa 6onee nogpobHon nHdopmauum cmoTpuTe pasgen Todvka gocTyna.

e PermoH - O3T10 none onpegenser paboyyww 4acToTy, koTopaa ©OygeT
ncrnionb3oBartbed. [na 6onee nogpobHOM MHOpMaUun cMoTpute pasgen Touka

pgocTyna.

e Kanan — 370 none onpegensieT paboyyto 4acToTy, koTopasi 6yAeT UCMOoNb30BaTLCS.

[na 6onee nogpobHon nHdopmauum cmoTpuTte pasgen Touka goctyna.

e [lo6aBuTb yaanéHHyro TOUYKY gocTtyna — HaxxmuTe kHonky Mouck (Survey), 4TobbI

3anonHuTb none MAC-agpec yananéHHON TOYKM AocTyna.

e MAC-agpec yaanéHHon Touyku poctyna (1-4) — Ykaxute MAC-agpec TOuKM

AocTtyna, K KOTOpOVI Bbl XOTUTE NOJTy4NUTb OOCTYN.

e Pexunm zawmtbl — Bbibepute TMN WngpoBaHua Ang NOAKNIOYEHUS K yOanéHHON

TOYKEe B pexnme Mocr.

Mpn BbIGOpe pexnma KnueHT Bbl nonagé€te Ha CTpaHuly, YKa3aHHyl Hwxe (CM.
PucyHok 3-26). B atom pexmume mapLupytmusaTop paboTtaeTt kak GecnpoBogHasi ceteBas

KapTa Ans noAaknoYeHusa K 6ecnpoBoaHON ceTu.
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Hactpoiika pexuma knueHTa:

Wua GecnposoaHoit cetn(SSID):

Hasmute KHONKY MNOHCK 4NA CHAHHPOEaHMA BecnpoB0gHE CaTed, 2aTem exBepuTe Ty coTe (SSI0), ¢ KOTOROM Bll XOTUTE NOSKMINYHTLCA

Hactpoika sawmTel:

PeHM JaMTLI: Her -

Ecnu Bel OTEIMMTE 33WMTY, BECIN0B0AHEIE CTAHLMM CMONT NOAEMIDYATECA K TOKE JOCTYNE He HCNONb3YA WHHp0saHHe
HaCTOATENEHD PEKOMEHIYETEA BEITRATE DAMH W3 CTISIMIOUMY BARMAHTOR JAWNTEL

PucyHok 3-26  BbicTpas HacTponka — KnveHT

Uma ypnanéHHon Touku poctyna (SSID) — VYkaxute vMs yaanéHHOM TOYKM
poctyna (Takke HasbiBaeTcd SSID), K KOTOPOW Bbl XOTUTE NONYYUTb AOCTyn. Haxas
kHonKy MNMouck, Bl cMOXeTe BblIbpaTb HEOOXOAMMOE 3HayYeHVe M3 MOSIBMBLLErocH

crnmncka.

Hactponka 3awmTtbl - Beibepute Tun wndpoBaHns Balle KOPHEBOW TOYKU U

BBEAMTE Mapornb AN NOAKNYEHUs.
WEP
Tun — MoxHo BbIGpaTh OAMH U3 criedyoLWmnx TUMNOB:

o ABTOMaTM4yeckm — ABTOMatu4eckM BblOMpaeTCca OAMH M3 BapWaHTOB
ayTeHTMdUKaumm: O6wmn kno4 unm OTKpbITaa cuctemMa B 3aBMCMMOCTU OT

BO3MOXHOCTEN 1 3anpoca 6ecnpoBogHON CTaHLUW.

o OTKprTaH cucrtema — V|CI'IOJ'Ib3yeTCF| ayTeHTI/I(bVIKaLI,VIFI Ha OCHOBeE OTKprTOIZ

cuctembl 802.11.

o O6wwun kny — Mcnonb3yeTtcst ayteHTUmKaumss Ha ocHoBe OOLlero krnoya
802.11.

®opmar knoya WEP — MoxHo Bbibpate ASCIl unu wecTHaguaTepu4HbIN
dopmat. dopmatr ASCIl nogxoaut nog nwobyto  KOMOMHALMIO  CUMMBOJIOB
KnaBmaTtypbl B paMkax 3agaHHon anuHel. LlecTHaguaTepuyHbin hopmat nogxoant
ans nodor KombnHauuun WwecTHaguarepuyHbix cumeonoB (0-9, a-f, A-F) B pamkax

3aaHHOW ANWHbI.

MapameTpbl knoya WEP — BbibepuTe, KOTOpbIN M3 4YeTbIPEX Knoven Oypet
ncnonb3oBaH 1 BBeANTE COOTBETCTBYIOLMNE AaHHble kntoya WEP gns Bawen cetn
B Mofe BbIOpaHHOro Knto4va HanpoTUB PagvoKHOMNKWU. [laHHble 3Ha4YeHWs OO0IMKHbI

coBnagatb y Bcex 6ecnpoBoaHbIX CTaHuun Bawen cetu.
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Twvn knoyva — Bbl moxeTe BblOpaTb anuny kntova WEP (64-6uTHbIN, 128-0MTHBLIN
unn 152-6UTHBbIM) onsa wudgpoBaHmsa. OTKNOYEHO O03Ha4aeT, YTO BBOA Kioya

WEP HeBO3MOXeH.

Ona 64-6utHoro wndpoBaHua — Bbl moxeTe BBectu 10 LwwecTHagLaTepUYHbIX
cumBonoB (nobas kombuHaums 0-9, a-f, A-F, Hynesown ko4 HegonycTum) mnn 5

cumBonoB B kognpoke ASCII.

ansa 128-6utHoro wungpoBaHa — Bbl MOxeTe BBECTU 26 LwecTHaguaTepuyHbIX
cumBornoB (nbas kombuHaumsa 0-9, a-f, A-F, HyneBon knoy Hegonyctum) nnu 13

cumBornoB B koamposke ASCII.

Ons 152-6utHoro wndgpoBaHus — Bbl MoxeTe BBeCcTM 32 LieCTHaguaTepuyHbIX
cumBornoB (nobas kombuHaumsa 0-9, a-f, A-F, HyneBon knoy Hegonyctum) nnm 16

cumBonoB B koamposke ASCII.
e WPA/WPA2-Personal
Bepcus — Bbl MoxeTe BbiOpaTh OOHY 13 CReayoLmMX BEPCUA:

o ABTOMatMyeckm — ABTOMATMYeCkM BbIOMpaeTcs OOWH W3 BapwaHTOB
ayteHTudpukaumm: WPA-Personal nnn WPA2-Personal B 3aBucumoctn oT

BO3MOXHOCTeM 1 3anpoca 6ecrnpoBogHON CTaHLMM.
o WPA-Personal — lNaponb PSK (coBmecTHO ucnonb3yemsbin kntod) WPA.
o WPA2-Personal — Naponb PSK (coBmecTHO ncnonbsyembli kiod) WPA2.
LndpoBaHue — Buibepute ABTOoOMaTnueckun, TKIP nnn AES.

Maponb — MoxHo BBecTu cumsonbl popmaTta ASCII nnn B wecTHagUuaTepuyHOM
dopmate. [OnunHa gomkHa ObiTb OoT 8 o 64 cumBonoB B crydae Bbibopa
wecTHaguaTepuyHoro cdopmaTta U oT 8 go 63 cuMmBONoOB B criydyae Bblibopa
dopmata ASCII.

Mepnon obOHOBNeHus rpynnoBoro knw4a — 3agjanTe B CeKyHOax WHTepBan
0oBHOoBMEHUA rpynnbl Knoyen. 3HavyeHne ormkHoO paBHAaTbes 0 unu 30, nnbo Bbilwe.

Beegute 0 ansg oTknoYeHns 0OHOBNEHUS.

5. Haxwmute Oanee v Bbl nonagéte Ha cneayowyto ctpaHuuy (cMm. PUCYHOK 3-27). HakmuTe

Mepesarpy3uTb Ans nepesarpysky MapLupyTM3aTopa U BCTYMNSIEHUS HACTPOEK B CUMY.
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BbicTpan HacTpoiiKa - 3aBepLIeHne

YeTpoAcTBO NogknioYeHo K MHTepHeT! JeTanbHble HACTPONKM HAXOOATCA B
COOTEETCTEBYHLWWX pasgenax.
areHeHne pexnma padoTel nopTa ethernet mesxay LAMN 1 WAN NpoUcxognT TONBKS NOCNE NERE3ArRYIKN YCTROACTES.

[ Hasan | [Nepesarpysuty

PucyHok 3-27 bBbicTpas HacTporka — 3aBepLueHue

& lMpumeyaHue:

lMocne nepesarpyskn W3MeHUTE HACTPOWKM napameTpoB npotokona TCP/IP komnbioTepa
cnegytowmum obpasom: NMonyuntsb IP-agpec aBTomaTtnyecku n Nonyunts agpec DNS-cepBepa

aBTOMaTM4ecKu B cOoTBETCTBMM C pasgenom 3.3.1 Hactponka [1K, nocne 4ero nogkno4mTech K

CeTM 3aHOBO B cOOTBETCTBUM cO pasgenom 3.3.2 [logknwdeHve kK cetu. Ecnnm 3awwmta
66CI'IpOBO,EI,HOFO pexnma BKIKOYeHa, And yCI'IeLIJHOFO 3aBepLlieHna NnoaKNnK4yeHuda Bam

HeobxoanmMo BBECTW co3daHHbI Bamn naponb.
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maBa4. HacTtpouka MapLupyTusaTopa -

3G/4G-mapLlupyTusartop

B aton rnase paccKka3bliBaeTcA 060 Bcex (byHKLI,VIFIX Be6-yTI/IJ'II/ITbI n cnocobax HaCTp017IKI/I pexnma

3G/4G-mapLupyTmsaTop.

4.1 Bxop B cuctemy

Mocne ycnewHoro Bxoga B MapLiupyTn3aTtop B neBow 4YacTu Be6-yTVIJ'IVITbI Bbl yBUOUTE NATHaAUaTb

OCHOBHbIX MeHI0. B npaBoi yacTu cogepxartca cnpaBovHas MHoOpMaLMa U UHCTPYKLMK.

CocroAHne

BLICTpaA HACTPOMKA
WPS

Cetb

becnpoBOgHON pEXUM
DHCP
lMNMepeanpecaumn

be3zonacHocTL

PogmnrensckMid KOHTponh

HoHTpons aocyna

PacumpeHHLIe HACTPORKA MAPLWPYTHIALMKA
KoHTponks NpomyckHol cnocobHoCTH
INMpueAaka IP- » MAC-anpecor
JuHasuyecknii DNS

CHCTeMHEIE MHCTPYMEHTLI

Hwxe npueoautcs nogpobHas nHpopmaums no BCEM OCHOBHBIM (PYHKLMSIM BEG-YTUNUTDI.

4.2 CocTtosiHue

B okHe CoctosiHue COOEPXNTCA TeKyllad MH(bOpMaLlVIFI no MapLlpyTn3artopy. HaHHas

Mchopmau,vm OOCTYyMNHa TOJIbKO ANA YTeHUA.
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MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

BepcuAa BcipoeHHoro MoO:

Bepcua ycipoiiciea:

2.159.2 Build 130411 Rel.37744n
MR3020+1 00000000

LAN

MAC-anpec:
IP-appec:

Macka nogcern:

F8-14-67-4D-59-B2
192168.0.254
255.255.255.0

BecnpoBoAHOW peXuMm

BecnpoBoaHoe BeWaHne:

LnprHa KaHana:
MAC-anpec:

Cocroanne WDS:

Brrw4eHn

WuA (SSID): TP-LINK_POCKET_3020_4D5982
Kanan: ABTO (TEEYWMA KaHaN &)
Pewum: 1100n CMEWSHHEIR

ABTOMATHYECKN
F8-14-67-4D-59-B2

OTENIOHEHD

BpeMA B ceTH:

3GIAG
3G/4G USB-mopen: He nogknwoJyeH.
YpoBeHb CHrHana: 0%
IP-appec: 0.0.0.0
Macka nogcerti: 0.0.0.0
OCHOBHOI WN3: 0.0.0.0
DNS-cepeep: 0.0.0.0,0000

0 gHed 00:00:00

CTtaTucTuka Tpaduka

Mony4eHo OTtnpaeneHo
Baiit: 0 o
Makertor: 0 0

BpemAa padoTbl:

0 gHeR 00:01:14

OBHOBWTE

PykoBoacTBO nonb3oBaTtens

Puc. 4-1 OkHO cocTosiHMS MapLupyTu3aTopa

4.3 BbicTpasa HacTpouka

Cwmotpum Mmaa 3 PykoBOACTBO NO ObICTPON HACTPOMKE.

4.4 WPS

B sTom pasgene cogepxkartcs ykasaHus, Kak gobaBuTb HOBOe OecnpoBOOHOE YCTPOWCTBO K
cyllecTBytoLen cetu ¢ nomowbio WPS.

a). Bblbpae pasgen WPS, Bbl okaxeTecb B criegytoiem okHe (Puc. 4-2).
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WPS CocToAHme: Brnwoueno | OTRNOHMKMTE WPS

Texyupii PIN-kog: 36310999 [ BoccTanoemTe PIN-koa | [ CosnaTh HOBRIA PIN-kaa
[] OTeniounTe BE0A PIN-KOAa LaHHOTO VeTROACTES

Nob HOBOE YCTPOil : [oBaEMTE YCTPOMCTED

M2MEHEHHEIR HACTROMKM GECNPOBOAHOTD PEXMMA BY0YT HCNONEZ0BATECA TONEKD NOCNE NEPESATPYIKM TOYKM SOCTYNSHAXMMUTE SAECEANA NENEZANYIKM.

Puc. 4-2 WPS
> WPS CocTtosiHue — 30eCb Bbl MOXETE BKIMIOYMTb UNN BbIKITOUNTE doyHKUmno WPS.

> Tekywmn PIN-kop — 3gecb oTobpaxaercs Tekywee 3HadeHue PIN-koga. 3HadeHue no

YMOMNYaHUIO MOXXHO HaWTK Ha HaKNenke Ha HWKHe naHenu mapLpyTtusaropa.

> BoccraHoButb PIN-kog — BoccrtaHoeneHue 3HadeHus PIN-koga wmaplipytmusaTtopa,
3aaHHOro No YMOSTHaHMIo.

» Cospatb HoBbIM PIN-kog - Haxmute [aHHYy0 KHOMKY AONs MNOMyvYeHust CryvanHoro
3HavyeHns PIN-koga gns Bawero maplupytmusaTtopa. CosgaHMe M ucnonb3oBaHWE HOBOrO

PIN-kona noBbllaeT 6e3o0nacHOCTb BaLLEN CETH.

> [ob6aBneHne HOBOro ycTtpoucTBa — HaxmuTe OaHHyK KHOMKY, 4ToObl [0OaBUTL HOBOE

YCTPOWCTBO K CYLLECTBYIOLLIEN CETU BPYUHYIO.

b). UYTtobbl gO6aBUTL HOBOE YCTPOWCTBO:

Ecnn GecnposogHon apantep noggepxmBaeT Hactpowka 3sawwmwénHoro Wi-Fi (WPS), Bbl
MOXeTe YCTaHOBWUTb 6ecnpoBogHOe MogknveHne Mexay O6ecrnpoBogHbIM aganTepoM U
MapLipyTusatopoMm Haxatmem kHomkn — Push Button Configuration (PBC) vnn npu nomouim
PIN-koga.

& lMpumevaHue:

Ytobbl co3gaTb ycnelwHoe nogkrnodeHne ¢ nomolbto WPS, Bam Takke npngé€rcs npom3BecTu
COOTBETCTBYHOLME HACTPOMKN HOBOro ycTponcTea ana WPS.

. HacTtpomnka HaxaTuem KHOMKM

Ecnn 6ecnpoBogHon agantep nogaepxmeaet pyHkunio WPS (Hactporika 3awmwénHoro Wi-Fi) n
HacCTPOVKy C MOMOLLbIO HaxaTusl KHomku, Bbl moxeTe goGaBuTb ero B CETb CrieaylowyMu

cnocobamu.

Cnoco6 Homep oauH:
War 1: Haxmute kHonky WPS/RESET Ha nepegHen naHenu mapLupytmsartopa v yaepxusante

€€ HaxxaTon He bGonee 5 cekyHa.
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7 )

\a )

==

War 2: Haxmute kHonky WPS aganTtepa n yoep>xuBante €€ HaxxaTon oT 2 40 3 CeKyHa,.

War 3: TlNogoxauTe, NoKa He MOsIBUTCA yKa3aHHOe Huxke okHo. Haxxmute OK ansa 3aBeplueHus

HacTponkn WPS.

Hactpoiika GecnpoeogHoi ceti

Megknwouerne k cetn no WPS yenewHo
BeINOMHEHD!

OkHo HacTporikn WPS 6ecnpoBogHoro agantepa
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Cnocob6 Homep AaBa:

War 1: Haxmute kHonky WPS/RESET Ha nepegHen naHenu mapLupyTtu3atopa v yoepxvsante

eé HaxaTol He bonee 5 cekyHn.

7 3

-
L

=

War 2: [Ons HacTpoviku GecnpoBogHoro agantepa Bbloepute HaxkaTb KHOMKY Ha MoeW Touke

pocTtyna/maplpyTtusatope B ytunute Hactporkun WPS kak nokasaHo Hwke, 3aTem
HaxmuTe MoaKnYUTL.

TP-LINK
The Reliable Choice
P e (N = ?)
= E b - e -
CocToAHwe WPS Cetb Mpodune  [ononHUTENBHO

[ aHHoe NpUNoeHea NOMOXET BaM BEINONHWTE HEIE!Tle?IKBuI EECI’IDDEID,EI,HDH
G! ; lxim cetn

BriBepute cnocol NoAKNKYEHNA K CETH:

@) Haartk kHonky Ha Moell Touke 4ocTynalMaplupyTnaatepe.
(2 Beacti PIN moeil Toukn focTyna/MaplupyTnaatopa

() Beecti PIN ycTpoiicTea Ha MOeil TOUKe 40CTyna/MapLpyTnaarope

TMomKNHUUTE

OxkHo HacTpovikn WPS GecnpoBoaHOro agantepa

War 3: lMogoxaute, Noka He NOSABUTCH yYKaszaHHoe Hwxe okHo. Haxmute OK ans 3aseplueHns
HacTporkn WPS.
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Hactpoiika GecnpoBogHoR ceTh

Mogkniodenne k cetn no WPS yenewHo
BhINOMNHEHO!

OkHo HacTporkn WPS B6ecnpoBogHoro agantepa
Cnocob6 Homep Tpu:

War 1: CoctossHme WPS pormkHo ObiTb BKnroveHo, He meHsnTe ero, Haxmute [JobaBuTb

ycTpomncTBo (cM. Puc. 4-2), nocne 4ero Bbl yBuante cnegyoLlyo CTpaHuLly.

fAo6aBnTb HOBOE YCTPOWCTEO

& BeeguTe PIN-KO4 HOBOMD YCTPOMCTEE.

(& HEHMWTE KHOMKY HOBOTD YCTROMCTEA B TEMEHWME 2 MUHYT.

PucyHok 4-3 [Jo6aBuTL HOBOE YCTPONCTBO

War 2: BblbepnTe Haxxmute KHOMKY HOBOrO YCTPOMCTBA B TeYeHUE 2 MUHYT U HaXMUTE

MNopknounThb.

War 3: Haxmute kHonky WPS aganTtepa v yaepxusante €€ HaxxaTon oT 2 40 3 CEKyHa,.
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War 4: TlogoxguTe, Noka He NOSIBUTCA yKasaHHOE Huxe okHO. Haxxmute OK ans 3aBeplueHust

HacTponkn WPS.

HacTtpoika GecnpoBogHoi ceTh

Mogkniodenne k cetn no WPS yenewHo
BhINOMNHEHO!

OkHo HacTporkn WPS B6ecnpoBogHoro agantepa
ll. C nomouwbto BBoaa PIN-koaa

Ecrnn HoBoe ycTponctso nogaepxusaet dyHkumio WPS (Hactpownka sawmwénHoro Wi-Fi) n
ayTeHTMduKaumio ¢ nomouwbtlo PIN-koa, Bel moxere gobaButb ero B ceTb, BBeass PIN-kog,

cnegyoLwmmmn cnocobamu.
Cnoco6 Homep oauH: Beectn PIN-kog ¢ mapLupyTtmsaTtopa

War 1: CoctosHne WPS pomkHO ObiTb BKIHOYEHO, He MeHsNTe ero, HaXMWUTE KHOMKY

HdobaBuTtb ycTporcTBO (CM. Puc. 4-2), nocne yero Bbl yBuante cneaytoLyio CTpaHuLy.

No6aBUTb HOBOE YCTPOWCTBO

@ BeepwTe PIN-K0A HOBOMD YCTPONCTEA.

() HaKmMUTE KHOMKY HOBOMO YCTPONCTES B TEHEHME 2 MUHYT.

LWar 2: Bblbepute BBeguTte PIN-koa HoBoro yctponcTtea 1 Beegute PIN-koa 6ecnpoBogHoro
agjantepa B none PIN kak ykasaHO Ha pWCYyHKe Bblle, MOCAe Yero Haxmute
MoaknounTb.

& lMpumevaHue:

PIN-kog aganTtepa Bcerga otobpaxaetcsi B okHe HacTpovikn WPS

War 3: [Ona HacTpomnkn BecnposogHoro agantepa Boidbepute BBectn PIN-kog Ha moen Touke
JocTyna unu mapwpyTtusartope B yTunuTe HacTponku WPS kak nokasaHo Huxe, 3aTeM

HaxxmuTe MogKNYUTD.
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TP-LINK

The Reliable Choice

2 © L

COCTORHWE WPS Cemb MpodMnb  fononHuTensHo

w AaHHOE NPUNOXEHNE NOMOXET BAM BLINOMNHWTE HACTPOIKY GecnpoBoaHoi
camH

Bribepute cnocoll NOgKNHYEHNA K CETH:
(0 HaaTe KHOMKY HA MO TOUKE LOCTYNa/MapLIpyTHaaTepe
(2 Beecti PIN mogii Touky 4ocTynalmaplpyTiaaropa.

@ Beectn PIN ycTpoiicTea Ha mMoei Touke J0CTyna/MapllpyTHaarope.

PIN: | 43990757 )

MoaKno4YMTL

OxkHo HacTpovikn WPS GecnpoBogHOro aganrtepa
& lMpumevaHue:
B naHHom cnyyae PIN-kog agantepa no ymonyanumio: 43990757 (CM. pUCYHOK BbILLIE).
Cnoco6 Homep aBa: Beectu PIN-kog ¢ maplupytmsatopa
War 1: Bosbmute Tekywmin PIN-kog maplipytmsaTtopa (cm. Puc. 4-2), Kaxabld MapLupyTusaTop
nmeetr cBon YyHukanbHbin PIN-kog. Bosbmém, gns npumepa, PIN-kog gaHHoro

MaplpyTtusartopa: 13492564.

War 2: Ona HacTponkn 6GecnpoBogHoro apgantepa Bbibepute BBectn PIN mMoen TOukM

gocTyna/mapwpyTtusaTtopa B yTUnuTe HacTtpoiku WPS kak nokasaHo Huxe 1 BBeauTe

PIN-kog mapwpyTtusatopa B none PIN. Haxmute MogknounTb.

TP-LINK

The Reliable Choice

B 5 © T

CocTosHue WPS Cems Mpo®une  NononHuTenbHo Soft AP

L LaHHODE NpUnomeHne NOMOXET BaM ELINONHWTE HacTpoilky BecnpoeogHoi
catH

Bribepute cnocol nogknwoJueHna k ceTi:

() HaaTtb kHOMKY Ha MOeil Touke A4 ocTyna/mMapllpyTaatope

@ Beectn PIN moei Touki goctyna/maplpytnaaropa.

PINC 13492564

() Beectn PIN ycTpoiicTBa HA MOeil ToUKe 4oCTyNa/MapLupyTHIaTope.

MogKniounTs

OxkHo HacTpoikn WPS GecnpoBoaHoro agantepa
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& lMpumevaHue:

PIN-kog mapLupyTMsaTopa no yMOMYaHUIO MOXHO HaWTU Ha PacrofioKeHHOW Ha HEM Haknewnke
unu B okHe Hactporiku WPS (cm. Puc. 4-2).

c). [llocne TOro Kak yCTPOMCTBO OygeT YCMewHO MNoAKN4YeHo K ceTu, Bbl nonagéte Ha

CreayoLLyo CTpaHuLy.

HobaeneHne HOBOro YCTPOWCTBA

() BeeguTe PIN-Kog HOBOTO yCTROACTEE.

PiM-kon; |

(¥) HaxaTe KHOMKY HOBOMD YCTPOACTER B NPELEenax OBy MUHYT.

CoepuHEHHE Npowne yenewHo!

[ Hasaa || OoGasuTs

& lMpumeyaHue:

1) Ecnu ycTponcTBo 6bIN0 ycnelwHo obaBneHo B CETb, CBETOAMOAHbIA UHONKATOP COCTOSIHUS
MapLupyTusartopa OyaeT ropeTb NOCTOAHHO.

2) @yHkuna WPS He MOXeT ObITb HacTpoeHa, ecrivm OTKIoYeHa (yHKuMsi GecrnpoBogHON
nepegayun gaHHbIX MapLupyTusaTtopa. [NpoBepbTe, 4TOObLI YHKLMA GECNPOBOAHON Nepenayn
OaHHbIX MapLUpyTu3aTopa Obifia BKMYeHa 4o Hadana npouecca Hactponkn WPS.

4.5 CeTb

Ceth

- Doctym K MHTEpHET
- 3GMG

-WAN

- Knonwporanne MAC-anpeca
-LAN

Puc. 4-4 Menio CeTb

MeHio CeTb cogepxuT natb pasgenoB (cMm. Puc. 4-4): fNoctyn k UHTepHeT, 3G/4G, WAN,
KnoHnpoBanune MAC-agpeca u LAN. 3angs B oauH K3 3TUX pas3genoB MEHH MOXHO
HacTpanBaTb COOTBETCTBYHOLINE DYHKLNN.

4.51 [Joctyn Kk UHTepHeT

3anianMTe B MeHo Ha cTpaHuly Cetb — [locTyn K MHTepHeT Ans HacTPOWKU pexuma ocTyna
(cM. PucyHok Hmke). MapwpyTusatop MOXeT paboTaTb, UCMONb3ys MOAKIYEHNE Yepe3 MopT
WAN wunn 3G/4G USB-mogem, v nogaepxvBaeT YHKUMIO pes3epBMpOBaHMS KaHana u
aBToMaTudeckoro nepekntoydeHnss Ha 3G/4G-nogknoyeHne, ecnu MNpoBOOHOE NOOKMAYEHUE

yepes nopT WAN cTaHOBUTCS HEBO3MOXHbIM.
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>

MapWRYTHIATOR NREANATAET BLIGRATE OHH U3 CRIEAYIOLIMK DEXHMOR NOAKNINEHHA K MHTEpHET:
(& Tonbko 3G/A4G - Mtnonk30neats TONLKD 3G/4G-noaknioueHHe AnA 4ocTyna k WnTepHet. (MopT Ethemet (pazbém RJ48) paBotaet kak not LAN)
Ol'lpe,u,no-mnenbuo 3G/MG - Venonezoeate 3G/M4G KaK 0CHOEHOR NOAKNKOYEHME, 8 TUN NOAKTOYEHNA YWAN B KauecTee pezepeHoro. (MopT Ethernet (pazkém RJ45) pabotaeT kak nopT WAN)

) Mp ‘WAN - Mcnal THN NOGENIRYEHKA WAN B KaYECTEE OCHOBHOMD, 3 3G/A4G B KaWerTEE Pe3epBHor nogeniodeHkA. (Mopt Ethernet (pazwEm RJ45) pafioTaeT kak nopT WA

() Tonbko WAN - 1cnons308aTe TOMNBED VWAN NOAKMNOUEHKE K PIHTEpHET. (TopT Ethernet (pase&m RJ45] paboTaet kak nopt WAN)

COxpaHuTL

PucyHok 4-5 [octyn kK UHTepHeT

Tonbko 3G/4G
B atom pexume maplupytmusatop 6ygeT nbitTaTbCa YyCTaHOBUTL Tonbko 3G/4G nogkniodeHme.

MopgkntoveHne WAN HEBO3MOXHO.

MpeanouytutennHo 3G/4G

B oaTtom pexume wmapwpyTtusatop 6ymetr yctaHaBnueatb 3G/4G  nopgknoyeHne B
npuoputeTHoM nopsake. Ecnu nogknoyeHne no cetn 3G/4G yctaHOBUTH He yaaéTcs, a
NPOBOAHOE MOAKMOYEHNEe OOCTYMHO UMK, ecnn HeT nogkntodéHHoro 3G/4G USB-mopema,
MapLlpyTU3aTop YCTAHOBWUT NPOBOAHOE MoAKMyeHne. Ecnv mapupyTtusaTop ycnewHo
yctaHaBnuBaeT 3G/4G  nogkntoveHMe, TO yCTaHOBKA MPOBOOHOMO  MOAKMNIOYEHMS

npekpawiaeTcs n MapLpyTmM3aTop cpasy nepekrnovaeTcsa Ha paboTy B cetn 3G/4G.

MpeanoytutensHo WAN

B aTtom pexume wmapwpyTusatop OyaeT ycTaHaBnuBaTb MNPOBOAHOE MOAKIIOYEHNE B
npuopuTeTHOM nopsiake. Ecnn npoBogHOE NogkrtoyeHne ycTaHoBUTbL He yaaéTtcs, a 3G/4G
noaknio4eHne AoCTyNnHO, MapLpyTusaTop 6yaet noitatbca yctaHoButb 3G/4G nogknioyeHme.
Ecnu mapupyTmMsaTop YCNewHO YCTaHOBMIT NPOBOAHOE MOAKMYEeHMe, TO OH MpeKkpaTut
nonbITky yctaHoBneHus 3G/4G MOLKIIOYEHUA U NEPEKITIYUTCS 00paTHO Ha MOLKIHOYEHUS
WAN.

Tonbko WAN
B atom pexume wmaplpytmnsatop OygeT nbiTaTbCA YCTAHOBUTb TONbKO MNPOBOAHOE

nogkntodeHue. 3G/4G noaxkntoyeHne HEBO3MOXHO.

Haxmunte KHOMKY Coxpal-wm:. Ona coxpaHeHna HaCTpOeK.

& lMpumeyaHume:

1) B pexumax MNMpegnoututensHo 3G/4G v MpegnodtntensHo WAN dyHKLMA aBTOMaTUYECKOro

nepekntoyeHns/pe3epBupoBaHns kaHana paboTaeT Tonbko npu nogknoveHun 3G/4G un

PPPoE/OnHamnyeckni IP-agpec/Ctatudecknn IP-agpec.

PyHKUMSA aBTOMATMYECKOro NEPEKIoYeHNs/pe3epBUpOBaHns KaHarna npy NogKnoYeHnm
3G/4G v nogknoveHumn ¢ nomoLbto kabensa BigPond/PPTP/L2TP 6yaet goctynHa B
onvxanwem bygywiem. MNoceTnte HaWw CanT K 3arpy3nTe NOCregHIO BEPCUI0 BCTPOEHHOTO

MO:http://www.tp-linkru.com/support/download.asp
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3) B pexumax [MMpegnouytutenbHo 3G/4G u [MpeanoytutensHo WAN wmapwpyTtusaTop
yCTaHaBnuBaeT MoAKM4YeHne, cbpacbiBaeT ero M nepeknioyaeT Tekyllee MoakmnoyeHne
aBTomaTudeckn. KHonka [logkntountecsa/OTknounts (3G/4G, PPPoE, PPTP, L2TP) He

NCronb3yeTcsl, a HEKOTOPbIE MPOYME NapamMeTpbl HE MOrYT ObiTb HACTPOEHbI BPYYHYHO.
452 3G/AG

3anianTte B MeHo Ha cTpaHuuy Cetb — 3G/4G anga Hactpomnkn cpyHkummn 3G/4G (cm. PucyHok
Hwke). [Ona wcnonb3oBaHns dyHkuun 3G/4G npexae BCero HeobxoguMo MOAKIHYUTb
USB-mogem B nopt USB wmapuwpyTtusatopa. MaplpyTtnsatop yxe COLEPXUT [OCTaTOMHO
uHpopmauun o 3G/4G USB-mogeme. [MapameTtpol USB-mogema OyayT HacTpOEHBbI
aBTOMaTM4yecku, ecnv KapTa noaaepXuBaeTcs MaplipyTusaTopoMm. Bosbmém ans npumepa
mogens MA180. Ecnm nogkniouéHHbin USB-mogem noggepxmBaeTcsi MapLupyTM3aTopoMm, B
ctpoke 3G/4G USB-mogem otobpasutcs coctosiHne OnpepenéH (cm. PucyHok 4-6). NHave
Oyoetr nokasaHo coobueHne “HensBecTHbil MopgeM”. OOHOBMEHHLI CMNUCOK COBMECTUMBIX

USB-mMoaemMoB MOXHO HaWTK Ha Hawlem canTe: http://www.tp-linkru.com.

&= lpumeuaHue:

Mpn wucnonb3oBaHun pexuma nogknodeHns Kk UHtepHet “Tonbko WAN” HacTporiku 3G/4G
HeJOCTYMHbI. Onsa MCMNOoNb30BaHUSA 3G/4G-nopknoyeHns Heobxoanumo U3MEHUTb
COOTBETCTBYHOLLMM 00pa3oM AocTyn K VMIHTEpHET B COOTBETCTBUM C yKasaHWsiMM pasgena 4.5.1

Hoctyn K HTEpHET.

3G/4G USB-mogen: Onpepened
Ecnun Baw perdoH U NocTaswme FIHTepHET-YCNyr He YKa3aHkl B CNWcke, Homep Habopal/APMN No yMONYaHWK YCTapEeBIWWME MW BaW
NOCTABWNK IHTEPHET-YCryr TpeGyeT BEBECT WMA NONL30BATENA W NAPONk, HAXMUTE [JONONHATENbHEIE HACTPORKN ANA TOT0, YTOGLI YKA3ATE WX EDYUHYIO
Pernon: Poccua v
MocTaewmrk ycnyr mobuneHoro HHTepHeT: Mera®oH hd
PeXHM NogKNHYeHHA; MogkniynTe No TpedoBaHMD
@ MogKnounTE 3BTOMATHUECKK
MogKNoUMTE BRYYHYID
MakcumManksHoe BpeMA NPOCTOA: MWHYT (0 03HAYAET, YTO NOGKMKOYEHWE GYOeT aKTWEHEIM NOCTOAHHO)
Tun ayTeHTHdhHaKLMK: @ ABTo FPAP CHAP
OTKNOYUTE Onpegenen
| [ONONHUTENbHbIE HACTPOIKM | [ Coxparuts | [ HacTpoiiku mogema

PucyHok 4-6 - 3G/4G
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> PernoH — Buibepute pernoH, rae Bbl ucnonb3yete kapty 3G/4G.

> [MocTtaBwMK ycnyr mo6unsHoro UHTepHeT — BbiGepuTe noctaswimka WHTepHeT-ycnyr,

KoToporo Bbl ucnonb3yeTe Ansa 3G/4G noaknioyeHus. MaplupyTnsaTtop nokaxeT Homep

Habopa, APN ykasaHHOro nocrasLumka MHTEpHET-yCnyr.

Onsa npocmoTpa U WU3MEHEeHUA HaCTpoeK MNOAKIMHYEeHUA K MOCTaBLUUKY YyCnyr MOOuMbHOro

MHTepHeT HaxxMuTe KHOMKY [lononHUTenbHbIe HacTPOWUKM (puc. 4-7).

Pernon:

MocraBwyk ycnyr ModuneHoro HHTepHer:

Homep Hadopa:
APN:
WuA nonk3oparens:

Mapone:

Paauep MTU (B Galirax):

Mpepnounraenbiii DNS-cepeep:

AnbLTepHaTHEHLII DNS-cepeep:

Poccua

EmnaiH

[ ¥eazaTe Homep HaBopa, APM, VIMA nonkz0eatena u Mapone epydHyio

*oa#

internetheeline.ru

heeline

1480

[JWcnonezoeats cnegyiowye agpeca DNS-cepeepoe

0000
0000

(He 0BAzATENEHOD)

(He 0BAzATENEHOD)

{Pazmep no ymonyanmio: 1480, He nameHATe Oe2 HeoOxo0aumocTy)

(He 0BAzATENEHOD)

PucyHok 4-7 - [JononHUTenbHble HACTPONKK

> YKasaTb Bpy4Hyto Homep Habopa, APN, Umsa nonb3oBatens m Maponb — [NocTaBbTe

ranouyky u ykaxmte Homep Habopa, APN, Nmsa nonb3oBaTtens n MNMaponb B COOTBETCTBYHOLLMX

nonax, ecnn Bawl NoCTaBLUUK l/IHTepHeT-ycnyr He YyKa3aH B ChNuUCKe MocTaBLWMK ycnyr

MOOGUINBHOrO MHTepHeT U aHHble No YMOJT4aHUIO yCTapenn.

> Homep Habopa — Ykaxute Homep Habopa, npenocTaBreHHbI BallMM MOCTaBLLMKOM

WHTepHeT-yCnyr.

> APN — Ykaxunte APN (Mima Todkn gocTtyna) oT Ballero nocrasLlumka VIHTepHeT-ycnyr.

> Wma nonb3oBartens/lMaponb — Ykaxnte Mima nonb3osatens v MNaponb, npegocTtaBneHHble

BaLUMM NocTaBLUMKOM NHTepHeT-ycnyr. 3T1 Nons YyBCTBUTENbHbI K PEFUCTPY LWpudTa.

Ecnun Baw MogeM He onpegensieTcs, Bbl MOXeTe fobaBuTtb bin dan mogema BpydHyw. OAns

3TOr0 Haxmute KHomnky HacTponkm moaema

paccMOTpeHo Aarnee.

(puc. 4-8), pobaBneHne mogema Oyger
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HaecTpoiikn 3GI4G USB-moaema

D Mpou3Booniens Mopens Yaannis

J083BUTE YAANKTL BEE

PucyHok 4-8 — [Jo6aB1UTb MOAEM

HaxmuTte kHomky MoaknounTb, 4YTOOLI nogknountbes Kk Bawen cetn 3G/4G. Mocne Toro Kak
NOAKIYEHNe ycneLHo ycTaHoBrneHo, Bol yBuanTe ctpanuuy 3G/4G (cMm. PucyHok 4-9). 3angs B
MeHI0 Ha cTpaHuuy CoctosiHue, Bbl yBuaute nHgopmauuio o coctosiHum 3G/4G (cm. PucyHok
4-10).

3G/4G USB-wogen: OnpegeneH

Ecnw Baw perMoH UNu NOCTaBWMK MIHTEPHET-YCMYT He YKa3aHel B CNMCKe, HOMep Habopa/APM no ymon4yaHWio ycTapeBwwye Ny Baw
nocraewnk MHTepHeT-yenyr Tpedyer BBECTH MMA NONL30BATENA M NApoNk HaxMiTe [ONoNHUTENEHEIE HACTPOAKK ANA TOTO, YTOGk! YKa3aTk UK BOYYHYIO.

PernoH: Poccus -
NMocraewmk ycnyr mobunsHoro HuTepert: Mera®on -
PexHM NOOKNHYeHHA: () MogknoynTe No TpeGosaHMn

(@ MopKMIYNTE ABTOMATHYECKM
) MoRKMIOYTE BpYYHYID

MakcumansHoe Bpema NpocToA: MUHYT (0 03HaY3ET, 4To NoaKNIYeHne OYO0EeT aKTMBHLIM NOCTOAHHO)

THN ayTeHTHDHAKLAK: @ AeTo () PAP (D) CHAP

[ [0NONHUTENbHBIE HACTPOIKN | [ coxpamuts | [  HacTpoiiku mogema

PucyHok 4-9

3GIAG
3G/4G USB-mogem: Onpegenex
YpoBEHL CHIHana: %
IP-agpec: 172.24.66.213
Macka nofceTH: 255.255.255.252
OCHOBHOM WMH03: 17224 66.214
DNS-cepeep: 10.77.48.49 10.77.48.33

Bpewma B CeTH: 0 oHed 00:23:07 Mogkniyén.

PucyHok 4-10

> TMogknounTb No TpebGoBaHUIO — B HacTpolikax MapLLpyTU3aTopa MOXHO yKa3aTb, YTOObI OH
paspbiBan noAknioveHne Kk WMHTepHeT 4Yepe3 onpedenéHHbli  Nepuod  BpeMeHM

(MakcumanbHoe Bpemsi npoctosi). Ecnu Takoe nogkntoyeHve ObINO pasopBaHO M3-3a
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npocTosi, pyHkums MoAKNYUTEL NO TpeGoBaHUIO B aBTOMATUYECKOM PEXMME BOCCTAHOBUT
ero, kKak Tonbko Bbl obpatutecb k WHTepHeT-pecypcy. Ecrnv Bbl xoTuTe akTMBMpOBaTb
dyHkumio MoaKNYMTL NO TpeGoBaHUIO, HAXXMUTE COOTBETCTBYHOLLYIO paano-KHOMKy. Ecnu
Bbl XOTWUTE, YTOObI NnogkroyeHne k NHTepHeT Gblno akTUBHLIM MOCTOSIHHO, BbiGepuTe 0 B
norne MakcumanbHoe BpeMsi NPocToA. Takke MOXHO yka3aTb Nepuos BPEMEHN B MUHYTaX,

nocrie KoOToporo nogkr4yeHune 6yp,eT C6p0UJeHO.

& lMpumevaHue:
MHorga nogkntoveHne Kk WHTepHeT He MoxeT ObiTb COpolleHO, daxe ecnu B Mone
MakcnmanbHoe BpeMA NPOCTOA yKaszaHO KOHKPETHOe 3HayeHue, T.K. HeKoTopble

NPUNOXEHUSI MOCTOAHHO obpalLatoTcs K IHTepHET B (hOHOBOM peXxuMe.

> [MMopgknunTb aBTOMaTU4Yeckn — MaplipyTnsaTtop aBTOMaTU4Y4ECKM BOCCTaHaBNMBaeT
noaknio4eHne, Kak TofbKo OHO Bb11o copolueHo. YTobbl nogxkniounTb 3Ty OYHKLUMIO BbibepuTe

COOTBETCTBYHOLLYIO PAANOKHONKY.

> [Mopknuntb BpyYHYO — B HacTporkax MapLlipytu3atopa MOXHO BblGpaTb
NOAKIMYeHMEe/OTKIIOYEeHMe  BpydHyto.  [locne  McTedeHMs  yka3aHHOro  nepuoga
(MakcumanbHoOe BpeMs NPOCTOsA), MapLLUPYTU3ATOP NPEKpaTUT MOAKIYEHNEe K MHTEpHET,
npu aTOM, ecnu Bbl obpatutecb k WMHTEpHeT-pecypCy CHOBa, MOAKMYEHMe He Oyaer
aBTOMaTU4eCKM BOCCTAHOBMEHO. YToObl akTMBMpoOBaTb 3Ty  (PYHKUMIO, HaXMUTe
COOTBETCTBYIOLLYIO paAMOKHOMKY. Ecnu Bbl X0TWUTE, YTOOLI NoakmntodeHne K MIHTepHeT Obino
aKTUBHO BCe BpeMsi, ykaxute 0 B none MakcumanbHoe Bpemsi MPOCTOA. Takke MOXHO
yKkasaTb Nepuon BPEMEHN B MMHYTax, B TEYEHME KOTOPOro nogknioveHme Kk NHTepHet byget

AKTUBHbLIM OO0 NOCTynJN1eHna 3anpoca Ha HoOBOE MNMoAKIro4YeHne.

& lMpumevaHue:
MHoroa nogkntodeHne Kk VIHTepHeET He MOXeT ObiTb NpekpalleHo gaxe ecnu B norne
MakcMmanbHoe BpeMA MNPOCTOA yKaszaHO KOHKPETHOe 3HayeHuwe, T.K. HeKoTopble

NPUNOXEHUSI NOCTOAHHO obpalLatoTcs K IHTepHET B (hOHOBOM peXxume.

» Tun ayTeHTUdMKaumm — Hekotopble nocTaBLmkn HTepHeT-ycnyr TpebytoT KOHKPETHbIN TN
ayTeHTUdUKauuM, nNOATBEpPOUTE y CBOEro nocrasBlimka WHTEepHeT-ycnyr BO3MOXHOCTb

BbICTaBUTb 3Ha4YeHne ABTo. MOXHO BbiOpaTh Tpy BapuaHTa.
Haxmute kHonky CoxpaHUTb 47151 COXPaHEHNS HAaCTPOEK.

Haxmute kHonky Hactpomku mopema, ecnn Baw 3G/4G USB-mogem He nogdepxuBaeTtca
MapLlpyTu3aTopom, nocrne vyero Bl nonagére Ha cTpaHuuy, ykasaHHyo Huxke (CM. PucyHok 4-11).

Ha aton cTtpaHmue MOXHO HacTpouTb napameTpbl USB-moaema.
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1] Mpoussoamrens Mopens Ynanute

NOBaEWTE. . YAANWTE BCE

PucyHok 4-11  Hactponkn 3G/4G USB-monema

MapLupyTrsaTop yxe COAepXUT AOCTaTOYHOE KOnmyecTBo MHgopmaumm o 3G/4G USB-moaeme.
Mapametpbl USB-mopema 6yaoyT HacTpoeHbl aBTOMATMYECKM, €CnU KapTa noadepXuBaeTcs
OaHHbIM ycTponcTBoM. Ecnm Bbl BCTaBMnUM KapTy, a YCTPOWCTBO onpegensieT e€ Kak
"Hen3BeCTHyK" KapTy, TO Bam OyaeT npennoxeHo 3arpy3utb ann C  HaCcTporKamu.
"HemnsBecTHada" kapTa MOXeT ObiTb onpeneneHa, ecnu B CNMCKe yKa3aHbl BEPHbIE MapameTpbl.

PekomeHayeTcs genatb HACTPOWMKY TONbKO B 3TOW CUTyaLUN.
Onsa po6aBneHun 3anucu 3G/4G USB-moaema:

1. CkadanTe nocnegHow Bepcuto hanna ¢ Hactporikamn 3G/4G USB-mogema ¢ Hallero canta

(http://www.tp-linkru.com).

2. HaxmuTte kHonky lo6aBuUTh... (CM. PucyHok 4-11), nocne 4ero Bbl nonagéte Ha CTpaHuly Kak

ykasaHo Huxe (cMm. PucyHok 4-12).
3. Haxmute O630p... 1 ykaxute nyTb K dariny ¢ HaCTPONKaMu.

4. Haxmute 3arpy3uTtb A5 3arpysku danna ¢ HacTporkamum.

Mpumeyanue: Ecnu Bel BOCCTAHAENMESETE 3AB0ACKWE HACTPORKK N0 ymonyaHui, dain bin' Bynet ytepad. Ecnum ewl noTepany dain
‘bin',

BaM HeOBXOQMMO CHOBS 2ArPY2HTE Br0 WM CKAYaTe NOCNEHIOH Bepeuio eoTpoeHHoro MO ¢ www.tp-link.com . OBHOBNEHHOE
nporpammHoe N0 ByneT YeTaHOBNEHD Ha Bawe 3G/4G-yeTpoAcTED, ECE DYHKUWM, NP 3TOM, BYAYT BOCCTAHOBNEHE 00 33E0LCKMN.

[ JarpysnTh ] [ Haaaﬂ]

PucyHok 4-12  3arpyautb ¢ann ¢ Hactponkamu 3G/4G USB-mogema
4.5.3 WAN

Boibpae Cetb — WAN, Bbl MOXeTe HacTpouTb napametpbl WAN, Kak nokasaHo Ha PUCYHKE HUXe.

& lpumeyaHue:

HacTponika npoBogHoro nogkntodeHus vyepes nopt WAN HeBo3amoxHa, ecnv [octyn K IHTepHeT

ycTaHoBneH B pexume Tonbko 3G/4G. lloxanyincra, M3MEHUTE HaCTPOMKW, KakK yka3aHo B
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pasgene 4.5.1 [octyn Kk VHTepHeT, ecnn Bbl X0TUTe UCnonb3oBaTh NPOBOAHOE MNOAKIOYEHME

yepes nopt WAN.

1. Ecnn  noctaBwwmk  WHTepHeT-ycnyr  obecneunBaetr  DHCP-cepBuc,  BbiGepute
OuHamunyeckun IP, n mapwpyTtnsatop aBtomaTudeckm nonyyuut IP-napameTpbl OT Ballero

noctasLumka MIHTepHeT-ycnyr. [JormkHO NosBUTLCA cnegytollee okHo (Puc. 4-13):

Tun noakniovenna WAN: ArHamueckuid IP-agpec v

IP-agpec: 0000
Macka nogceTn: 0000
OcHoBHOI wWNH3: 0.0.00

OBHOBHTE Oceofogy  MoryYeHne napameTpoB ceTi...

Pazmep MTU (e Gaitax): 14800 (zHaYveHMe no yMondaHui: 1500, He uaMeHATE Bes HeoBxogMmocTH.)
O Mcnonezoeate cnegyiwe aapeca DNS-cepeepos
Mpeanountaembiii DNS-cepsep: 0ooo
AnbTepHaTHeHblil DNS-cepeep: pooao {HeoBAzaTeNLHaA HACTPOAKE)
WNwa yana: TL-MR3020
O Monyuute IP-agpec ¢ nomowko Unicast DHCP (Kak npaewno, ato He TpefyeTca.)
COxXpaHuTE

Puc. 4-13  WAN — OQunamuyeckuin IP

B atom okHe nokasaHo kak napameTpbl WAN, Bkrtovasa IP-agpec, macky noacetu, OCHOBHOM
W3 M Tak ganee, OMHAMUYECKUM Has3Ha4alTCsa MOCTaBLUMKOM WMHTepHeT-ycnyr. YTtobbl
00OHOBWTL NapameTpbl OT MNOCTaBLUMKA VIHTEPHET-ycnyr, HeobXxooMMO HaXaTb KHOMKY

O6HOBUTb. YTOGLI COpOCUTL 3HaYEeHUSs, BOCMOMNb3ynTeCh KHOMKon OcBOOOANTD.

» Pa3svep MTU - OO6bidHO 3HaveHne MTU (makcumanbHOro pasmepa nakera) Ans
bonbwmHcTBa ceteni Ethernet coctasnser 1500 6Gawt. PekomeHOyem He M3MEHSATb 3TO

3Ha4yeHune, ecrim TOJN1bKO 3TOro He Tpe6yeT Ball NMNoCTaBLUK I/IHTepHeT-ycnyr.

» [Ecnu Baw noctaBwuk WHTepHeT-ycnyr npegoctaBun Bam oavH unu aea |IP-agpeca
DNS-cepBepoB, Bam criegyeT BbiOpatb WMcnonb3oBaTb cneaymwoluve agpeca
DNS-cepBepoB 1 BBectu [lpegnountaembit DNS u  AnbrtepHatuBHbii DNS B
cooTBeTcTBylOWMEe nons. B  npotmBHom cnydae DNS-cepBepa 6yayT npucBOEHBI

NnocTaBLLUNKOM I/IHTepHeT-ycnyr ONnHaMn4eCcKun.

-43-



MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens

& lMpumevaHue:

Ecnn, nocne ykasaHnnst agpeca DNS-cepBepoB, npu NonbITKe 3aiTh Ha CanT y Bac BO3HMKIA
owmnbka, 3TO 03Ha4aeT, YTo, CKopee Bcero, agpeca Bawmnx DNS-cepBepoB ykazaHbl HEBEPHO.
CBsxuTechb € BalIMM NOCTaBLUUKOM MHTEpHeT-yCcnyr Ans nonyvyeHus npaBuiibHbIX afpecoB

DNS-cepBepos.
Nms y3na - lD,aHHaﬂ onunAa No3BOJIAET Ha3Ha4YUTb MMA y3na MapLlpyTmu3aTopa.

Monyuuts IP-appec ¢ nomowbio Unicast DHCP - DHCP-cepBepa HeEKOTOPbIX
MOCTaBLUMKOB VIHTEPHET-yCNyr He MOOAEPXKMBAKT MPUIOXKEHNS  LLUMPOKOBELLATENBHON
nepegaun. Ecnu y Bac He nonyyaetca nonyuntb IP-agpec 0bblbHbIM 06pa3omM, Bbl MOXETE

BbIGpaThb 3Ty ONuMIO (AaHHasi ONuMs UCMONb3YeTCs Peako).

Ecnu Baw noctaBwuK HTEpHET-yCnyr MCrnonb3yeT CTaTUYeckuid MM OUKCUPOBAaHHbIN
IP-agpec, macky nogcetu, w3 u onpegenérHole napameTpbl DNS, 10 Bam cnegyet
BblOpaTh BapuaHT: Ctatuyeckum IP-agpec. [Npu 3TOM OTKPOETCS OKHO, KaK MoKa3aHo Ha
Puc. 4-14.

Tun nogknwyernA WAN: Cratwuecknii IP-agpec  + |Onpegenur|
IP-agpec: 0.0.00
Macka nofgceTH: 0.0.00
OCHOBHOW WH3: 0.0.0.0
Pazmep MTU (B Daiitax): 1500 (3HaYeHWE MO YMOMYaHWK: 1500, He M3MEHATE B83 HeoXDOMMOCTH.)
MpegnovyuTaemelil DNS-cepeep: 0.0.0.0
ANbTepHaTHEHLIA DNS-cepeep: 0.0.00 (HeoGA3aTeNkHaA HacTpoka)

Pwuc. 4-14 WAN - Ctatnuyeckun IP-agpec

IP-appec — YkaxuTe |IP-agpec, nony4yeHHbIn OT nocTaBLmka NHTepHeT-ycnyr, B AeCATUYHOM

dopmaTe ¢ pazgenuTenbHbIMU ToYKaMu.

Macka nopcetTM — YKaxuTe 3HaA4YeHMe Macku MOACETM, MOoSlyYeHHoe OT MocTaBLyMKa
NHTepHeT-ycnyr B AecsaTudHoM chopmate c pasfaenuTenbHbiMU Todkamn. OBbIYHO 3TO
255.255.255.0.

OcHoBHOM wnto3 — (HeobsasatensHoe none) Ykaxute IP-agpec wnio3a, NonyyYeHHbI OT

nocTaBLUMKa I/IHTepHeT-ycnyr B 0EeCATUYHOM (bOpMaTe C pasgenunteribHbIMN TO4YKaMU.
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Pasmep MTU — O6bi4yHO 3HadYeHne MTU (MakcumanbHbIM pa3mep naketa) Anst 6onbwmHCTBa
ceten Ethernet coctaBnser 1500 6ant. He pekomeHOyeTCa M3MEHSTb 3TO 3HaYeHue, ecnu

TONbKO 3TOro He TpebyeT nocTaBLnK NHTEpHET-yCnyr.

Mpepnountaembin/AnsTepHatuBHbIN DNS (HeobGsi3atenbHoe none) — YkaxuTte oguH unm
nBa agpeca DNS-cepBepoB, nonyyeHHble OT MocTaBLUMKa VIHTEpHEeT-yCcrnyr B OEeCATUYHOM

dopmaTe ¢ pasgenutenbHbIMKU TOYKaMM.

Ecnun Baw noctaBwumk MHTepHeT-ycnyr ucnonb3yeT nogkrtoyeHne Yepes npotokon PPPOE,
TO BaM crneayeT BblbpaTb BapuaHT: PPPoE/Poccua PPPoE. 3peck TpebyeTtca ykasatb

cneayowme napameTpbl (Puc. 4-15):

TUn nogKNiYeHAR WAN: PPPoE/PPPoE Poccua - | OnpefennTb
Mogknwyenne PPPoE/PPPoE Poccun:
WmA nonk3osatens:
Naponk:
MogTeepouTe Naponk:
BTOPHYHOR NOLKNKYEHHE: @ OTKMUeHo [AuHamnueckuil IP-agpec CraTiueckuit IP-agpec  (anA Dual Access/PPPOE Poccnr)
Pexun nogKn1yeHHA: MogkniounTe No TpeGoeaHun
MakcuMansHoe BpEMA NPOCTOR: MUHYTEI (0 03HAYaeT, YTO NOAKMIOYEHWe OYOeT aKTMBHLIM NOCTOAHHD.)
@ MopKMoUMTE 3BTOMATHYECKN
TMOAKNIYMTE N0 PACTMCAHMID
Mepuog epemeHn.c (HY:MM) go : (HY:MM)
TTORKMKYMTE BOYYHYK
MaKcHMansHoe BpEMA NPOCTOA: MUHYTE (0 03HAU3ET, UTO NOAKMIYEHHE GYOeT aKTUBHEIM NOCTOAHHD.)
—
| coxpanuts | | [lononHUTENLHbIE HACTPOIKM |

Puc. 4-15 WAN - PPPoE/Poccusa PPPoE

Uma nonb3oBartens/Mapons/MoarBepante naponb — YKaxute MM nonb3oBartens u

naporb, Nofy4YeHHble OT NoCTaBLUKMKa l/IHTepHeT-ycnyr. 91K nons YYBCTBUTESIbHbI K PErncTpy.

Btopu4yHoe nogkniovyeHne — [laHHaa onums AOCTyMHA TONbKO AN noakntoyeHns PPPoE.
Ecnu Bbl monyunnu OT nocTaBluka MHTEpHET-yCryr OOMNOMHUTENbHBIN TUM MOAKITHOYEHNS,
Takon kak OuHamudecknin/Ctatndeckumii IP, ansa paboTbl ¢ nokanbHOM CETbIO, TO HE0OX0AMMO

BblOpaThb none AnHamuyecknin/Ctatndeckunt 1P, 4yToObl akTMBMpPOBATL 3TO MOAKMOYEHNE.

e OTtknountse — [lo ymonuaHuio BTOPUYHOE MOAKIHOYEHME OTKMIOYEHO, TaK 4TO
ncnonb3yeTcst ToNbko nogkntoveHne PPPoE. 3to pekomeHgyemo.

e OuHamunueckun IP — YT1o6bl Mcnonb3oBaTb AnHamudeckuii IP-agpec, nonyveHHbIn oT
nocTaBLLMKa VIHTEpHET-yCnyr, B Ka4eCcTBe BTOPWMYHOrO MOAKMYEHUA Ansd paboTbl C
NoKanbHOWM CEeTbH, BblGEPUTE COOTBETCTBYIOLLYIO PAAMOKHONKY.
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e Cratnyeckmn IP — Yt06bl Mcnonb3oBaTb cTaTudeckui |IP-agpec, nonyyeHHbld OT
nocTaBlMKka WIHTEpPHET-yCnyr, B Ka4eCcTBe BTOPMYHOrO MNOAKMKYEHUA Ans paboTbl C
NOKanbHOW CeTb, BblOEPUTE COOTBETCTBYIOLLYIO PAAMOKHONKY.

> [MopknuuTb No TpeboBaHuIo — Npn BLIGOPE 3TOro pexunma NoAKMYEHNEe NpekpaLlaeTcs
aBTOMATMYECKM Yepe3 onpenenéHHbli nepuop HeakTuBHocTM (MakcumanbHoe Bpems
npocTos) 1 BOoCCTaHaBNMBaeTca nocne obpalleHus k VIHTepHeT-pecypcy. Ecnn BbI xoTuTe,
4YTOObI COEAUHEHME ObINO aKTMBHLIM MOCTOSHHO, B None MakcumanbHoe Bpemsi NpocTos
ykaxute 3HadeHne “07, nubo yKaXmte KOMMYECTBO MUHYT, MO WUCTEYEHUN KOTOPbIX

noakrto4yeHne K cetu MHTepHeT npekpawlaeTcd.

> MoaknuYnTbL aBTOMaTUYECKU — I'Ipvl cboe noaknoyeHns nponcxoguT ero aBtTomatn4eckoe

BOCCTaHOBJ1E€HMe.

> MoaknunTbL NO pacnncaHunwo -— MoakrntoyeHne yCTaHaBnMBaeTCA TOJIbKO B 3a[jaHHbIN

nepvoa (gaTta Hayana u KoHua nepuoga ykasboiBaetcs B popmarte H4:MM)

&= lMpumeyaHume:

NoaknioyeHne no pacnucaHuw OygeT paboTaTb TOMbKO MOCME TOro, Kak B OKHE
CucTeMHble MHCTPYMeHTbl — HacTpoika BpeMeHu GyaeT BbiCTaBNeHO CUCTEMHOE BPEMS.

> TMopgknunTb BpyYHy — [na nNogkniovYeHUs/OTKIIOYEHNA BOCMOMb3YWTECh KHOMKOW
MopkniounTe/OTKNOYMTL. B 3TOM pexume nogaepxmeaetca yHkuna MakcumanbHoe
BpeMsi npoctosi Kak u ana pexuma [Mopgknountb no TpebGoBaHuto. [ogknioyeHune K
UHTepHeT moxeT ObiTb MpekpalleHo nocrie onpeaenéHHoro nepuoga HeakTUBHOCTU, HO

3aTem He GyaeT BO30GHOBIEHO CHOBa Npu obpatleHnmn kK IHTepHeT-pecypcy.

Haxmunte KHOMKY MogknounTb ANs HeEMeANeHHoro nodknoyeHus. Haxmite OTKNOYUTL ANS

HeMeOJ1IeHHOro OTKITHO4YEeHUA.

& lMpumevaHue:

WNHoraa nogknodeHve He MOXET ObiTb NpekpalleHo, Aaxe ecnv B none MakcumanbHoe Bpems
NPOCTOSA yKa3aHO OnpeferiéHHoe 3HaYeHUe, T.K. HEKOTOPbIe MPUITOXKEeHUS B (DOHOBOM pexume

obpauwatotca kK IHTepHeT-pecypcam

Ecnn Bbl XOTUTe BHECTU W3MEHEHUA B AOMNONHUTENbHbIE HaCTpOVIKVI, HaXMUTE KHOMKY

JononHutenbHble HaCcTPOMKMU. [1oABUTCS OKHO, Kak NokaszaHo Ha Puc. 4-16:
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Pazmep MTU (e Ganrax): 1480 (3HaueHue No ymonyannio: 1480, He WaMeHATs Ge3 HeofxogumocTi)

WmA cepeuca:

WMA KOHLEHTPaTopa ocTyna:

Wcnoneaoeate IP-agpec, NpeqocTaeneHHLIA NoCTagWMKoM VIHTepHEeT-yCnyr
IP-afpec, NpelOCTaBNEHHbIR NOCTABUHKOM MHTEPHET-yCNYr:

HHTepBaN OHNARH-OTCIIEXKHBAHNA; 0 cekyHakl (0 ~ 120 cekyHg, no ymonyawni: 0; 0 03HaYaeT, YyTo OTCNEXWBAHNE HE NPONCXOONT.)

Mcnonk30eaTk cRedyiolwme anpeca DNS-cepeepos
Npeanoynraemsii DNS-cepeep:

AnesTepHatHeHbIR DNS-cepeep: (HeofA3aTensHaA HacTpoika)

Hasan |

Puc. 4-16 JononHuTeneHble HacTporiku PPPoE

> Pasmep MTU — 3HadeHune no ymonyaHuio 1480 GanT, 4To 0ObIYHO SABNSAETCA ONTMManbHbIM.
He pekomengyetcsa nameHstb Pasmep MTU, ecnu Tonbko 310 He sBNSAeTcs TpeboBaHWeM

nocTasLMKka VIHTEepHeT-ycnyr.

> Wma cepBuca/KoHueHTpaTtopa pgoctyna — VimMs cepBuca WM KOHLeHTpaTopa JocTtyna.
[aHHoe 3HadeHune crieagyeT ykasbiBaTb TOMbKO B TOM Criyyae, ecrv 310 Heobxoaumo Ballemy
noctaBLwmKy VIHTepHeT-ycnyr. B 6onblUMHCTBE CnydYaeB MOXHO OCTaBUTb 3TW MO NYCTbIMMU,

4YTO He NomeLuaeT pabore.

> IP-apgpec, npepocTtaBneHHbIN nocTaBWMKOM WHTepHeT-ycnyr — Ecnu nocraBLiuk
WHTepHeT-ycnyr He nepenaéT aBToMaTuyecku IP-agpec maplupytusatopy npu Bxoae B
cuctemy, Bblbepute sdveinky IP-agpec, ykasaHHbIM noctaBwukoMm WHTepHeT-ycnyr u
ykaxute |P-agpec, nonyyeHHblh OT nocTaBwuka WHTEpHET-yCryr, MCMNOMnb3ys TOYKM B

Ka4yecTBe 3HaKa pasgeneHud.

> WHTepBan oHnamH-oTcnexuBaHua — 3HadeHne no ymonyaHuio 0. Takke MOXHO ykasaTb
3HaveHue ot 0 go 120. MapwpyTtusatop 6yaer BeCTU NMOUCK KOHUEHTpaTopa Aonycka vyepes

3agaHHbIn HTepsan. MNpu 3HavyeHun 0 nomnck BecTuch He Byaer.

> MWcnonb3oBatb cnepylowme DNS-cepBepbl - Ecnu Baw noctaBwmk VHTepHeT-ycnyr He
HasHayaeT mappyTusatopy DNS-agpeca aBTomatuyecku npu Bxoae B CUCTEMY, NOCTaBbTe
ranoyky B s4verike WMcnonb3oBaTb cneaywwme agapeca DNS-cepBepoB U ykaxuTe
nonyyeHHbIn OT nocTaBwuka WHTepHeT-ycnyr IP-agpec B gecATndyHoOM dpopmate C
pasgenuTenbHbIMU Toukamu B none npegnoyntaemeln DNS-cepeep. Ecnn nmeetcs agpec

BTOopudHoro DNS-cepBepa, ero Takke cnegyer ykasaTb.

Haxmunte KHOMKY COXpaHMTb Ona coxpaHeHnAa HaCTpOeK.

4. Ecnu noctaBwuk NHTepHeT-ycnyr ucnonb3yeT kabenb BigPond (nnn curHan Heart Beat),
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BblbepuTe Kabenb BigPond. 3neck Heob6xoammo ykasaTte cregytowme napameTpbl (cMm. Puc.
4-17):

Tun nogxnioyeHra WAN: Kabene BigPond w
Wus nonb3oBaTens: username
Maponk: [IITTITT]
Cepeep ayTeHTUMKALIAW: sm-server
TomeH ayTeHTHMKaLIAM:
Pasumep MTU (B Gaiftax): 1500 (3HEYEHWE NO YMOMUAHWK COCTABNAET 1500. 3HAUEHWE MEHRETCA TOMBKO NPW HAMWUWE HEOBXOAUMOCTI.)
Peiim NogKknoHeHs: (%) MogkmounTe No TpeGoBaHMIO

WMakcumansHoe pemAa npoctos: | 15 MUHYTEI (0 - 0CTAETCA GKTHEHEIM NOCTOAHHO. )
) ToDKNKYATE AETOMATHYECKK
O MogKnouNTs BPYUHYIO

MakcumankHoe BpEMA NPOCTORA: MWHYTEI (0 - DCTASTCA AKTMEHEIM NOCTOAHHD. )

Orimionenol
Pwuc. 4-17

Uma nonb3oBatens/Maponb - Ykaxute Mmsa nonb3oBaTens M naposnb, MOMyYeHHble OT

nocrasLumka MIHTepHeT-ycnyr. 3T nonsa YyBCTBUTENbHbLI K PErMCTPY.
CepBep ayTeHTUdMKaumum - Ykaxnte IP-agpec nnm nms yana cepeepa ayTeHTUMKaLNN.

[HomeH ayTeHTUdMKaUMM - YKaxnTe MMs cepBepa ¢ cydpdmKCOM JOMEHA C YYETOM BaLLero

MECTOHaxXOXAeHUS.
Hanpuwmep:

NSW /ACT - nsw.bigpond.net.au

VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au

QLD - gld.bigpond.net.au

Pasmep MTU - O6blyHO 3HaveHne MTU (makcumanbHbI pa3mep nakeTa nepegaBaemblX
AaHHbIX) Ans 6onbwuHcTBa ceTen Ethernet coctaensier 1500 6ant. He pekomeHnayetcs

N3MEeHATb ero, ecrin TorbKo 3TOro He Tpe6yeT NOCTaBLUUK l/IHTepHeT-ycnyr.

MoakntounTb No TpeboBaHUto — pu BEIGOPE 3TOrO pexrmMa NoAKIYeHe npekpaLlaeTcs
aBTOMATMYECKM Yepe3 onpenenéHHbii nepuos HeakTuBHocTM (MakcumanbHoe Bpems
npocTos) 1 BOoCCTaHaBNMBaeTca nocne obpalleHus k VIHTepHeT-pecypcy. Ecnn BbI xoTuTe,
4yTOObl coeanHeHne BbINO aKTUBHLIM MOCTOSIHHO, B Norne MakcumanbHoe BpeMsi NpocTos

ykaxute 3HadeHne “07, nubo yKaXmte KONMMYECTBO MUHYT, MO WUCTEYEHUN KOTOPbIX
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noAakKnK4yeHne K Cetn MHTepHeT npekpallaeTcd.

> MoaknunTb aBTOMaTUYeCKU - ABTOMATUYECKOE MOAKMKYEHNE MOCe OTKAYEHUS

MapLupyTm3aTopa.

> TMogknunTb BpY4HYH — [1ns HeMeaneHHOro NOAKMoYEeHUSA/OTKITIOYEHNST BOCNONb3yNTECh
kHornkon [MopgknounTb/OTKNYMTL. B  3TOM pexume nogoepxmBaeTcs  (PyHKUUS
MakcumanbHoe Bpemsi NMpPocTos kak u B pexume [Mogknouutb No TpeboBaHMIO.
MoakntoveHne Kk WIHTEpPHET MOXET OblTb MNpPeEKpalleHO Mnocre onpenenéHHoro nepuopa
HEeaKTMBHOCTM, HO 3areM He Oyger BO30OHOBMEHO CcHoBa Mpu  obpalleHun K
WHTepHeT-pecypcy.
HaxmuTe kHonky MogknounTb ONsi HEMeaeHHOro nogknioveHns. Haxmnte OTKNOYUTb

ana HemeaneHHoOro OTKINi4YeHun4.

&= lMpumeyaHue:

WMHoraa nogknoyeHre He MOXET ObiTb NpekpalleHo, Aaxe ecnv B none MakcumanbHoe Bpems
NPOCTOSA yKa3aHO OnpeferiéHHoe 3Ha4YeHUe, T.K. HEKOTOpbIe MPUITOXKEeHUs B (DOHOBOM pexnme

obpawatotca kK IHTepHeT-pecypcam

Haxmute KHOMKY COXpaHMTb Ona coxpaHeHna HaCTpPOeK.

5. Ecnm noctaBwumk WHTepHeT-ycnyr wucnonb3yet Tun nogknodenusa L2TP, Bwibepute

L2TP/Poccusa L2TP. 3aecbk Heobxoanmo ykasaTb crneaytolime napametpsl (Puc. 4-18):

Tun nogknoyeHna WAN: L2TP/LZTF Poccur -

WumA nons3oBatens:

Maponk:

MogKNHoYnTh OTunioyeHo!

@ [uHamuyeckuil IP Crathueckuii IP
IP-agpec/MmA cepeepa:
IP-agpec: 0.0.0.0
Macka noacerh: 0.0.0.0
OCHOBHOW WNHO3: 0.0.0.0

DNS: 0000,0000

IP-agpec MHTEpHET: 0.0.0.0

WurepHer DNS: 0.0.0.0,00.00
Paamep MTU (g Gadrax): 1460 (no ymonuanwie: 1460, He nameHATs Ge3 HeoGxogumocTi.)

PEXHM NOAKNIHEHHA: @ TMoOknioymTs No TpeBoBaHo
MopKNIYMTE 3BTOMATUYE CKI
MoOKNIOYNTE BPYUHYID

MakcHMansHoe BpemA NpoCToR: 15 MUHYTEI (0 03H3YALT, YT NOQKMIQUeHNe GYAET aKTEHEIM NOCTOAHHO.)

| CcoxpanuTs |

Puc. 4-18 WAN — Hactporiku L2TP/Poccusa L2TP
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Uma nonb3oBartens/Maponb — Ykaxute Uma nonb3oBartensa v MNaponb, nony4yeHHble OT
nocraBwumka NHTepHeT-ycnyr. 3Tn nonst YyBCTBMTENbHbI K pernctpy. MNpu BO3HUKHOBEHUU

npobnemMbl 06paTMTeCh Kk NOCTaBLLMKY VIHTEpPHET-yChyr.

OunHamnuecknn IP-agpec/Ctatnuyeckun IP-agpec — Buibepute Ctatuyeckun IP-agpec,
€Cnu Bbl NonyyYunu 3HadveHune IP-agpeca, macku nogacetu, wnto3a u agpec DNS-cepsepa ot

nocrasLumka NHTepHeT-ycnyr. B npotuBHOoM cny4vae Bbibepute OQuHamuyeckun IP-agpec.

IP-appec/Ima cepBepa — Ykaxute |P-agpec unvM [OMEHHOE WMS, MNOSyYeHHble OT

nocTaBLyuKa VIHTEepHeT-yCnyr.

IP-apgpec — Ykaxute IP-agpec, ncnonb3yembli Ans noaknoyeHus. (YkasbiBaeTcs TOSMbKO

npv BeIbOpe Tnna noakntodeHms "Ctatnyeckui IP-agpec”).

Macka noaceTu - YKaxuTe 3HayeHMe Macku MoAceTu, MOJydeHHOe OT MOCTaBLUUKa
NHTepHeT-ycnyr. (YkasbiBaeTcs TONbKO npwv Bbibope Tuna nogkrntodeHnsa "CrtaTnyeckuin

IP-agpec").

Wno3 — Ykaxute 3HavyeHue LWo3a, MoSslyYeHHoe OT nocTaBwuka WMHTepHeT-yCnyr.

(Yka3blBaeTcsl TONbKO Npy Bbibope TuMNa noaknoveHus "Cratunyeckmin IP-agpec').

DNS - Bsegute agpec DNS-cepBepa, nonyyeHHbId OT nocTaBlimMka WHTepHeT-ycnyr.

(YkasbiBaeTcs TOMbLKO Npu Bbibope Tuna nogkntoyeHus "Ctatudeckuin IP-agpec”).

MopknouYnMTL NO TpeboBaHUIO — B HacTpolikax MapLUpyTU3aTopa MOXHO yKa3aTb, YTOObl OH
npekpawian coeguHeHne C WIHTepHeT 4epe3 OnpedenéHHbin  Nepuog BpPEMEHMU
(MakcumanbHoe BpemMsA npocTtos). Ecnn Takoe coeguHeHue ObIO MNpekpawieHo un3-3a
npoctos, dyHKuMsi MoAKNYNTL NO TPeO6OoBaHMIO B aBTOMATUYECKOM PEXNME BOCCTAHOBUT
ero, Kak Tonbko Bbl obpatuTecb Kk WHTepHeT-pecypcy. Ecnu Bbl XOTUTe aKkTMBUPOBATb
dyHkumMio Moakno4YnTb NO TPeOOBaHMIO, HAXXMUTE COOTBETCTBYIOLLYIO PaanOKHOMKY. Ecnu
Bbl XOTUTe, YTOObI MOAKMYeHNe K MHTEPHET ObINo akTMBHLIM MOCTOSIHHO, BblibepuTte 0 B
none MakcumanbHoe BpeMsl NPOCToA. Takke MOXHO yKasaTb Nepuom BPEMEHN B MUHYTaX,

nocre KoOToporo nogkrntwyeHune 6y/1eT npekpatleHo.

MoaknwunTb aBTOMaTUYeCKU - ABTOMATUYECKOe MOAKMNIYEHNE Mnocne OTKAYEeHUs
MapLuipyTmu3artopa. YUToObl MOAKMUNTD Ty (byHKLI,I/IIO HaXMUTE COOTBETCTBYHOLLYIO

PaanNOKHOIKY.

MoaknounTb BpydyHyw - B HacTporkax MapwpyTusatopa MOXHO BblOpaTb
NOAKMNIOYEHNE/OTKIOMEHNE BpYyYHYto. [locne ucTedeHus ykasaHHOro nepuoga MpoCcTost
(MakcumanbHoe BpeMsl NPOCTOs), MapLLpyTU3aTop NpekpaTuT coegmHeHne ¢ NHTepHeT, 1
Korga Bbl CHOBa obpartuTech k MIHTEpHET-pecypcy, coeavHeHne He OyaeT aBTOMaTUYeCKU
BOCCTAHOBMEHO. YTOObl akTuBMpoBaTb 3Ty QYHKUMIO, HaXMWUTE COOTBETCTBYIOLLYHO

PaanNOKHONMKY. Ecnn Bbl xoTuTe, YTOOLI NOAKMOYEHNE BObINO aKTUBHO MOCTOSIHHO, YKaxuTe OB

-50 -



MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens

none MakcumanbHoe BpeMs nNpocCToA. Takke MOXHO yKasaTtb nepunog BpemMeHn B MUHYTaX,
B Ted4eHne KOTOpOoro Bbl XOTUTE MMETb aKTUBHOE MNMOAKIMo4YeHne K MHTepHeT 0O Tex nop, noka

He ByaeT caenaH 3anpoc Ha HOBOE MOAKIoYeHMe.

BHumaHue: WHorga nogkniodeHne He MoxeT ObiTb NpekpalleHo, daxe ecnu B none
MakcumanbHoe BpeMsi MNpPOCTOA YKa3aHO OMNpedenéHHoe 3HadyeHune, T.K. HeKoTopble

nNpunNoXxeHnsa B OHOBOM pexmnme obpallatotca K MIHTepHeT-pecypcam.

Haxxmute KHOMKY COXpaHMTb Ona coxpaHeHna HaCTpPOeK.

6. Ecnwn noctaBwuk MiHTepHeT-ycnyr npegoctaesnsaet PPTP-nogknioyeHve, Bolbepute 3Ha4yeHme

PPTP/ Poccusa PPTP. 3gecb Heobxoammo ykasaTth crieaytowme napametpbl (Puc. 4-19):

Tun nogrnoqenns WAN: PPTP/PFPTF Poccua -

WumA nonb3oBarens:

Maponke:

MogKNOYTE OTkn4eHo!

@ [uHamuueckuil P-agpec CraThueckuil IP-agpec
IP-anpec/HMA cepeepa:
IP-agpec: 0.0.0.0
Macka nofceT: 0.0.0.0
OCHOBHON WNH3: 0.0.00

DNS: 0000,0000

IP-afpec B CeTH MHTEPHET: 0.0.0.0

WutepHer DNS: 0.0.0.0,00.00
Paamep MTU (e Gaitax): 1420 (aHayeHne no ymonyannio: 1420, He nameHATL Gea HeoGXogUMOCTH.)

PeXHM NOAKNHYEHHA: @ MMopKNKYKTE NO TPEGOBIHMKD
MoOKNIUMTE ABTOMATHYECKM
MOOKNIOUNTE BPYUHYID

MakcumansHoe BpeMA NPoCToR: 15 MUHyTH (0 03H3UEET, UTe NoJKNKUeHne GYQeT aKTMBHEIM NOCTOAHHO.)

| Coxpannte |

Puc. 4-19 Hactpowikn PPTP/Poccusa PPTP

Uma nonb3soBatens/MNaponb — Ykaxute Uma nonb3oBartens v MNaponb, NnonyyeHHble OT
nocraBwumka NHTepHeT-ycnyr. 3Tn nonst YyBCTBMTENbHbI K perncTpy. MNpu BO3HUKHOBEHWUU

npo6nemsl obpaTUTECh K MOCTaBLUMKY HTEPHET-YCNYyT.

OnHamnuecknn IP-apgpec/Ctatnueckun IP-agpec — Buibepute Ctatnyeckun IP-agpec,
ecnu Bbl Nony4nnu 3HadeHune IP-agpeca, macku noaceTu, wo3a u agpec DNS-cepepa ot

noctaswmka MIHTepHeT-ycnyr. B npotnBHoM crniyyae Bbibepute iIuHamu4yeckum IP-agpec.

IP-appec/Imsa cepBepa — Ykaxute |P-agpec unv [OMEHHOE WMSs, MNOSlyYeHHble OT

nocTaBLyuka VIHTEepHeT-ycnyr.
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IP-appec — YkaxuTte |IP-agpec, ncnonb3yembiini gns nogkntodeHnd. (YkasbiBaeTcs TOSbKO

npwu Bolibope Tuna noaknoyeHus "Cratudeckun IP-agpec”).

Macka noacet - YKaxuTe 3HA4YeHWe Macku MOACETU, MOSyYEHHOE OT MOCTaBLUMKA
NHTepHeT-ycnyr. (YkasbiBaeTcs TONbKO Npu Bbibope Tuna nogkrntodeHnsa "CrtaTndeckui

IP-agpec").

Wno3 — YkaxuTe 3HayeHue Lo3a, nony4yeHHoe OT nocCTaBLWMKa VIHTepHeT-ycnyr.

(Yka3blBaeTcst TOSIbkO Npy Bbibope ThNa noakntodeHus "Ctatuueckuin IP-agpec”).

DNS - Beeaute agpec DNS-cepepa, nonyyeHHbit OT nocTaBwmka WHTepHeT-ycnyr.

(YkasbiBaeTcs TOnbKO Npu Bbibope Tuna nogkntoyeHuns "Ctatudeckun IP-agpec”).

MopknounTb NO TpeboBaHUIO — B HacTporikax MapLUpyTU3aTopa MOXHO yKa3aTb, YTOObl OH
npekpawan coeauHeHne ¢ WHTepHeT uJepe3 onpedenéHHbld nepuog BpeMeHu
(MakcumanbHoe Bpems npocTtos). Ecnn Takoe coeguHeHue ObIO NpekpalleHo u3-3a
npoctos, PyHKuMsi MoAKMYNTL NO TPeOOBaHMIO B aBTOMATUYECKOM PEXNME BOCCTAHOBUT
€ro, Kak TonbKo Bbl obpatuTecb K WMHTepHeT-pecypcy. Ecnu Bbl XOTUTe akTMBUpPOBATb
dyHkumio MoaknounTb NO TpeboBaHUIO, HAXXMUTE COOTBETCTBYIOLLYIO PaanoKHOMKY. Ecnu
Bbl XOTWUTE, YTOObI noakrntoveHne k MHTepHeT Bbino akTMBHBIM NOCTOSIHHO, Bbibepute 0 B
norne MakcumanbHoe BpeMsl NPOCTOA. TakKe MOXHO yKasaTb Nepuog BPEMEHN B MUHYTaX,

nocre KoOToporo nogkrntwo4yeHune 6y/:|,eT npekpalleHo.

MopknounTb aBTOMaTUYECKUM - ABTOMATMYECKOE MOAKIIOYEHNE TOCME  OTKIOYEHUS
mMapwpyTu3atopa. YTobbl NOAKMHYUTE 3Ty (DYHKUMIO, HaXMWUTE COOTBETCTBYHOLLYIO

pPaanoOKHOMKY.

MoaknounTb BpydyHyw - B HacTporkax MapwpyTusatopa MOXHO BblOpaTb
NOAKMNOYEHNE/OTKMIOMEHNE BpYyYHYto. [locne ucTedeHus ykasaHHOro nepuoga MpocTost
(MakcumanbHoe BpeMsl NPOCTOs), MapLLUpyTU3aTop NpekpaTuT coegmHeHne ¢ NHTepHeT, 1
Korga Bbl CHOBa obpartuTech Kk MIHTEpHET-pecypcy, coeavHeHne He OyaeT aBTOMaTUYeCKU
BOCCTAHOBMEHO. YTOObl aktuBMpoBaTb 3Ty QYHKUMIO, HaXMWUTE COOTBETCTBYIOLLYHO
paanoKHOMKY. Ecnv Bbl XOTUTE, YTOGLI NOAKIIOYEHNE ObINO aKTUBHO MOCTOSAHHO, ykaxute 0 B
none MakcumanbHoe BpemMs NpoOCToA. Takke MOXHO yKasaTtb nepunog BpeMeHun B MUHYyTaXx,
B TEYEHME KOTOPOro Bbl XOTUTE MMETb aKTUBHOE NoAkntoveHne k IHTEepHET 4o Tex nop, noka

He 6yp,eT caenaH 3anpoc Ha HOBOE NoAkKrio4yeHue.

BHuMaHue: VHorga nogkniodeHne He MoXeT ObiTb npekpalleHo, [axe ecnvM B none

MakcumanbHoe BpemMa nNpocToA YKa3aHO onpe,u,enéHHoe 3Ha4vyeHne, T.K. HeKOoTOopble

npunoxeHust B hOHOBOM pexmme obpatiatotcs k MHTepHeT-pecypcam.

Haxxmunte KHOMKY COXpaHVITb ana coxpaHeHuna HaCTpoek.
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&= lMpumeyaHume:

Ecnn Bbl He 3HaeTe, KakoW TWUM MNOAKIIOYMEHUS BbIOpaTb, HaXmuTe KHOMKYy OnpepenuTb ©
MapLIpyTU3aTop aBTOMaTU4eCcKn Ha4HET MOMCK CepBEPOB U NMPOTOKOSIOB BaLLEro MoAKIoYEHUs K
cetn NHTepHeT. MNpn oBHapyXeHnn akTUBHOTO VIHTEpHET-CepBUCa MapLUpyTU3aTop coobwmT 06
aTOM. [JaHHbI OTYET AaéTcsa TonbKo ANs cnpasku. YTobbl yoeauTbcsi B TOM, YTO 3TO MMEHHO TOT
TUN COEOMHEHWs, KOTOPbIA HyxeH, TpebyeTca obOpaTUTbCs K MOCTaBLMKY WHTEpHeT-ycnyr.

MapLupmisaTop MOXET BbIABUTbL Crneaytouine Tunbl NOAOKITHOYEHNI K CETU MHTepHeTZ

e PPPoE/Poccus PPPoE - lNMogkntoyeHus, ncnonbdyemole PPPOE, npu koTopbix TpebyeTtcs

YKa3aTtb Mg Nofib3oBaTesid 1 Naporib.

o [NunHamunuecknn IP-agpec - [MogknioyeHus, NpUMEHSOWME Ha3HaAYeHWe ANHAMUYECKUX

IP-agpecos.

e Cratnuyeckun IP-agpec - T[logkniodeHusi, MNpUMEHSOWME Ha3HA4YeHMe CTaTUYecKux

IP-apgpecos.

MapLpyTmnsatop He MoXeT OBHapyXuTb Takue nogkntodeHnsa kak PPTP/L2TP/BigPond. Ecnn
NocTaBLWMK NHTEpPHET-yCnyr UCNONb3yeT OAMH M3 TakKMX MPOTOKOIIOB, Bbl JOJTKHbI MPON3BECTU
NoAKMNIOYEHNE BPYUHYIO.

4.5.4 KnoHunposaHue MAC-agpeca

BbibpaB CeTb - KnoHupoBaHme MAC-agpeca, Bbl MoxeTe HacTpoutb MAC-agpec WAN-ceTn
(Pwnc. 4-20):

MAC-agpec B cemd WAN: 64-70-02-78-A7-79 [ BoccTaHoBKTL 3aBoackoi MAC-aapec

MAC-agpec Bawero Komnerotepa: | KnoHupoeaTe MAC-aapec |

CoXpaH1Tb

Puc. 4-20 KnonunpoeaHne MAC-agpeca

HekoTtopble nocraBlmkn NHTEpHET-ycnyr TpedytoT pernctpaumm MAC-agpeca agantepa. 3aech

penko TpebyeTca BHOCUTb Kakne-nmbo U3MeHeHUs.

» MAC-agpec B cetu WAN - B 3tom none otobpaxaetca Tekywmin MAC-agpec WAN-nopTa.
Ecnu Baw noctaBLuk MHTepHeT-ycnyr TpebyeT, 4Tobbl Bbl 3apeructpuposanm MAC-agpec,
ykaxute  npasunbHeln  MAC-agpec B atom none. ®opmar MAC-agpeca
XX-XX-XX-XX-XX-XX (roe X wecTtHaguaTepmnyHoe YnCro).

> MAC-agpec Bawero komnbloTepa - B atom none otobpaxaetca MAC-agpec KomnboTepa,
ynpasenstowero MmapwpyTtusatopom. Ecnn MAC-agpec Ballero agantepa 3aperMcTtpupoBaH,

HaxkmunTe kHornky KnoHupoBatb MAC-agpec, 1 oH nosisutca B none MAC-agpec WAN.
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Haxas kHonky BoccTtaHoBuTb 3aBogckon MAC-appec, Bbl BEPHETECH K UICXOOHOMY 3HAYEHUIO

MAC-agpeca WAN-nopra.

Haxmunte KHOMKY COXpaHVITb ana coxpaHeHuna HacTpoek.

& lMpumeyaHue:

(DyHKLI,VIFI K.I'IOHVIpOBaTb MAC-a.qpec MOXET OblTb WCNONb30BaHa TONbKO KOMMNbOTEPOM

rioKkanbHOM CeTn.

45.5 LAN

BbibpaB CeTb - LAN, Bbl MOXeTe HacTpouTb |P-napameTpbl nokanbHOW CeTW, Kak nokasaHo
HUXe.

MAC-agpec: 00-0A-EB-08-43-13

IP-agpec: 192.1658.0.1
Macka nofceTH: 255 255 2550 w
Puc. 4-21 LAN

> MAC-agpec — dusumdeckun agpec LAN-nopTtoB nokanbHoW cetu. [aHHOoe 3HavyeHue He

MOXET ObITb NUBMEHEHO.

> IP-appec — YkaxuTte |IP-agpec mapLupytusatopa unm cépockTe ero, UCnonb3ys AeCATUYHBIN

dopmar ¢ pasgenuTenbHbIMM ToYKaMu (3HaYeHre No ymonyaHuio: 192.168.1.1).
> Macka nopcetm -— [laHHoe 3HayeHue onpegenseTr 3HavyeHne cetu. OObIYHO 3TO

255.255.255.0.

&= lMpumeyaHume:

1) Ecnu Bbl M3mMeHunun IP-anpec nokanbHOW ceTu, Bbl OOSTKHbI YKa3blBaTb 3TO 3Ha4YeHue npu

BXOA€E B MapLupyTusaTop.

2) Ecnu HoBbIN IP-agpec nokanbHOW CEeTU He COOTBETCTBYET Macke nogceTtw, nyn IP-agpecos
DHCP-cepBepa Takke nameHuTcd, a pyHkuun BupTyaneHeii cepsep n1 DMZ Host He GyayT
pabotatb OO Tex MOp, Moka B WX HACTPOWKM He OyayT BHeCeHbl COOTBETCTBYHOLLME

N3MEHEHUA.
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4.6 BecnpoBOOHON PEXUM

BecnpoBOOHOR PeXM

- HacTpoikn SecnpoROOHONO PEX¥MMA

- Jamwura GecnpoBOOQHONO peXMMa
- uneTpaunA MAC-agpecoe
- [ ONOMHATENBHELIE HACTDOMKK

- CrammcTuka DecnpoBoQHOND PEXMME

Puc. 4-23 MeHio bBecnpoBogHon pexum

B meHio BecnpoBogHOW pexmm cogepxatca naTb nogmeHw (cMm. Puc. 4-23): HacTpomnku
6ecnpoBoagHoro pexuma, 3awurta 6ecnpoBogHoro pexuma, ®unstpauma MAC-agpecoB,
DononHutenbHble HacTponkn 1 CtaTucTuka 6ecnpoBoaHOro pexuma. Boibepute ogHo 13
HUX AN HaCTPOWMKM COOTBETCTBYIOLLEN PYHKLNN.

4.6.1 HacTtpounkn 6ecnpoBOgHOro pexnma

Boibpae BecnpoBogHon pexum - HacTpoku OGecnpoBOAHOro pexuma, Bbl MOXETe
NpOM3BECTM HACTPOVKY 6a30BbIX MapameTpoB 6eCcnpoBOOHON CETU.

HacTtponkn becnpoBoaHOro pexuma

WmA GecnpoBoaHOR CaTH: |TF'—LINK_F'OCKET_S[]E[]_dDSQEIE |[l—1MF| 351D}

Pernox: | Poccua V|

KaHamn: ABTO hd

Pemim: | 11bgn cmewanHkR V|

npuHa kaHana: AgTo v

BrMiounTe GECNPOBOOHOE BEWAHNE
BEMIDYWTE WHpCKoBEEWAHWE SEID

[0 Brnioynte WDS

CO¥paHTE

Puc. 4-24 HacTtponku 6ecnpoBogHon ceTu

> WMma OecnpoBogHOM ceTu — YKaxuTe 3HavyeHMe anvHonm go 32 cumBorioB. Bcem
6ecnpoBOAHbIM YCTPOWCTBAM CETU JOIMKEH ObITb NPUCBOEH OAMH U TOT Xe naeHTUdMKaTop
SSID. Yto «kacaetca 6esonacHoctn 6GecnpoBogHon ceTu, ugeHtudukatop SSID no
ymonyaHuto  TP-LINK_POCKET_3020_XXXXXX (XXXXXX — nocnegHue LiecTb
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yHUKanbHbix cumBonoB MAC-agpeca MapuwpyTtusatopa). [aHHoe none siBnsieTcs

YyBCTBUTENbHBLIM K pernctpy. Hanpumep, TEST n test — ato PASHbIE 3Ha4veHus.

PernoH — BblbepuTe COOTBETCTBYHOLLEE 3HAYEHME M3 BbiMagalollero cnucka. B gaHHom
none ykasblBaeTCcsl pervoH, rge yHkumst 6ecnpoBogHon nepegadn AaHHbIX MOXeT OblTb
ncnonb3oBaHa. Vcnonb3oBaHne OaHHOM (QYHKLUMW B PErMoHax, He yKasaHHbIX B CMMCKeE,
MOXeT ObITb HE3aKOHHbLIM. ECnu Ballen cTpaHbl UM permoHa HeT B Cnucke, obpatuteck 3a

NOMOLLbIO B MECTHOE NpaBUTESNIbCTBEHHOE areHTCTBO.

&= [lMpumevaHue:

N3-3a TpeboBaHWMIA MECTHOro 3akoHopaTenbcTBa y Bepcunm ans CeBepHo AMepuKu

OTCYTCTBYET Onuus Bbibopa pernoHa.

KanHan - B gaHHOM none BbicTaBnseTcs paboyasi 4actoTa, KOTopyk Bbl cobupaeTtechb
ucnone3oBatb. 1o ymonyaHuio cTouT pexum ABTO, Takum o0pa3oMm, Todka [ocTyna
CaMOCTOATENbHO B aBTOMAaTMYECKOM pexuMme BbibepeT Haubornee noaxoAdliMn KaHarn.
BecnpoBogHON kaHan crnegyeT MeHsiTb TONMbKO B TOM cCryvae, ecnu Bbl Habnopaete
npobnembl, CBA3aHHbleE C MHTepdEPEHUMNEN C OPYrOM TOYKOM AOCTyna, pacrofioXeHHOWm

pSfoM C BalMM 060pyaOBaHMEM.

Pexxum — BbibepuTe COOTBETCTBYIOLLUMIA pexum. 3HavyeHune no ymonyaHuo 11bgn

CMeLLaHHbIN.

Tonbko 11b — Bbibepute, ecnn Bce 6ecnpoBoAHble KMMEHTbI NOAOEPXMBAIOT CTaHAApT
802.11b.

Tonbko 11g — Bbibepute, ecnm Bce GecnpoBofHble KMMEHTbI MoadepXKMBaloT CTaHdapT
802.11g.

Tonbko 11n - BbiGepute, ecnv Bce GECNPOBOAHbLIE KIMEHTbI MOALEPXKMBAOT CTaHAAPT
802.11n.

11bg cMewaHHbIn - Bbibepute, ecnu ucnonb3yete 6ecnpoBodHbIE  KIWEHTHI,

nogaepxusatome ctaHgaptel 802.11b 1 802.119.

11bgn cMmewaHHbI® — BbibepuTte, ecnu ucnonb3yete 6GecnpoBOAHbIE KIMEHTbI,

nogaepxusatoime ctaHgaptel 802.11b, 11g, n 11n.

Bbibepute HyXHbIM pexum GecnpoBogHOW nepefayn aaHHbix. Ecnun BbibpaH 802.11g, TO
Tonbko GecnpoBogHble CcTaHuuMuM cTaHgapta 802.11g cmoryt nogknwoyartbcs K
mapLpyTtusatopy. [Npu Bbibope 802.11n Tonbko 6GecnpoBOAHbIE CTaHUMU CTaHaapTa
802.11n cmoryT noaknyaTbCsa K Touke goctyna. HactositenbHO pekomeHayeTcsi BblbpaTtb
pexum 802.11bgn, 4ToObl BCe OecnpoBogHble cTaHuun ctaHgaptoB 802.11b, 802.11g u

802.11n cmornn NoAakno4aTbCsa K MapLLpyTM3aTopy.
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LUVIpVIHa KaHana — Bbl68pMTe LUMPUHY KaHana M3 BbiNagatowlero crnmncka. Mo yMOIn4aHuo
YyCTaHOBIIEHO ABTo. B aTom cnyvyae perynmpoBka LWWPUHbI KaHana Ana KrineHToB

npon3BoanTCcA aBTOMaTU4ECKN.

& [lMpumevaHue:

Ecnn B none Pexum BbiGpaHo Tonbko 11b, Tonbko 11g vnu 11bg cmelwaHHbIN, none
LLinpuHa kaHana ctaHeT ceporo LBeTa, U B HeM NosBUTCA 3HadeHne 20Mru, KoTopoe Henb3s
Oyoet n3ameHuTb.

BknounTb 6ecnpoBoaHoe BeluaHue - becnpoBoaHON pexnm MaplupyTusaTopa MOXeT
ObITb BKIMIOYEH UMK OTKMOYEH AnsA obecneyeHus 6ecnpoBoHOro AocTyna 6ecnpoBoOaHbIX

CTaHLUUN.

Bknountb wwupokoBewaHne SSID - Korga 6ecnpoBofgHble KIMEHTbI NMPOBOASAT MOWUCK
©ecnpoBOAHON CETU, K KOTOPOW OHM XOTAT NOAKIMIOYMTLCS, OHW YBUOAT naeHTudmkarop SSID,
nocbinaemMbll  MaplipyTnsatopoMm. Ecnu Bbl OTMeTUTE ranoykon s4venky BkrnrounTtb
wupokoBewaHme SSID, TO GecnpoBogHoW MapwpyTusatop Oyaetr OTKpbITO B
LLIMPOKOMNOJSIOCHOM pexnme nepenasaTtb cBoé ums (SSID).

Bknounte WDS - Ota onuma Bknodaer WDS. C nomowbk AaHHOW  YHKUMK
MapLupyTU3aTop MOXET 00beaAnHUTL MOCTOM ABe M Bonee 6ecnpoBOAHbIE JTOKaNbHbIE CETU.
Ecnu paHHas sg4erika oTMedveHa ranovkon, 1o BaMm Oyger Heobxogumo ykasaTb psig
napamMeTpoB, KakK Moka3aHO Ha pucyHke Hwxe (Puc. 4-17). lMpoBepbTe NpaBWUibHOCTb
HaCTpOEK.

Brniounte WDS
55I0{K KOTOPOA Bl XOTHTE NOOKNHHNTECA):
BS SID{K KOTOPOW Bbl XOTHTE NOAKNHYUTECA): Mpumep:00-1D-0F-11-22-33
Tun KnkKoMa: Het v
Whoekc WEP:
THN ayTeHTHd MKaLNI:

Mapone:

CoXpaHuTE

Puc. 4-25

SSID (k koTOpOM Bbl XOTUTE NoakntounTbes) — Mma SSID Toukm gocTtyna, kK KOTOpOW Ball
MapwpyTtmu3atop OydeT MOOKMWYEH B pexuMe KnueHTa. Bbl  Takke MoxeTe
BOCMoONb3oBaTbCs OyHKUMEN noucka Ans Bblbopa mmeHu SSID, Kk KOTOPOMY Bbl XOTUTE

npucoeanHnTbLCA.

BSSID (k koTopon Bbl XoTuTe nogknountbea) — ima BSSID Toukm goctyna, K KoTopom
BalW mapwpyTtmnsatop OydeT noakniodéH B pexume knveHTa. Bbl Takke MoxeTte
BOCMONb30BaThbCA (byHKUMEN noucka Ana Bbibopa umeHn BSSID, k KOTOPOMY Bbl XOTUTE

npmncoegunHNTbCA.
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Mowuck — Haxmute OaHHYIKO KHOMKY O51A NOUCKa Touek OOCTyna, KOTopble B aHHOM pa17|0He

paboTaloT Ha Tekyllei YacToTe.

Tun knroya — ,D,aHHyIO onuuo cnegyet HacTtpamBaTb B COOTBETCTBUM C NapamMeTpamMu
BesonacHocTn Touku aoctyna. HacTtositensHo pekoMmeHayeTCcd BbICTaBUTb TN 3alUThI,

COOTBeTCTBy}OU.I,VIIZ Thny 3allnThbl BaLuen Touku aoctyna.

UHpekc WEP - [JaHHasa onums UCnonb3yeTcst TONbKO B TOM Criydae, ecriv B KadecTse Tuna
knoya BblOpaHo wudgposanHne WEP (ASCIl) wnu WEP (HEX). OaHHbin napameTp

yKasblBaeT Ha uHgekc kntoyva WEP.

Tun ayteHTUdMkKaumm - [laHHaa onuusa MCMNonb3yeTcss B TOM Cfyvae, ecnu B KayecTse
TMna knoya BbibpaHo wndposaHme WEP (ASCI) nnn WEP (HEX). OaHHbii napameTp

yKasblBaeT Ha TN ayTeHTudunkaumnm KopHeson Touku goctyna.

I'Iaponb - Ecnn Touka 0O0CTyna Ballero Mapuipytusartopa Ana nogkrnio4eHuad Tpe6yeT napornb,

BaM HeobxoauMo BBECTU naposnb B AaHHOM Morne.

4.6.2 3awwuTta 6ecnpoBOAHOrO pexmma

Bbibpae BecnpoBogHoi pexum - 3awmrta 6ecnpoBOOHOI0 pPeXuMa, Bbl MOXETe HacTpOUTb

napameTpbl 6e3onacHoCTy Ballei 6ecrnpoBOaHON CETH.

Y MaplipytTu3atopa WMMeeTcsl NsATb pexumoB obecneveHuss GesonacHoOcTM 6GecnpoBOAHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).

O  OTKAK4UTE 33LNTY

& WPAMWPAZ2 - Personal
Bepcun:
WndhposanHme:

Napone:

Mepwop 0GHOBNEHUA TPYNNOBOTO KNKO4a:

) WPA/WPA2 - Enterprise
Bepcun:
WndhposanHme:
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa:
Naponk Radius-cepeepa:

Meprop 0GHOBNEHNA TPYNNOBOTO KNKOHa:

O WEP
Tum:
®opuar knw4a VWEP:
Kntoy BeiBpan
Kniau 1
Kniay 2
Knioy 3

Knioy 4

ABTOMATUUECKN (PEKOMEHAYETCR) (¥
AES -
36310999

(Bbl MOMETE EBECTW CUMECNEI B KOAUPOEKe ASCII MNK B WecTHAaUATEPUYHOM BopmaTe; gna dopmata
a0 63, 3 AnA WecTHaguaTtepuyHoro doepmara ot 8 ao 64.)

1] (CeKyHOEl, MUHUMANEBHOE 2H34eHne 30, 0 - 00HOBNEHNE OTKNIDYEHD

ABTOMATIUSCKN (PEKOMEBHIYETCA) ¥
ABTOMATNYECKN (peKOoMeHayeTCA) v

1812 (1-65535, 0 03H3YAET, 4TO NOPT NPO ¥MENUAHMKD: 1812

30 (CEKYHOLI, MUHUMATNBHOE 3H34eHWE 30, 0 - 0GHOENEHWE OTKMIOUEHD

Automatic v
WecTHaguaTepuuHsin ¥
Kntow WEP (Mapone) Tun knroya
OTknioueHo ¥
OtkniousHo |
OTknioyeHo | v
OTknrousHo %

EHAYETCA MCMONL30BaTE WWGpoBaHne WER, ecn
11n, neckeneky WEF He noggep#neaeTca nf

COoXpaHuTs

ASCIl gnuHa knioya gonsHa Geime 07 8

Puc. 4-26 3awmTta 6ecrnpoBoaHOro pexmnma
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»  OTKNuYUTb 3aluTty — Ecnu Bbl He xoTUTE UCNonb3oBaTb 3awunTty 6eC|'|pOBOD,HOIZ ceTu,
HaXXMWUTE COOTBETCTBYIOLLYHO PagUOKHOMKY. HacTtostensHo pekoMeHayeTcHd Bbl6paTb OAWNH
M3 MMEKLLNXCA PEXMNMOB obecneyeHus 6e3onacHoOCTu.

» WPA/WPA2-Personal (pekomeHgyetcsl) — 310 Tun ayTteHTudwmkaumm WPA/WPA2 Ha

OCHOBE COBMECTHO MUCMNOJIb3yeMOro napon4.

e Bepcua — Bbl MoxeTe BbiOpaTb Bepcuio anroputma  wndposaHua WPA-PSK u3
BbliNajaroLlero cnucka. 3HadeHve no ymonyaHuio ABTOMATMYeCKU. JTO O3Ha4aerT, 4To
aBTOMaTtunyecku Boldbmpaetcsa oauH ns cnegyrowmnx pexxumos WPA-PSK (o6wmi kritod WPA)
unn WPA2-PSK (obwumin kntod WPA2) B 3aBMCMMOCTM OT BO3MOXHOCTEM M 3anpoca

GecnpoBOAHONM CTaHLMN.

e lLndposaHne - [lpu BbIGope WPA-PSK wnu WPA2-PSK B kayectBe Tuna
ayTeHTUdmKaunumnm MOXHO yKkasaTb OOHO U3 crieaylowmx 3HadyeHun - ABtomaTtnyeckun, TKIP

unn AES B kadecTBe anropytma WndpoBaHus.

&= lMpumeyaHume:

Mpun BbIOOpe nonss WPA-PSK/WPA2-PSK (pekomeHayeTcsl) 1 anroputma LnMdgpoBaHus

TKIP nosiBuTCS BblAENEHHasi KpacHbIM LIBETOM HaAMNMUChb, Kak nokasaHo Ha Puc. 4-27.

& WPA/WPAZ - Personal
BepcwA: ABTOMaTHYECKN [peKoMeHayeTca) ¥
LWnchposaHme: TKIP 3

Maponk: 36310999

(Bbl MOXETe BEECTH CUMBONE B Koanpoeke ASCII MW B WeCTHAAUaTepWUHoM fiopMaTe; AnA gopmata ASCI ANWHAE KNoua 0on#Ha OeiMe 0T 8
A0 63, a gnA WecTHaauaTepuyHoro dopmara ot 8 go 64.)

Mepioa OBHOBINEHNR FPYNNOBOTO KIk4a: 0 (CEKVHIS! MUANMANBHOE 3HaUEHNE 30, 0 - OGHOENEHNE OTKMIOYEHO

He pekomeHayeTeR MCNoNk20BaTE WhdpoeaHne TKIF, ecnin yoTy
peskiie 502.11n, nockonsky TKIF HE NoQASpMEAETCA NpH

Puc. 4-27

e Maponb PSK — 3gecb MOXHO ykasaTb naporb AnvHon ot 8 o 63 CMMBOMOB B KOOVUPOBKE

ASCII unu ot 8 oo 64 wecTHagLaTepMUyHbIX CUMBOSIOB.

¢ [epnoa o6HOBNEHUS FPYNMNOBOro Kntova - 3ajanTe B CekyHaax nHTepsan 06HoBNeHus
rpynnbl krnoyen. 3HavyeHne aomkHo pasHATbesa 0 unu 30 nubo Beiwe. Beegute 0 ang

OTKIHOYEHUST OOHOBMEHUS.

He 3abyabTe HaxaTb KHOMKYy COXpaHUTL Ans COXpaHeHUs BallMX HAaCTPOeK Ha JaHHOM
CTpaHuLe.

» WPA WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcua — 3geck M3 BbiNagawoLwero cnucka MOXHO BblbpaTb BeEpCUMlO  anroputma
wudposaHma WPA. 3HavyeHue no ymonyaHuio ABTOMATM4YECKU. JTO O3HA4aeT, 4To
aBTomatumyeckn byaet BoibpaH pexum WPA (Wi-Fi Protected Access) unu WPA2 (WPA

Bepcumn 2) B 3aBUCMMOCTU OT BO3MOXHOCTEN 6eCI'IpOBOD,HOIZ CTaHunn nnu 3anpoca.

e LlindppoBanHune — 3gecb MOXHO BblOpaTh 3HaYeHs ABTomaTtudecku, TKIP unn AES.
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& lNpumevaHue:

Ecnn Bbl HaxwméTte paguokHonky WPA/WPA2 - Enterprise u 3arem Bbibepute
wmncppoBanune TKIP, Bbl yBUAMTE BblAENEHHYIO KPACHbIM LBETOM HAAMUCh, Kak NOKa3aHOo Ha
Puc. 4-28.

® WPAWPA2 - Enterprise
Bepcus: ABTOMATUYECKN (PEKOMEHAYETCA) W
LndppoBaHne; TKIP v
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa: 1812 (1-65535, 0 03HAYEET, YTO NOPT NPC YMONYaHNK: 1812)

Mapone Radius-cepeepa:

Mepuoa oOHOBNEHUA FPYNNOBOMD KHYa: 30 (CEKYHOR!, MUHWMANEHOE 3HaYeHne 30, 0 - oOHOBNEHWE OTKMKYEHD)

ONB30EATE WWdpoEaHne TKIR, ecnn yoTpol
Koneky TKIF HE Nogdep#neaETCA NpK pal

CTeC pado
& B PEMNME

eTE
02.11n.

=]

Puc. 4-28
¢ IP-appec Radius-cepBepa - Beeante IP-agpec Radius-cepsepa.
¢ Radius-nopTt - BBegunte nopT, kOTOpbIN OyaeT ncnonb3osaH Radius-cepsepom.
« NMaponb Radius-cepBepa - Beegute napons ana Radius-cepsepa.

e MNMeproa o6HOBNEHUA rpynnoBoOro Knkoua - 3aganTte B cekyHaax UHTepBan 06HOBNEHNS
rpynnbl Krno4ven. 3HavyeHne gormkHo paBHaTbea O unu 30 nmbo Bhiwe. Beeante 0 ans

OTKIHOYEHNS] OOHOBIEHUS.

WEP - Ha ocHoBe ctaHgapTta |[EEE 802.11. lNpu BbibOpe paHHOro nonsi MnosiBUTCS
BblOeneHHas KpacHbIM LIBETOM HaAMNUcb, Kak nokasaHo Ha Puc. 4-29.

& WEP
Tun: Automatic b
Dopmar knoda WEP: WecTHaguaTepnyHei ¥
Knioy BeIBpaH Knkow WEP (Mapone) Tun knK4a

Koy 1 OTkntoveHo v

Kniou 2: OtknoueHo W

Kniow 3: OTkntodeHs %

Kniou 4: OtknoueHo W
He pe
pEMHME

e Tun — Bbl MoxeTe BblOpaTb TMn WEP-3aWwmThl ©3 BbiNagawowero cnucka. 3HavyeHue no
ymonyaHuio ABTOMaTMYeCKU. ABTOMATMYecKM BblIOMpaeTcs OOAWH U3  BapuaHTOB
ayTeHTudmkauun: OO6wmnm knwo4 i  OTKpbITass cuctemMa B 3aBUCMMOCTU  OT

BO3MOXHOCTEN U1 3anpoca 6ecrnpoBOAHON CTaHLUM.

e ®dopmar «knwya WEP - Bobl wmoxere BbiOpatb kogupoBky ASCI  wunu
WecTtHaguaTtepnyHbin dopmatr. Popmatr ASCIl nogxogut nog nobyo kombuHauwmio
CUMBOSOB KraBmaTypbl B pamKkax 3agaHHoM AnvHbl. LWecTtHaguaTepuyHbin cdopmar
noaxoguT Ans nobor koMOMHauum WwecTHaguatepuydHbix cumeonoB (0-9, a-f, A-F) B

paMKax 3agaHHON AJIMHbI.
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e Knroy WEP — Bbibepute oamH 13 YeTbIpéx kntoden n ykaxute WEP-knto4. Ybeantech B

TOM, 4YTO AaHHble 3Ha4YeHNUA OAMHAKOBbI AJ14 BCEX 6€CI'IpOBOﬂHbIX CTaHUMI ceTun.

e Tun knwya — 3gecb MOXHO ykasatb anvHy WEP-knwoua (64-, 128- unu 152-6uTHbIN).
3HayeHne "OTkntoyeHO" o3Ha4vaeT, Y10 3anmcb ¢ WEP-knioyom  gaBnsercs
HeaencTBUTENbHON.
64-6MTHBLIN — Bbl MoXeTe BBecTU 10 WeCcTHagLaTePUYHbIX CUMBOOB (Ntobas

kombuHaumsa 0-9, a-f, A-F, Hyneson knto4 HegonycTum) unm 5 cMMBOSOB B KOANPOBKE
ASCII.

128-6uTHbIN — Bbl MOXETe BBECTM 26 LIecTHagLaTepUYHbIX CUMBOSOB (Ntobast
kombuHaums 0-9, a-f, A-F, HyneBown kntod Hegonyctum) nnn 13 CMMBOJIOB B KOLMPOBKE
ASCII.

152-6uTHBLIN— Bbl MOXeTe BBeCTU 32 WiecTHaAUaTeEPUYHbIX cuMBona (nobas kombuHauus
0-9, a-f, A-F, HyneBom knto4 HegonycTum) unm 16 cumeonos B koaupoeke ASCII.
& lMpumevaHue:

Ecnun Bbl He ycTaHOBUNU KMtod, TO yHKUMS 6eCnpoBOAHOM 3awnThl OyOeT OTKIYeHa,
Aaxe ecnuv Bbl BbiIbpanu B kadectBe Tuna AyteHTudunkauum - OBLMiA Kntoy.

4.6.3 dunsrpauma MAC-agpecoB

BbibpaB BecnpoBogHomn pexum - dunsrpaumsa MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBaTb
BecnpoBogHon JocTyn, HacTpom dyHKuunio dunsTpauum no MAC-agpecam (Puc. 4-30).

BecnpoBoaHas hunsTpauna MAC-aapecoB: OTKNHYEHD

Mpasuna chunbTpauum
@- 3aNPETHTE QOCTYN CTAHLMANM, YKA3aHHLIM BO BKNIOYEHHBIX NPAEMNaX W3 CMCKA.

C' FazpeWwnTs AOCTYN CTAHUMAM, YKA3AHHLIM BCG BKMKYEHHEIX NPABUNAX W3 CMCKE.

D MAC-aapec CocTosHue OnucaH1e N3MEHHTL

Jo0aBuTE

Puc. 4-30 dunsrpauna MAC-agpecos

YTobbl akTMBUPOBaTL (OYHKLNIO, HE0OX0AMMO BbiOpaTh BKNOUMTL. 10 yMOnyaHutoo, yCTaHOBMNEHO
3Ha4yeHve OTKIIOYEHO.

> MAC-agpec - MAC-agpec 6ecnpoBOaHOM CTaHLUMKN, KOTOpas XO4eT NOofyynTb SOCTY.

> CocTosiHue - CocTosiHMe gaHHoM 3anucu, Nnoo BknroyeHa, nmbo OTknroyeHa.
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» OnwucaHue - [1pocToe onucaHve gaHHOW 6ecnpoBOAHON CTaHLUN.

YUTto6bl 100aBUTL HOBYIO 3anMCb, HAXXMNUTE KHOMKY [lo6aBuUThk... OTKpoeTca okHO [lo6aBUTb Unn

M3MeHUTb 3anucb 6ecnpoBoaHon dunstpauyum no MAC-agpecam (cm. Puc. 4-31):

MAC-agpec:
OnucaHmne:

CocToRHue: BrntoueHo e

[ Coxparuts | [ Hasaa |

Puc. 4-31 [oGaButb unm nameHuTb 3anucb 6ecnposogHon dunerpaumm no MAC-agpecam

Y1o6bl O40GaBUTL UMM U3MEeHUTb 3anucb ¢unbTpauun no MAC-agpecam, cneaywuTe

npeactaBfIeHHbIM HNXXe MHCTPYKLUNAM:

1. Bsegute cooteetctBytowmn MAC-agpec B none MAC-agpec. ®opmat MAC-agpeca
cnegyloLwun: XXK-XX-XX-XX-XX-XX (roe X npegcrasnsaet cobon noboe
LwecTHaguaTepunyHoe Yncrno). Hanpumep, 00-0A-EB-00-07-8A.

2. Beegute npoctoe onucaHune 6eCI'IpOBO,EI,HOIZ cTaHuMm B none OnucaHwue. Hanpmmep,

BecnpoBogHas ctaHuus A.

3. B none CocTtofiHue 13 BbiNagaloWero cnucka BblOepuTe 3HadYeHue Bknro4veHo wnu

OTKnoYeHo.
4. HaxmuTe kHonky CoXpaHuTb 4151 COXPaHEHNs AaHHOW 3arnucu.
OnA u3ameHeHWA UNKU yaaneHns cyLecTBYHOLEN 3anucu:

1. Bbl6epV|Te 3anncb N HAXMUTE KHOMKY MN3mMeHUTb. YTOObI yOoannTtb 3anunchb, BOCI'IOJ'IbSyVITer

KHOMKOM YpanuTb.
2. BHecute HeobOxoaMMble N3MEHEHUS.

3.  Haxmute kHonky CoxpaHuUTb O51s1 COXpaHEHUSI HACTPOEK.
Haxae kHomnky BKknounTb Bce, Bbl cAenaete Bce 3anvicy akTUBHBIMMU.
Haxas kHonky OTKNIO4YUTL BCe, Bbl COeNaeTe BCe 3an1cu HEakTUBHbLIMMN.
HaxaB kHOMKy YaanuTb Bce, Bbl yaanuTe BCe 3anucu.
HaxaB kHonky Cneayowas, Bbl neperiaérte B creayoLlee OkHO.
Haxas kHonky Mpeabiaywasn, Bol BEPHETECH B NpeablayLlee OKHO.
Hanpumep: Bbl xoTUTEe NpegocTaBuTb AOCTYN K MapLlpyTM3aTopy TOfbkKo ansi 6ecnpoBogHom
ctaHuun A ¢ MAC-agpecom 00-0A-EB-B0-00-0B n 6ecnposogHorn ctaHuum B ¢ MAC-agpecom
00-0A-EB-00-07-5F n 3anpetuTb [OCTYN K MapLlpyTM3atopy BCEM MpovMM ©6ecnpoBOAHbIM

cTaHumam. [ns atoro B okHe ®unbTpauma MAC-agpecoB HeobX0AMMO caoenatb crieaytoLlee:
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1. HaxaTtb kHonKy BKnrounTb, YTOOLI akTMBMPOBaTb PYHKLNMIO.

2. Bblbepute none “PaspelumnTb AOCTYN CTaHUMAM, YKa3aHHbIM BO BKITHOYEHHbIX MpaBuiax u3a
cnvcka” ansa NMpaeun ounbTpaumm.

3. Ypanute unuv oTKMYUTE BCE 3anmcu (€Cnu TakoBble NMEIOTCS).

4. Haxmute «kHonky Jo6aButb... un BBeante MAC-agpec  00-OA-EB-00-07-8A
/00-0A-EB-00-23-11 B none MAC-agpec, noToMm BBeguTe onucaHne 6ecnpoBO4HON CTaHLMK

A/B B none OnucaHue, npu 3TOM, BblbepuTe BKMOYEHO 13 BbiNagaroWEro cnmcka

CocTtosiHne. Haxxmnte kHonky CoxpaHuTb, a 3atem Hasag.

MpaBuna punbTpauumM OMKHbI BbIFMAAETh CNeayoLmMmM o6pasoMm:

Mpasuna punbTpauum
(?;' 33I‘I|Z"':TI1Tb A0CTYN CTAHUKWAM, YK333HHEIM BO BENKYEHHEX NP3EMNAX M3 COWCEE.

(::' FazpelwnTe gocTyn CTAHUMAM, YKAZAHHEIM BO BKNHKYEHHEIX NPEEUNAX M2 CNWCKA.

I MAC-agpec CocTtoRHKe OnucaHue NameHnTL
1 00-0A-EB-00-07-8A Brnto4eHo CTaHUMK A M3meHuTL ¥oanuts
2 00-0A-EB-00-23-11 Brnro4eHo cTaHuwu B MameHuTs ¥oanuts

4.6.4 [ononHutesrnibHble HACTPOMKMU

Buibpas BecnpoBogHou pexum - [ononHuTenbHble HAaCTPOMKW, Bbl MOXETE HACTPOUTb

OONOJTHUTENbHbIE HaCTpOVIKI/I 6€CI'IpOBO,EI,HOIZ ceTun.

WHTEpBan Manka: 100 (40-1000)
Mopor RTS: 2346 (256-2346)
Mopor chparmeHTaumm: (256-2348)
WuTepean DTIMN: 1 (1-255)

AKTHENpOEETE VWIII
AKTMENPOBATL Short Gl (KOpOTKWIA 33WNTHBIA MHTEREAN)

[] AkTweMpoEaTe AF ISolation (M20NALMA TOUKW AoCTyNa)

COXpaHWTE

Puc. 4-32 [lJononHuTenbHbIE HACTPONKK

> MHTepBaﬂ Mafaka — CurHanbHbIMW nNakeTamn Ha3bliBAOTCA NaKeThl, KOTOpble
MapLwpyTmn3aTop HanpasndeT OnAa CUHXPOHU3auun 66CI‘IpOBO/J,HOVI ceTn. MHTepBaJ'I
CUrHarnbHOro nakeTa onpenendeT BpeMeHHOVI MHTEepBas OoTnpaBkn CUTHalIbHbIX NAaKeTOB.

Bbl MmoxeTe BbICTaBuTb 3HaveHus B uHTepsane 40-1000 munucekyHg. Mo ymonyaHuio

ctout 100.
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» Topor RTS — 3gecb Bbl MoxeTe ycTtaHoBuTb nopor RTS (3anpoc rotosBHocTH). Ecnn
naket Gonblle pasMmepa, ycTaHoBneHHoro noporom RTS , To mapwpyTtusaTtop byget
HanpaBnsaTb 6nokM RTS Ha onpefgenéHHyo NPUHMMAIOLLYI0 CTAHLMI0 U COrnacoBbiBaTb

OoTnpaBky 6nokoB AaHHbIX. [10 yMONYaHMO yCTaHOBNEHO 3HaYeHne 2346.

> Topor dparmeHTaumm - [laHHas BenunyMHa npeacTaBnsdeT cobow MakcumarbHbI
pa3mep, nocrie KOToporo nakeTbl ByayT noaBepraTbCcs hparmMeHTaumn. YCcTaHoBeHNE
CIIMLLKOM  HWU3KOro nopora dparMeHTaumMm MOXeT MpPUBECTU K  CHWKEHUIO
NPOMN3BOAUTENBHOCTM CeTU WM3-3a M3ObITOYHOrO KonuyecTBa naketoB. B kaudectse
pekoMeHOO0BaHHOM BENUYMHbI Npeanaraetcda 2346; aaHHas BennyMHa ycTaHoBMeHa no

yMOMYaHuio.

> WHTtepBan DTIM - [JaHHas BenuunHa onpeaenseT nHtepean otnpaBki CoobLieHns o
HoctaBke Tpadwmka (DTIM). MNMone DTIM saBnsetca nonem o6paTHOroO OTCYETa,
MHGOPMUPYIOLLINM KITMEHTOB cnegywouero OKHa ans npocnyLnBaHus
LUMPOKOBELLATENBHbIX WM  MHOroagpecHbix coobweHun. Korga maplupytmMsaTop
coxpaHsieT B Oydep LWMpOKOBeLaTENbHbIE WM MHOrOaApecHble COoOoOLWeHns ans
accouuupoBaHHbIX KIMEHTOB, OH oTnpasnseT creaywowee DTIM co 3HaveHuem
umHTepsana DTIM. Bbl MoxeTe BbICTaBUTbL 3HayeHMe B AuanasoHe mexgy 1-255
WHTepBanamn curHanbHOro naketa. 1o ymMonyaHuio yCTaHOBMEHO 3HayeHue 1, 4To

O3Ha4aerT, 4To uHTepsan DTIM paBeH VIHTepBany oTnpaBkmn CUrHanNbLHOro naketa.

> AktuBupoBatb WMM — OyHkuma WMM obecneunmBaeT nepBoOYEpenHY0 OTMNpaBKy
COOOLEHNIA C BbICOKMM MNpuopuTeToM. HactoaTenbHO peKkoMeHAyeTCs BKIOYMTb

OaHHYI0 PYHKLNIO.

» AktuBupoBatb Short Gl — [aHHas QyHKUMS Takke peKOMeHAOBaHa, MOCKOSMbKY
NO3BOMNSAET YBENUYMTb MPOMYCKHYD CMOCOOHOCTb 3@ CYET CHWXKEHUSI ONIMTENbHOCTU

Monocbl pacunbTPOBKK.

» AxktuBupoBatb AP Isolation - [aHHas dyHKUMA no3BonseT uM3onMpoBaTb
BecnpoBoaHble CcTaHuMM ceTu Apyr oT pgpyra. B astom cnyvae 6GecnposogHble
ycTpovcTtBa OyayT B3aumMogencTBoBaTb C  MapLUpyTM3aTopoM WM He  CMOryT
B3aMMOAENCTBOBaTb APYr C ApyroM. YTobbl akTMBMpOBaTb PYHKLMIO U3ONSALMN TOYKM
[OoCTyna, OTMEeTbTEe COOTBETCTBYIOLYK A4yenky. Mo ymonyaHuio faHHaa qyHKUMA

OTKJ1HOYEHa.

& lMpumeyvaHue:
Ecnv napameTpbl HacTpoek Ha [JaHHOM CTpaHuue BaM He 3HaKOMbl, HaCTOATENbHO

pekomMmeHOyeTCcAa OCTaBUTb 3HA4Y€HUA, YCTaHOBJIEHHbIE MO YMOJT4aHUIKO, NOCKOJIbKY HEBEPHasA
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yYCTaHOBKa napamMeTpoB MOXET NPUBECTU K CHMXXEHNIO MPOn3BOONTESNTbHOCTU 6€CﬂpOBOﬂ,HOIZ

ceTu.
4.6.5 Cratnctnka 6ecnpoBOAHOro pexuma
Boibpas becnpoBogHon pexum - CTaTucTMKa OecnpoBOAHOrO peXxuma, Bbl MOXETE

npocMmoTtpetb uWHdopmaumio no MAC-agpecy, TeKywemMy COCTOSHWIO, MOSTYYEHHbIM W

OTMNpaBeHHbIM NakeTamM Ans KaXaon Noaknto4éHHoN 6ecnpoBOAHON CTaHLMM.

Y1cno NogKNHHEHHBIX B HACTORAWES BPEeMA GECNPOBOOHLIX CTAHLMWA: 1
1D MAC-agpec Tekywee cocToAHNE MNakeToE nony4eHo MakeToE oTnpaeneHo
1 98-D6-BB-47-4F-50 STA-ASS0C 29 10

Puc. 4-33 Ctatuctmka 6ecnpoBO4HOrO pexnma
» MAC-agpec — MAC-agpec nogkntodéHHon 6ecnpoBogHON CTaHUMK

> TeKyuee cocToiHMe — Paboyee CoCTosiHME NOAKIHOYEHHOM GecnpoBOgHON CTaHUUKN, OAMH
n3 sapunaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/IWPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKno4eHO

> [MMaketoB nony4yeHo — KoOnvMyecTBO MakeToOB, MOSTyYEHHLIX MOAKMYEHHON GecnpoBOAHON

cTaHumen

> [MakeTtoB oTnpaBJ/iIeHO - KonnyectBo nakeTos, oTnpaBJiIeHHbIX NOOKIMHOYEHHOMN

BecnpoBogHoON cTaHumen

Bbl He MOXeTe BHOCUTb WU3MEHEHUS B [aHHble, npencrtaBneHHble B JaHHOM OKHe. YToObI

06HOBUTb MHDOPMALIMIO B OKHE, HaXXMUTe KHOMKY OBHOBUTL.

Ecnu konnyecTtBo NOAKMHOYEHHBLIX 6ECnpOBOAHbLIX CTaHLUMA B CNWUCKe BbLIXOAWT 3a npenensi
OAHOW CTpaHuMUbl, HAXXMUTE KHOMKY Crnepyrowas, YToObl NEPenTn Ha CNeayoLLYy0 CTpaHuLy, 1

HaxxmuTe kHonky Mpepblaywan, 4Toobl NepenTy Ha NpeabiayLLylo CTPaHuLy.

& lMpumeyaHue:
OTa cTpaHuua obHOBNSETCA aBTOMaTUYECKN KaxKable 5 CekyHA.
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4.7 DHCP

DHCP
- HacTpo#em DHCP

- Cnucok, knwedtoe DHCP

- PezepBrpoRaHMe afpecos
Puc. 4-34 Menio DHCP

B meHio DHCP copgepxatca Tpu nogmeHio (cm. Puc. 4-34) — Hactpomku DHCP, Cnucok
knueHtoB DHCP n PesepBupoBaHue apgpecoB. Bbibepute ogHO M3 HWMX ONsi HACTPOMKM

COOTBETCTBYOLLEN DYHKLINN.

471 Hactpouku DHCP

Bbibpas DHCP - Hactpouku DHCP, Bbl moxeTe HacTpouTb napameTtpbl padbotel DHCP-cepBepa
(cm. Puc. 4-35). Mo ymonuyaHuio mapwpyTtusatop geuncteyet kak DHCP-cepsep (DHCP - ato
NPOTOKOI AMHAMUYECKON KOHUIypaLmmn ceTeBoro yana) n obecnevmsaet koHdurypaumio TCP/IP

ana Bcex I'IO,EI,KJ'IPO‘-IéHHbIX K HEMY KOMMNbKOTEPOB NoKarnbHOW CETW.

DHCP-cepeep: (O OTKNIUUTE () BENKYMTE
HavaneHei IP-agpec:
KoHeyHbli IP-agpec:
CpoK OeiCTBUA agpeca: 120 IMUHYTEL (1~2880 MUHYT, NG ymonyanui: 120}

OCHOBHOW W3

JoMeH No yMon4aH H: l:l (HeoGA2aTeNBHAA HACTPONKE)
Mpeanovutaemeiin DNS-cepeep:

AnNbTepHaTHBHLIA DN S: (HeoGA2aTeNBHAA HACTPONKE)

Puc. 4-35 Hactponkn DHCP

> DHCP-cepBep — Bknrountb nnn OTKNOYNTL cepBep. Ecnu Bbl XOTUTE OTKMHOYNTL €ro, B
BaLleln cetn gormkeH bbitb apyron DHCP-cepBep, B NpOTMBHOM crydae Bbl AOMKHbLI OyaeTe

ykasaTb IP-agpec kKomnbloTepa Bpy4HYto.

»> HavanbHbIN IP-agpec — YkaxuTte IP-agpec, ¢ kotoporo DHCP-cepBep byanet npucBanBatb

IP-agpeca. Mo ymonyanuto ato 192.168.0.100

> KoHeuyHbn IP-appec - Ykaxute koHeudHbll IP-agpec pguanasoHa, MCNonb3yemoro
DHCP-cepeepom npu npucsoeHun IP-agpecoB. 1o ymonuyaHuioo MCNonb3yeTcs 3HadeHue
192.168.0.199

> Cpok peicTBus agpeca — JTO MPOMEXYTOK BPEMEHMW, B TeYeHWe KOTOPOro CeTeBOM

nonb3oBaTenb MOXET MOAKMYATbLCS K MapLipyTvM3aTopy, MCMonb3ys  TeKyLyuii
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AnHamuyecknn IP-agpec. Cpok AencTBus agpeca ykasbiBaeTcs B MUHyTax. 1o ncredeHuu
AaHHOro nepuoga nonb3oBaTento aBToMatMyecku ByaeT MPUCBOEH HOBLIV AMHAMUYECKUN
IP-agpec. 3HayeHne nexuT B npegenax ot 1~2880 MuHyT. 3HadeHne no ymonyaHuo 120

MUHYT.

» OcHoBHoOM W3 - (Heob6sa3artensHoe none) MNpegnaraetcsa ykasaTb IP-agpec LAN-nopTa

MapLipyTusaTopa. 3HadeHne no ymonyaHuo 192.168.0.1.

> JlomMeH no ymon4yaHuio - (HeobsasatenbHoe nomne) 34ecb MOXHO ykasaTb JOMEHHOE UMS

Onsa Ballen ceTu.

» [MNpegnountaembin DNS - (HeoGsasatenbHoe none) 3gecb MOXHO Yykasatb IP-agpec
DNS-cepBepa, nony4eHHbl oT noctaswmka NHTepHeT-ycnyr. nm obpatutech kK CBoeMy

NOoCTaBLUUNKY I/IHTepHeT-ycnyr N YTOYHUTE 3TN OaHHbIE.

»> AnbtepHaTuBHbIN DNS - (HeobGsazatenbHoe none) 3peck MOXHO YykasaTb IP-agpec
apyroro DNS-cepBepa, ecnu Bbl nonyyYnnu ot noctaBwmka VIHTepHeT-ycnyr agpeca OByX

CepBepoB.

&= lMpumeyaHwme:

Onsa ncnonb3oBaHusa dyHkummn DHCP-cepBepa Heob6xoaMMo Afis BCEX KOMMbIOTEPOB JIOKanNbHOM
ceTun BbibpaTb pexum "lMonyuntsb IP-agpec aBTomaTuyeckn".

4.7.2 Cnucok knneHtoB DHCP

BbibpaB DHCP - Cnucok knueHtoB DHCP, Bbl MoXeTe npocmatpuBaTb WMHopmauuio no

BCEM KrimeHTam MmapupyTtusatopa (Puc. 4-36).

I HwmA knuexTa MAC-agpec HazHa4eHHbIl IP-agpec Cpok gencTena
1 tplink14128 GC-62-6D-F7-31-8D 192.1658.0.100 01:28:46

2 Unknown 958-D6-BB-47-4F-5D 192.1658.0.101 01:56:02

Puc. 4-36 Cnuncok knuentos DHCP

> ID — NHpgekc DHCP-knueHTa

> Wwmsa knuneHta — uma DHCP-knueHTa

> MAC-agpec — MAC-agpec DHCP-knueHTta

> HasHauveHHbI IP-agpec - [MpncBoeHHbIN MappyTrdaTopom IP-agpec DHCP-knneHTa

> Cpok penctBusa agpeca - Cpok gencteus agpeca DHCP-knueHTta. Nocne ucteveHus
CpoOKa OEencTBMSA MONb30OBaTENi0 aBTOMAaTMYECKM MPUCBAMBAETCA HOBbIA OUHAMUYECKUN

IP-agpec.
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YKasaHHble Bbllle 3Ha4YeHUs He MOryT ObITb N3MEHEHbI B 3TOM OKHEe. YTOObI 06HOBUTL CTpaHuuy
n Nony4vnTb VIH(bOpMaLJ,VIIO No MNOAKITIOYEHHLIM Ha AAHHbIA MOMEHT yCTpOVICTBaM KIMMUKHUTE MO

kHornke OOHOBUTD.

4.7.3 Pe3epBupoBaHue agpecoB

Bbibpae DHCP - PesepBupoBaHuMe agpecoB, Bbl MOXeTe npocMatpueatb W Aob6aBnsTb
3apesepBMpoOBaHHbIe agpeca KMeHTOB yepes3 creaytouwlee okHo (cm. Puc. 4-37). Korga Bbl
yKkasblBaeTe 3ape3epBUpOBaHHbIN IP-agpec Ans KOMNboTepPa foKanbHOW CETU, 3TOT KOMMNbIOTEP
OyneTt Bcerga nonyyatb oauH U TOT xe IP-agpec kaxabii pa3 npy obpawennn k DHCP-cepeepy.
3apesepBunpoBaHHbIN IP-agpec Hy>KHO Ha3Ha4yaTb cepBepaM, TPeOYIOLWMM NOCTOSHHbIX HAaCTPOekK

IP-napameTtpos.

1D MAC-agpec Japezepeupoeanueli IP-agpec CocTosaHune HzmeHnTs

HoGaEnTe

Puc. 4-37 Address Reservation

> MAC-agpec — MAC-agpec komnbloTepa, ANS KOTOPOro Bbl XOTUTE 3ape3epBUpOBaTb

IP-agpec.
> 3apesepBupoBaHHbIn IP-agpec — IP-agpec, 3ape3epBupoBaHHbLIN MapLIpyTU3aTOpOM.
» CocTtosiHue - CocTosiHue 3anucu - BknroyeHo nnv OTK4YEHO.
Y100bI 3ape3epBupoBaTthb IP-agpeca HeobxoaMmo caenatb cneayroulee:

1. Haxmute lobaBuThb ... . (lMogsuTtca cTpaHuua, KoTopyto nnnctpupyet Puc. 4-38)

2. Beeaunte MAC-agpec (B dopmare XX-XX-XX-XX-XX-XX.) u IP-agpec B [OeCATUYHOM

d)OpMaTe C pasgenuteribHbIM1 TOYKaMn TOro KomnbkoTepa, KOTOprVI Bbl xoTnte gobaBuTb.

3. B koHue HaxmuTe KHoMKy CoXpaHuTb.

MAC-agpec:
JapezepBUpoBaHHBIN IP-agpec:

CoCcToAHWE: BrnkoueHo i~

[_Coxpanuts | [Hasaa |

Puc. 4-38 [o6aBuTb Un1 M3MeHUTb 3anNncb Pe3epBUPOBaHNS aapeca

YT100bI NI3MEHUTb UnNn yAannuTb MMerLWyrCcA 3anucChb:

1. Bbl6epMTe 3anmMcb N HaXMuUTe KHOMKY U3ameHuTb. ECnn BbI xoTnTE yoannTtb 3anunchb,
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BOCMOMb3yNTECH KHOMKON YAanuTb.
2. BHecuTe HeOOGX0OUMbIE N3MEHEHNS.
3. Haxmute kHonky CoxpaHUTb.

YT1006bI aKTUBMPOBATb/OeaKTMBUMPOBATb BCe 3anucu, BOCMOSb3yNTECH KHOMKOM
Bknountb/OTKNIOYUTL Bee.

YTtobbl yoanuTb BCe 3anvcu, BOCNONbL3yNTeCh KHOMKOW YaanuTb Bce.
Haxae kHonky Crnepylowas, Bbl nepengérte B crnegylollee OKHO, a BblibpaB KHOMKY
Mpeabiaywasn, BepHETECH B NpeablayLlee OKHO.

4.8 lNepeappecauusn

Nepeanpecaumnn

- BUpTyanbHbie Cepeephbi

- Port Triggering
- DMZ
- UPnP

Puc. 4-39 MeHto NMepeagpecauus

B meHio lMepeagpecaunsa cogepxartca 4veTbipe noameHto (cMm. Puc. 4-39) — BuptyanbHblie
cepBepbl, Port Triggering, DMZ n UPnP. [ina HacTpoikn Hy>XHOW byHKUMN BbIGEPUTE OQHO M3
HUX.

4.8.1 BwupTtyanbHble cepBepbl

BoibpaB [lMepeagpecauusa - BupTyanbHble cepBepbl, Bbl MOXETe MpocMaTpuBatb W
pobaBnATb BUPTyanbHbIE CEpPBEPbI, Kak Noka3aHo Ha Puc. 4-40. BupTyanbHble cepBepbl MOTYT
ObITb MCNONb30BaHbI 451 HACTPOWKM OBOLLIMX CEPBUCOB Ballel NoKanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbil cepBep onpeaensdeTca Kak CepBUCHbIA MOPT, U BCe 3anpocbl U3
MHTepHeT K aTOMy cepBuUcy ByayT nepeHanpaBneHbl Ha KOMMNbIOTEP, 0603HayYeHHbIN IP-agpecom
cepBepa. KomnbioTep, WCNONb3YOWNA BUPTYyarnbHbIA  CepBep, AOIMKEH pacnonaratb
cTaTnyeckum unm ukcupoBaHHbiM IP-agpecom, Tak Kak. IP-agpec MOXeT MeHATbCSA B npoLecce

paboTbl pyHkuun DHCP.

ID  MopT cepeuca BHYTPEHHKIA NopT IP-agpec MpoTtokon CocToAHne NameHuTs

NoGaenTs.

Puc. 4-40 BupTtyanbHble cepBepsbl

> [TopT cepBuca - Konmyectso BHELLHUX MOPTOB. Bbl MoxeTe BBECTM MOPT cepBuca unm

ananasoH nopToB cepsuca (B opmate XXX - YYY, rae XXX HavanbHbln nopT, a YYY
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KOHEYHbIV NopT).

> BHYTpeHHUI nopT - Homep BHYTPEeHHEro cepBUCHOIO NopTa KoMMboTepa, UCMOomMb3YIoLLEero

CepBUCHOE NpUIioXxeHue. Bbl MOXeTe ocTaBuTb 3TO None nyCTbIM, eClin BHyTpeHHMVI nopT

coenaaaeT ¢ MopTom cepBuca, Unu ykasatb Homep rnopta, ecnv MopT cepeurca oauH.

\4

IP-apgpec - IP-agpec komnbloTepa, Ha KOTOPOM 3anyLeHO NPUNoXeHWe cepauca.

» Tpotokon - lNpoTokon, ncnonb3yembli ans gaHHoro npunoxenus; nuéo TCP, UDP nnn

Bce (Bce npoTtokonbl, nogaepxnsaemMble MapLipyTtnsatopom).

> CocTosiHme - CocTtosiHne gaHHown 3anucu, BknrovyeHo nnm OTKNOYeHo.

> NU3meHUTb - [INa uaMeHeHus unm yoaneHuna TeKyLLI,eIZ 3arnuncu.

[ns HacTpomnkn 3anucu BUpTyanbLHOro cepeepa:

1. Haxmute kHonky lo6aBUTb... . [JOIMKHO OTKpPbITbCS OKHO, Kak NpeacTasneHo Ha Puc. 4-41.

2. B cnucke CtaHgapTHbIM NOpT cepBuUca BbiGeprTe cepBUCHbIN NMOPT, KOTOPbIV Bbl XOTUTE

ncnosnb3oBaTtb. Ecnn B 9TOM cnuncke OTCYyTCTBYET HeobOxoaMmMoe HaMMeHOBaHME, YKaxute

HOMep CepBUCHOro MopTa Unu ananasoH nopTos B none MopT cepBuca.

B none IP-agpec ykaxute IP-agpec komnbloTepa.

BbiGepuTe onuuio BknrouveHo B Bhinagatollem crnvcke CocTosiHue.

3
4. YkaxuTe NpoTOKOM, NCnonb3yemMbln npunoxeHnem. BapuanTtel: TCP, UDP nnu Bee.
5
6

HaxmuTe kHonky CoxpaHUTb.

MopT cepeuca:
BHYTPEHHHA NOPT:

IP-agpec:

(XX NPUMEHNMO TONEBKD B CNYYaE OOHOMD NOPTA CEPENCA NWEG0 OCTAELTE 3TC MOMNE HE3ANOMHEHHEIM)

MpoTokon: BCE v
CocToAHKe: BrnroyeHo i
CTaHOapTHLIR NOPT CepEHCE: —BriGepure— v
[_Coxpanmts | [Hasan |

Puc. 4-41

& lMpumeyaHue:

,D,O6aBI/ITb nnn N3AMEeHUTb 3anncb BUPTYyalribHOIo cepesepa

Bo3moxHa CuUTyauua, Korga Ha BalleM KOMMNbKTepe UM cepBepe npeanaraerTca ©onee ogHoro

cepsuca. B takom cny4ae Bbl6epl/ITe npyr0|7| cepBuC 1 BBeauTe TOT Xe IP-agpec ona gaHHoOro

KOMMblOTEpa Unn cepeepa.

[ns usmeHeHus UnNu yaaneHus cyllecTBYIOLWEN 3anucu crnenyeT:

1. B cron6bue MameHuTb Haxxmute U3MeHUTb 4N N3MeHeHnst unu YaanuTtb AN yaaneHus.

2. OtpepaktupyinTe nHgdopmaumio.

3. Haxmute kHonky CoxpaHuUTb.
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YToObl BKNHOYUTL/OTKNIOYMTL BCE 3anncu, BOCI'IOJ'Ib3yIZTer kHonkor Bkniountb Bce/OTKNIOYUTL
BCe.

Haxmunte KHOMKY Ypanutb Bce And yaaneHna Bcex 3anucen.

Haxxmute kHonky Crepyrowiasi, Ans nepexona Ha Creaylollylo CTPaHULy; HaXXKMUTE KHOMKY
Mpeabiaywan ana Bo3BpalleHnst Ha NpeablayLLyo CTpaHuLy.

& lMpumeyaHue:

Ecnn B kavecTBe CepBUCHOro MopTa BUPTyanbHOro cepsepa yka3aHo 3HadeHue 80, B OkHe
Be3onacHocTb - YoanéHHoe ynpaBneHue JOMKHO ObiTh ykaszaHo nioboe 3HaveHune kpome 80,
Hanpuvep 8080. B npoTMBHOM criydae Mpu OTKMOYEHUM BUPTYarbHOMO cepBepa MoXeT
BO3HUKHYTb KOH(IUKT.

4.8.2 Port Triggering

Boibpas MNMepeagpecauusn - Port Triggering, Bbl MOXeTe NpocMaTpuBaTtb U BHOCUTb N3MEHEHNS
B okHe Port Triggering (Puc. 4-42). HekoTopble NpUNoXeHus, Kak Hanpumep OHMaWH-Urpsbl,
BMAEOKOH(epeHunn, WHTepHeT-TenedoHnsa w  T.4., TpebyloT Hanmuuua napannenbHbIX
NOAKMYEHUNA. Takne NpunoxXeHnst He MOryT paboTtaTb TONbKO C OOHUM MapLupyTu3atopom NAT.
dyHKUMS 3anycka NOPTOB UCNOMb3YETCS, YUTOObI HEKOTOPbIE U3 3TUX NPUNOXEHMI MOrnK paboTaTb

¢ mapwpyTtmusatopom NAT.

ID Tpurrep nopt Tpurrep NpoToKon BxoaAuwwi nopt Bxoaswuwi npoTokon CocToRHKue NameHuTs

NoGaBuTb

Puc. 4-42 Port Triggering
Mocne HacTpolikn Bce NPOMCXOAMT cneayowmm obpasom:

1. Y3en nokarnbHOW CEeTU CO34aET UCXOAsLlee MOAKMIOYEHNe K BHELLHEMY Y3ny, UCMOomb3ys B
KayecTBe NnopTta HasHa4YeHusl NopT, HOMEpP KOTOPOro ykasaH B none Tpurrep nopr.

2. MapwpyTtmsaTtop genaet 3anucb 06 3TOM MOAKMYEHMU, OTKPbIBAET BXOAALUMIA NMOPT UK
nopThl, MPUKPENNEHHbIE K 3TON 3anucu B Tabnuue Port Triggering, 1 cBA3bIBAET UX C y3N1OM
roKanbHOW CeTu.

3. B cnyyae HeoOXoOMMOCTWM BHELWHMI y3en MOXET MOAKMYaTbCs K Y3ry foKarnbHOW CeTu
yepes oavH U3 NOPTOB, YKa3aHHbIX B None Bxoasawme nopTbl.

>  Tpurrep nopT - 3TO NOPT AN UCXOAALLEro Tpaduka. Micxogsilee noakntodeHne yepes aToT
MOPT aKTUBMPYET [aHHOE NpaBuIio.

> Tpurrep NpPoToKon - 3TO MPOTOKOS, MUCMOMb3yeMbld nopTamu 3anycka. 3HadeHusi: TCP,

UDP unu Bce (Bce NpoTokonbl, NogaepXnBaemble MapLIpyTU3aToOpoM).

> Bxoaswue NopTbl - 3TO NOPT U Anana3oH NopPTOB, UCMOJ1b3yeMbIX y,El,aJ'IéHHOIZ cuctemon
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npu OTBETE Ha WUCXoASLWMI 3anpoc. 3anpoc Yepes OAMH U3 [aHHbIX nopToB Oyaer
nepeHanpaeneH Ha KOMMbIOTEP, aKTUBMPOBABLUWIA JaHHOe NpaBuno. Bel MoxeTe ykasaTtb He

6onee 5 rpynn noptoB (MM CekuMi nopToB). [pynnbl MOPTOB pasgensTcs 3Hakom ",".
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

Bxoaswuin npotokon - [MpoTokon, ncnonb3yemMelin Ansa Bxoasilero noprta. BapmaHTtel: TCP,
UDP nnn BCE (Bce npoToKonbl, NogaepKuBaemble MapLLpyTU3aTOPOM).

CocTosiHue - cocTosiHMe 3anuciu. "BknoyeHo" o3HavyaeT, YTo 3anncb akTUBHA.
N3MeHUTb - N3MEHWTb UK yaanuTb CYLLECTBYIOLLYIO 3aMnnchb.

O6Owme nNpuUNoXeHUss - 4acTo WCMOMb3yeMble TMPUIOXEHUs, codep)Xawmeca B
BblMagaroLweMm crnmcke B pasgene "Bxogdwmn npotokon".

Y106bI CO3AaTL HOBOE npasuno, Heo6xogumo.

1.
2.

Haxmute kHonky [lo6aBuTb... . [IO/MKHO OTKPbITbCA OKHO, Kak NpeacTaBrneHo Ha Puc. 4-43.

M3 Beinagatowero cnucka O6wme npunoxeHnUAa Bbibepute obliee NpunoxeHwe, nocre
yero nonsa Tpurrep nopt n Bxogawmm nopt GyayT 3anonHeHbl aBToMaTudeckn. Ecnn B
none OOWMe nNPUNOXEHUsT OTCYTCTBYET HYXHOE€ HaMMEHOBaHMe, crnegyetr BpPYYHYHO
3anonHuTb nons Tpurrep nopT u Bxopsuwuve nopTbl.

M3 Bbinagatowero cnucka Tpurrep nNpoTokKon BblGepunTe MPOTOKOM, UCMONb3yeEMbIA ANS
Tpurrep nopt: TCP, UDP, nnu Bce.

M3 Bbinagatowero cnucka Bxogsawmm npotokon BbiGepuTe NPOTOKOS, UCNONb3yeMbIA AN
AnanasoHa Bxogsawux noptos: TCP, UDP, nnu Bcee.

B none CocTosiHMe B BbiNagatoLLEM CNNUCKE Bbl6epMTe 3HayeHne BknroyeHo.

YTtoO6hI COXpaHUTb HOBOE NpaBuIiio, HAXXMUTE KHOMKY COXpaHMTb.

Tpurrep nopr:
TpWrrep NpoToKON: BCE »

BxogAwme noprsi:

BXoAWniA NpoToKon: BCE »
CocTosHKe: BrnwousHo ¥
Ofwmre NPUIoKEHNA; --Bribepute-- b
[_Coxpanuts | [Hazaa |

Puc. 4-43 [ 06aBuTb Unm naMeHuTb 3anucb NpoLeaypbl 3anycka nopTos

Y106bI NI3MEHUTb UNKN yAannTb CyLWeCcTBYHLLYHO 3aNUChb:

1.

2.

B ctonbue N3ameHuTb Bbl6epI/ITe 3anncb N KNUKHUTE NO KHomnke U3MeHUTb AN U3MEeHeHUs
3anucu. Ecnu Bbl XxoTuTe yoannTb 3anunchb, BOCI'IOﬂb3yI7ITer KHOMKoW YoanuTb.

OTpepaktupynite 3anuchb.
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3. Haxmute CoxpaHuTb.

Haxas KHOMKY Bknountb Bce, Bbl akTnBupyeTe Bce 3arnmcu
Haxas KHOMKY OTknouYNTbL BCe, Bbl CAENAETe BCE 3anncy HeaKTUBHbBIMM.

HaxaB kHoMKy YaanuTb Bce, Bbl yaanuTe BCce 3anmcu.

&= lMpumeyaHume:

|_|pVI NOAKITIYEHNN 3anyCKa COOTBETCTBYHOLLUME OTKPbITbIE MOPTbI 6y,CI,yT 3aKpPbIThl.

2. Kaxgoe npaBuiio MOXET MCMOMb30BaTbCA TOMbKO OAHMM Y3NOM JOKanbHOW ceTu 3a pas.
MoaknoyeHne 3anycka Apyrx yarnos roKanbHo ceTy GyaeT 3anpeLLeHo.

3. 3Ha‘-I€HI/IF|, YKa3aHHble B normne Bxopsawme NOPTbI, HE OOJTXHbl HAKNaablBaTbCA.

48.3 DMz

Buibpae Mepeagpecauusa - DMZ, Bbl MOXeTe npocMatpuBaTh M HAcCTpavMBaTb NapameTpbl y3na
DMZ (cMm. Puc. 4-44). ®dyHkuns DMZ nosBonsieT co3gaBatb 0CODbIM CETEBOW CErMeHT ans y3na
nokanbHoOW ceTu, obpawatuweroca K TakuM WHTepHeT-pecypcam Kak OHMaNH-Urpbl Unu
BnaeokoHdepeHumun. MNpn 3TOM MapLUpyTU3aTop NepeagpecyeT nakeTbl BCEX CEPBUCOB Ha y3en
DMZ. Y komnbloTepa, HasHadeHHOro B KadectBe y3na DMZ, cdyHkuma knueHTt DHCP pgomkHa
ObITb OTKMOYEHA, a Takke eMy AOMmKeH ObiTb NPUCBOEH HOBLIN cTaTtudeckuin IP-agpec, Tak kak

ero IP-agpec MOXeT MEHSITLCA NpU NCNONb3oBaHMKN yHKuun DHCP.

Tekywee COCTOAHKME: (O BeniunTe (3) OTKMKYNTE

IP-agpec yana DMZ: 0000

Pwuc. 4-44 DMZ

Y106bI Ha3HAYUTbL KOMNbLIOTEP UNKU cepBep B KayecTBe cepBepa DMZ:
1. Haxmute kHOMnky BknounTb.

2. Beepgute IP-agpec komnbloTepa NokanbHOW CEeTU, KOTopbI ByaeT AencTBOBaTb B KayecTBe

y3na DMZ, B none IP-agpec yana DMZ.

3. Haxmute kHonky CoxpaHuUTb.

& lpumeyaHume:

Mocne ycTtaHoBKKM napameTpoB y3na DMZ, cooTBETCTBYIOLLMI MEXCETEBOWN 3KpaH paboTaTtb He
Oyger.

48.4 UPnP

BoibpaB Mepeagpecaumna — UpnP, Bbl cMoXeTe npocmatpmBaTb MHGAOPMAaLMIO MO NPOTOKONY

UPnP (Universal Plug and Play), kak nokazaHo Ha Pwuc. 4-45. ®yHKuMs no3BonsdeT Takum
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YCTPOWCTBAM Kak KOMMbIOTEPLI C NoAKMo4eHneM K MHTepHeT npu HeobxoamMMocTu obpallaTbes K
pecypcam nokanbHbIX Y3r0B. YCTponcTBa C nogaepxkom npotokona UPNP moryt ObiTb

aBTOMAaTMYECKN OOHapyXeHbl npunoxeHnem UPnP-cepBurca NokanbHOM CETH.

Tekywee coctoAHre UPNP: BrnoyeHo OTKNHYNTE

CnucoK TekywWwnx Hactpoek UPnP

1D OnucaHne NPUNo¥eHnA BHEWHWIA NopT Mpotokon BHYTpEHHMIA NopT IP-agpec CocToAHne

Pwuc. 4-45 UPnP

> Tekywee coctoiHne UPnP — ®yHkuma UPNP moxeT ObiTb BKIHOYEHA UMM OTKMAOYEHa
NyTéM HaxaTusa KHoMkM Bknountb nnm OTkNnounTb. Ecnn gaHHasa pyHKUMS BKIlOYeHa, TO

OHa CHWXaeT YPOBEHb 3aLLUMThI, MO YMOMYaHUI0 AaHHas OYHKUMS BKMOYEHA.
> Tekywui cnucok HacTpoek UPnP — 3Ta tabnuua cogepxuT crieqytoLlyto MHopmMauuio:

« OnucaHne npunoxeHua -— OnucaHue, MNOMNy4YEHHOE OT NPUNOXKEHMS, MpK
UPnP-3anpoce.

o BHewHnn nopT — BHELWHWI NOPT, OTKPbIBAEMbIA MapLLPYTU3aTOPOM A5 NPUITOXEHMS.

« [MpoTokon — Tun NpoTokona, KOTOPbLIN MapLLPYTU3aTOP OTKPbIBAET NS NPUNOXEHMS.

o BHyTpeHHUN nopT — BHyTpeHHWI A MOPT, KOTOPLIN MapLUpyTU3aTOp OTKpbIBaeT AnA
fiokanbHOro y3na

« IP-appec — IP-agpec yctponctea ¢ nogaepxkon npotokona UPnP, koTopoe B faHHbIN
MOMeHT obpallaeTcs K MapLpyTusaTopy.

« CocTtosiHue — B 3TOM none oTobpaxaetcda WMHGPOPMaUWUs MO COCTOAHMIO MnopTa.
3HadeHne “Bkn.” o3HavaeT, 4YTo MOPT Bce elwé aktueeH. B npoTtmBHOM cnyyae nopt

HeaKTUBEH.

KnukHuTe no kHorke OBHOBUTL, YTOOLI OOHOBUTL TeKyLLMIA CnMCOK HacTpoek UPNnP.

4.9 Be3onacHocCTb

besonacHoOCTL

- HacTpoikn Ga30B0M 3aIHTh

- PacumpesHLie HaCTPOHKN 2alHTL]

- [NoKkansHoe ynpagnesme

- ¥YnanéHHoe ynpaeneHme

Puc. 4-46 MeHto BesonacHocTb
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MeHto BesonacHOCTb coaepXuT 4YeTbipe nogMeHio (cm. Puc. 4-46) — Hactpowku 6asoBomn
3awmThbl, PacwupeHHble HacTpomku 3awuTtbl, JlokanbHoe ynpaBneHue U YaanéHHoe

ynpaBneHue. [Jns HAaCTPOMKN HY>XHOW (DYHKLIMM BbIOEPUTE COOTBETCTBYIOLLMIA pa3aen.

4.9.1 Hactpounkn 6azoBom 3awmTbl

BbibpaB Be3sonacHocTb — HacTponkn 6a3oBoM 3aWuTbl, Bbl MOXETE BbINOMHUTL Ga3oBble

HacTpoiku 6esonacHocTu (Puc. 4-47).

MexXceTeBoM 3KpaH

MexcereBon akpaH SPI: (& Bemounte () BHIKMKUMTE

VPN
Mponyck Tpaduka PPTP: (& Brmounte (O BEIKNKUMTE
Mponyck Tpaduka L2TP: (& Brmounte (O BEIKNKUMTE
Mponyck Tpaduka IP Sec: (&) Bemounte () BHIKMKYMTE

ALG
FTP ALG: (& Brmounte (O BEIKNKUMTE
TFTP ALG: (& Brmounte (O BEIKNKUMTE
H323 ALG: (& Brmounte (O BEIKNKUMTE
RTSP ALG: (&) Bemounte () BHIKMKYMTE

Puc. 4-47 HacTporiku 6a3oBoi 3aLluTbl
> MexceTteBomn 3KkpaH — MexceTeBol akpaH obecrneunBaeT 3almTy ceTh . 3gech Bbl MOXeTe

BKIOYMTL/BbIKIIOUYMTE MEXCETEBOW 3KpaH MapLupyTusaTopa.

e MexceTteBon 3kpaH SPI - dyHkumnsa dunsTpauum ¢ yd4étom KoHTeHTa (Stateful Packet
Inspection) nomoraet npenoTBpaTUTL KMbEp-aTakM, Tak Kak B TEYEHME Ceccum
oTcnexuBaeTca 6onbluee KONMYecTBO napameTpoB. Bo BpeMs ceccuu npoussoguTcs
npoeBepka Tpaduka Ha COOTBETCTBME MpoTokony. [lpn 3aBoACKMX HacCTponKax
MEXCeTeBOW 3KpaH BKMOYEH. Ecnn Bbl XoTuTe, 4YTOOLI BCE KOMMNBLIOTEPHLI NOKarbHON
CeTn pacrnonarany BO3MOXHOCTbI0 0OMEHMBATLCS MHGOPMALMENA C BHELIHUM MUPOM,

Bbl MOXETe OTKIMH4YNTb ero.

> VPN - ®yHkuma [Mponyck Tpadwmka VPN pgomkHa ObiTb BKMAOYEHA, €Cnu Bbl XOTUTE
paspewnTtb co3gaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP unu L2TP gnsa

MPOXOXAEHUS MEeXCEeTeBOro akpaHa mMapLipyTM3aTopa.

e [ponyck Tpadmka PPTP - TexHonorus [lponyck Tpacduka PPTP (TyHHenbHbIN
NPOTOKOM TWMa TOYKA-TOYKA) MO3BOMSAET Co3daBaTth creuunanbHble TyHHenu B IP-ceTu.

YTtoObl pa3pelumTb co3faHme Takmx TyHHernen, Bblibepnte BKNoOYnThb.
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Mponyck Tpadcduka L2TP - MNMpoTtokon L2TP - 3To MeToa co3gaHnst ceccuin Touka-Touka
yepe3 WHTepHeT Ha ypoBHe BTOpOro cnod. Ytobbl paspewnTb MNpPOXoXaeHne

L2TP-TyHHenen yepes mapLipyTusaTop, Bblbepute BKknounTsb.

Mponyck Tpadumka IPSec - lNpoTokon IPSec - 3To Habop NpoToKONOB AN obecneyeHus
3aWuTbl AaHHbIX, NepegaBaeMblx MO ceTsiM Ha 6Gase npotokona IP, nocpeactesom
NPUMEHEHNA  anropuTMOB  WKdpoBaHMs. YToGbl  paspewwmnTb  MPOXOoXOeHue

IPSec-TyHHenewn Yyepes MapLLpyT13aTop, Bolbepute BKNounTb.

ALG - PekomeHOyeTCsi BKMOUATL LWIMK3 YpoBHA npunoxeHus (ALG), T.k. ata QyHKUus

paspellaeT YCTaHOBKY HacTpamBaemblx 00xodHbix NAT-unbTpoB B LWUMKO3E C LEMbHO

noaaepXxXku npeo6pasoBaH|/|;| agpecoB M NOpPTOB AJNiA HEKOTOPbIX MNPOTOKOJSIOB YPOBHA

NpunoXxeHnsa Tmna "KoHTponb/aaHHble", kak Hanpumep FTP, TFTP, H323 n 1.4.

FTP ALG - Bbibepute BknounTb, 4ToObl FTP-cepBepbl paboTanu AomKHbIM 06pa3oMm.

TFTP ALG - Bbibepute Bknwouutb, 4T06bl FTP-cepBepbl pabotann [OMmKHbIM
obpasom.

H323 ALG - Bbibepute BknouuTb, 4TOObI cnyx6Gbl H323 pabotanu [OMKHBIM
obpasom.

RTSP ALG - Bbibepute Bkntouutb, 4ToObl cnyx6bl RTSP pabotanu [omKHbIM
obpasom.

Haxxmute kHornky CoxpaHuTb, YTOObI COXPaHUTL HACTPOWKM.

49.2

PaclumpeHHble HaCTPOMKM 3aLUThbI

BoibpaB BesonacHocTb — PacluvpeHHble HAcCTPOMKM 3awWuTbl, Bbl CMOXETE 3aUTUTb
MapLupyTusaTtop oT Takux aTtak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak nokasaHo Ha
Puc. 4-48.

WHTepBean nakeToB cTATMCTHEK (5 ~ 60): 10 || CekyHabl
Sawwra ot DoS-arak: ® OmkniounTte (O BKNKUMTE

BrniynTe GUNbTpaun oT atak ICKMP-FLOOD

Mopor naketoe ICMP-FLOOD (5 ~ 3600): MakeToe/c
Benwynte dunetpauno UDP-FLOOD

Mopor naketoe UDP-FLOOD (5 ~ 3600): MakeToe/c
Benoynte duneTpaumo oT atak TCP-SYMN-FLOOD

Mopor naketos TCP-SYN-FLOOD (5 ~ 3600): MakeToB/C
KIrHopupoeate Ping-nakeTel oT nopta WAN
3anpeTute Ping-nakeTel oT nopTa LAN
[ coxparuts_| | Cnucok 3a0NoKMpoBaHHLIX Y3N0B-MCTo4YHMKOB DoS-aTak

Puc. 4-48 PaclumpeHHble HacTpOMKKU 3alUnTbl
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MHTtepBan naketoB cTtaTucTUKM (5~60) - 3HadeHne no ymonyaHuio 10. U3 BeinagatoLlero
cnuncka HeobxoamMMo BelbpaTh 3HaveHne ot 5 go 60 cekyHa. [laHHOe 3HayeHue onpeaensert
WHTEpBan Mexay NnakeTamu CTaTUCTUKW. [JaHHble CTaTUCTUKU MCMONb3yTCA ANS aHanv3a
dyHkunamm SYN Flood, UDP Flood n ICMP-Flood.

3awumTta ot DoS-aTak - BkntoyeHune/BoikntoyeHne yHKuumn 3awmtbl oT DoS-atak. PyHKLmMs

Flood Filters 6yaet paboTaTtb, TONbKO ecnv AaHHast YHKUMS BKOYEHA.

Bkniountb dounsrpaumto ot atak ICMP-FLOOD - BkniouyeHue/BoeiknodeHne dunstpauum
ICMP-FLOOD artak.

Mopor naketoB ICMP-FLOOD (5~3600) — 3Ha4eHune no ymonyaHuto 50. YkaxuTe 3HaueHue
B npegenax 5 ~ 3600. Ecnun Tekywee 3Ha4YeHWEe HWXE YCTAHOBMNEHHOrO, MapLUpyTu3aTop

HeMeLNeHHO aKTUBMPYET PYHKLMIO GNOKMPOBKM.

Bknounte dunbtpauuro UDP-FLOOD - BkniodeHue/BoiknioveHne  dunbTpaumm
UDP-FLOOD.

Mopor naketoB UDP-FLOOD UDP-FLOOD (5~3600) - 3HauyeHue no ymonuanuto 500.
YkaxkuTte 3HadeHune B npegenax 5 ~ 3600. Ecnn Tekyllee 3Ha4YeHMe HUXE YyCTaHOBIIEHHOTO,

MapLLpyTM3aTop HEMEANIEHHO aKTUBMPYET DYHKLMIO GIIOKMPOBKM.

Bknounte c¢unbrpaumio ot arak TCP-SYN-FLOOD - BkntodeHue/BbiknoyeHme
dunbTpauumn TCP-SYN-FLOOD atak.

Mopor naketoB TCP-SYN-FLOOD (5~3600) - 3HayeHne no ymonyaHuo 50. YkaxuTte
3HadeHne B npegenax 5 ~ 3600. Ecnu Tekywee 3HavyeHMEe HWMXKE YCTaHOBIIEHHOTO,

MapLIpyTU3aTop HEMEANIEHHO aKTUBMPYET (PYHKLMIO GIOKMPOBKY.

UrHopupoBatb Ping-naketsl ot nopta WAN - BkniodeHue/BobiknodeHne gyHKUMM
urHopmpoBaHusa Ping-naketoB ot nopta WAN. Mo ymonyaHuio dyHKUuA oTkmodeHa. Mpu
BKMIOYEHHON  pyHKUMKM  Ping-naketam w3 WIHTepHeT oTKasbiBaeTca B AOCTyne K

MapLipyTU3aTopy.

3anpetutb Ping-naketbl ot nopta LAN — Paspewuntb/3anpetuts Ping-nakeTbl oT noprta
LAN. Mo ymonuaHuio yHKUMS oTknodeHa. [Npu Bknov€HHOM yHKUMM Ping-nakeTtam
OTKa3blBaeTCHd B JOCTyNe K MapwipyTtunsaTopy. FOTa dyHkumns ncnonb3dyetcs Ans 3awuTbl OT

HEKOTOPbIX TUNOB BUPYCOB.

Haxmunte KHOMKY COXpaHVITb, YTOObI COXpaHuUTb caeliaHHble USMEeHEHUA.

HaxaB kHonky Cnucok 3aGrnokMpoBaHHbIX y3noB-uctouyHukoB DoS-atak, Bbl nepeingérte B

Tabnuuy y3noB-mctouHMKoB DoS-aTak Ana npoBeaeHus onepauunin 61okMpoBaHuS.

4.9.3 JlokanbHoe ynpaBrneHue

Boibpae bBes3onacHocTb - JlokanbHOe ynpaBrieHWe, Bbl MOXETE HacTpouTb MpaBuna
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ynpaelieHna B OKHe, NnpeactaBlieHHOM Ha Puc. 4-49. (DyHKLI,I/IFI ynpaelieHna no3BONAEeT

610KMpoBaTb AOCTYN KOMMbIOTEPOB JIOKaNbHOW CETU K MapLLpyTU3aTopy.

Mpaeuna ynpaenequa
() Bren KoMNbTEPaM NOKANEHON CETH PA3PEWEH ACCTYN K BEG-yTUNMTE HACTPOMAKN YCTROACTEE
() TombKo yKa3aHHEIM KOMNEKTEPAM Pa3pEWeH QOCTYN K EG-yTUINTE HACTPOMAKK C NPAEAMN aOMUHNCTRATOpa
MAC 1:
MAC 2:
MAC 3
MAC 4

MAC-agpec Bawero KOMNLTEPa:

CoxpaHnTe

Puc. 4-49 JlokanbHoe ynpaBrneHune

Mo ymonuaHuio BbiBpaHo Bcem KomnbioTepam noKanbHOW ceTU paspewwéH [ocTyn K
BeG-yTUNMTEe HaACTPOMKM MapuwpyTusatopa. Ecnn Bbl xoTute paspewmTb [OCTyn K
BEO-yTUNUTE TONBLKO ANA KOMMBIOTEPOB ¢ onpeaenénHbiMu MAC-agpecamu, Boibepute TonbkKo
yKa3aHHbIM KOMMNbIoTEPaM pa3pelluéH A0CTyn K Be6-yTunuTe HacTpOMKU MapLupyTtusatopa
C nMpaBaMu agMUHUCTpartopa M B OTAemnbHbIX nonax ykaxute MAC-agpeca. MAC-agpec
pomkeH 6biTb B dpopmaTe XX-XX-XX-XX-XX-XX (rge X - 970 wecTHaguaTtepuyHoe yucno). B
3TOM Crfyyae TONbKO 9TW KOMMblOTEpPbl OyOyT MMeTb OOCTyn K BeO-yTunuTe, a ocTarnbHbIM

KOMMbtoTEPAM LOCTYN K Hel OyaeT 3abnokmpoBaH.
Haxas kHonky [lo6aBuTb, Bbl fo6aBute MAC-agpec B ykasaHHbIA CNINCOK.

YUToObl COXpaHUTb CAeMnaHHbIe U3MEHEHMS, BOCMONb3YNTECh KHOMKON COXpPaHUTD.

&= lMpumeyaHwme:

Ecnu Baw komnbloTep 3abNOKMPOBaH, a Bbl XOTUTE CHOBA NOMy4YMTb AOCTYN K MapLLpyTU3aTopy,
TO HaxmuTe W yaepxumBanTe B TeyeHne Oonee 8 cekyHn kHonky WPS/Copoc (Reset),
pacnonoXeHHY Ha NepefHe NaHenun ycTponcTea. B atom cnydae mapLupytusaTop BEpHETCS K

NCXOAHbIM 3aBOACKUM HaCTpOVIKaM Be6-yTVIJ'IVITbI.

49.4 YpanéHHoe ynpaBneHue

BoiObpae Be3onacHocTb - YpanéHHoe ynpaBrieHMe, Bbl MOXETE HaCTPOUTb (OYHKLMIO
yOanéHHoro ynpaeneHud, Kak npeactaesneHo Ha Puc. 4-50. [JaHHaa dyHKUMA no3Bondet

ynpaBnaTb MapLUpyTM3aTopoM Yepe3 MHTepHeT.

-78 -



MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop
TL-MR3020 PykoBoacTBO nonb3oBaTtens

2)

Mopt ynpagneHna eed-uHTepdercom: a0

IP-agpec yOanéHHoro ynpasneHus: 0000 (YkauTe 255.255.255 255 anA ecex)

CoxpaHnTe

Puc. 4-50 YpnanéHHoe ynpasrneHue

Mopt ynpaBneHusa Be6-uHTepdencom - OObIMHO Beb-Opaysepom Ans  goctyna
ucnonb3dyeTcs CraHgapTHeln nopT cepBuca HTTP. [Ona yaanéHHoro ynpasreHus
MapLipyTusaTop mcnonb3yet nopt Homep 80. [na Gonblien 6e30nacHOCTM Bbl MOXETE
3aMeHUTb 3TOT HOMEep Ha ApYroW, yka3aB ero B COOTBETCTBylLleMm none. Homep nopta
JomkeH ObiTb B npegenax ot 1 oo 65534, Ho He criegyeT ykasbiBaTb HOMEP CTaHOAPTHbIX
NnopToB cepBuca.

IP-agpec yaanéHHoro ynpaBneHus - TeKyluin agpec, KoTopbli ByoeT Mcnonb3oBaThbes
ana gocTtyna K mapupyTtusdaTtopy yepe3d WHTepHeT. DyHKUMS oOTKMoveHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. YTtoObl BknounTh €€ 3ameHuTe 3HadveHne 0.0.0.0 Ha geNCTBUTENbLHBIN
IP-apgpec. Ecnn BbibpaHo 3HaveHne 255.255.255.255, 10 BCce y3nbl OyayT MMeTb AOCTyn K
MapLUpyTu3aTopy Yepe3 VIHTepHeT.

MpumeyaHue:

Ona gocTtyna kK MapwpyTtusaTopy Heobxoaumo ykaszate WAN IP-agpec mapupyTtusaTopa B
agpecHon ctpoke Internet Explorer unu Navigator, ucnonb3ysa Ana pasgeneHvst 3Hak
ABoeTounsl, a 3artem Homep nopta. Hanpumep, ecnn WAN-agpec maplupytu3atopa
202.96.12.8, a Homep nopta 8080, HeobxoaMMo BBeCTM B Bpaysepe hitp://202.96.12.8:8080.

Mocne BBOAMTCS WUMS MOMb3oBaTeNs M Mapofib, YTOObI MONy4YMTb JOCTYn BeG-yTUNUTE

MapLupyTu3aTopa.

anI 3aMeHe napona cneagyeT UCnoJib3oBaThb HaOEXHbIN naporsib.

4.10 PoaouTtenbCKUN KOHTPONb

Bbl6paB MeHi PopauTtenbckum KOHTPOJIb, Bbl MOXeTe HaCTPOWUTb (byHKLI,VII-O poanTenbCcKoro

KOHTpONs, Kak npeacraeneHo Ha Puc. 4-51. [laHHaa dyHKuMa MOXeT ObiTb MCnonb3oBaHa Ans

KOHTpons goctyna pebéHka k IHTepHeT-pecypcam unu ans orpaHuyeHns 4ocTyna nepcoHana K

onpenenéHHbIM canTam, a Takke onpeaenuTb BpeMsi paboTbl B ceTu MIHTEpHET.
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KomMneTepE!, HE ABNAKILMECA KOHTROMMPYHKILLUMK M HE YK3Z3HHEIE B civcke, He ByayT umeTe goctyn k MHTepHeT.
Poantensckuii KOHTpoONk: @ Omnoumte (O Brmoumts

MAC-agpec KOHTPpORHPYHWETD KOMNBHTEpa:

MAC-agpec eawero KoMNbTEpa: BC-B2-60-F7-31-8D CEONMPOBATE BEIWE
ID MAC-appec Onncanune caita Pacnucanue CoctoAanne HimeHntb

HobaenTe. .. Brnti4muTe BECE OTHAHHUTE BCE YOanuTe BCE

MpeagkblayEa Crnegyiwaa | Tekywwd N2 | 1w | Crpannua

Puc. 4-51 PoanTenbCKuin KOHTPONb

> Poautenbckni KOHTponb — YToObl akTMBMpPOBATb (PYHKLMIO, BOCMONb3YMTECH KHOMKOM

BknounTb. YTOObI OTKNIOUMTE (OYHKLMIO, BOCMOMNb3YNTECH KHOMKOVM OTKMIOYUTD.

> MAC-agpec KOHTponupylLwero KomnbioTepa - B gaHHOM none Bbl MOXeTe BBECTU
MAC-agpec KOHTPONMPYHOLLLEro KOMMbIOTEPA NN MCNOSb30BaTb KHOMKY CKONMpoBaTh BbILLIE,

KOTOpasi pacrnosioXeHa Huxe.

> MAC-agpec Bawero komnbrTepa - B pgaHHom none otobpaxaetca MAC-agpec
KOMMbOTEpPA, C KOTOPOro Ha AaHHbIN MOMEHT NMPOM3BOAUTCS HACTPOWMKa MapLipyTMsaTopa.
Ecnn MAC-agpec Ballero ceteBoro agantepa yxe 3apermctpmpoBaH B CUCTEME, TO MOXETE
HaxkaTb KHomnKy CkonupoBaTh Bbllle B none ans konunposaHms MAC-agpeca sToro ceteBoro

apantepa B none MAC-agpeca PoguTenbCckoro KOMNbOTEPa, KOTOPOE PACMONOXEHO BbILLE.

> OnucaHue camTa - OnucaHne carToB, paspeLlEHHbIX AN NOCELEeHNsT KOHTPONMPYEMbIM

KOMMbIOTEPOM.

> PacnucaHue - BpemeHHOI OTpe3oK, B TeYEHNE KOTOPOro KOHTPOSIMPYEMOMY KOMMbIOTEPY
paspeléH poctyn B ceTb MHTepHeT. [ns OGonee petanbHOW uHdoOpMauun, 3angurte

KoHTponb aoctyna — PacnucaHue.

> W3meHunTb - 30€ech Bbl MOXeTeE penaktnpoBsaTtb Unn yaanaTb CylwecTByrolne 3anncu.

Ana no6aBneHusa HOBOW 3anMcu HeobxoaUMO:

1.  HaxmuTe kHonky lo6aBUTb..., NOCIE Yero NnosiBUTCS OKHO Kak Ha Puc. 4-52.

2. B none MAC-agpec koHTponupyemoro koMmnbtoTepa ykaxkute MAC-agpec KOHTponmpyemoro
komnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbiNnagarwoLlero CnMcka MOXHO
BbIOpaTh 3HayeHne Bce agpeca B Tekylien cetn LAN.

3. VYkaxuTe onucaHue (Hanpumep, paspewntb Google) paspelwléHHoro camTta B none
OnucaHue canTa.
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4. YxaxuTte NofnHoe JOMEHHOEe UMS cariTa UNnn KYeBble CoBa AOMEHHOIO MUMEHU (HanpuMmep,
google) B none Umsa paspewéHHoro canta. Jltobble JOMEHHbIE MMEHA C 3TUMU KITHOYEBLIMU
cnoeBamu (Www.google.com, www.google.com.hk) 6yayT paspeLueHsbl.

5. Bblbepute u3 Bbinagatowero cnucka Paboyee BpeMsA HyxXHOe pacnucaHue (Hanpumep,
Pacnuncanve_1). Ecnu noaxoddwimx pacnucaHuin He OBGHapyXeHO, HaXMWUTEe KHOMKY
PacnucaHme ong Toro, 4tobbl nepenTn B OkHO [lononHMTENbHbIE HACTPOMKU pacnmMcaHns 1
co3gaTtb HeobXxoAMMOoe pacnucaHue.

6. B none CoctosHne wmoxHO BbibpaTb  Bknro4veHo mnu OTKNwYeHo  AnA
BKIMHOYEHUSA/BLIKITIOYEHUS 3anucu.

7. Haxmnte kHonky CoXpaHuUTb.

HaxmuTe kHonKy BKIOUYMTL BCe 4515 BKITOYEHMS1 BCEX MPaBuil B CMIUCKE.
Haxmute kHonky OTKNHOYUTb BCe ANSA OTKITOYEHNS BCEX NPaBWil B CMMCKE.
HaxmuTe kHonky YaanuTb Bce ANd yoaneHus Bcex 3anucen B Tabnumue.

Haxxmute kHomky Crnepyrowas ansi nepexofa Ha crnegyroLyto CTpaHuly, UM HaXMUTE KHOMKY
MpeAabiaywasn 4ns BO3BPALLEHUS HA NPeblayLLyto CTpaHuLy.

Bpema B PacnucaHuu ykazaHo B COOTEETCTEMH C BeIfipaHHEIM HA YCTPOACTBE YacoBkIM NOACOM. BpEMA MOKHO YCTAHOBHTE Ha CTPAHMUE "CUCTEMHEIR MHCTRYMEHTE -> HacTpoika epemenu”

MAC-appec KOHTPONUPYEMOTO KOMNLKTEpa:
Bce MAC-appeca B Tekymeii cetn LAN: --BblbepUTE-- v
Onncanue caiita:

HmAa pazpewénnoro caiTta:

PaGouee Bpeun: Becerpa -

PacnucaHie MoKeT BeiTe YCTAHOBNEHO Ha CTRaHHUE "KoHTpoNe Q0CTyna -> Pacnucadue”

Cocroanue: BrnioueHo v

Puc. 4-52 [06aBUTb UM M3MEHUTb 3aNUCb POAUTENBCKOrO KOHTPOIS

Hanpuwmep: Ecnu Bbl x0TUTE, 4TOOLI KOMNBIOTEP pebéHka ¢ MAC-agpecom 00-11-22-33-44-AA
nMen JocTyn K www.google.com no BockpeceHbaM, a komnbiotep poautenen ¢ MAC-agpecom
00-11-22-33-44-BB He wuMen HMKaKMX OrpaHMYeHMn [OoCTyna BooOwe, ToO BaM criegyeT
NPOV3BECTM HAaCTPOWKM B COOTBETCTBUUN C NPEACTABIIEHHLIMU HUXE MHCTPYKLUUAMU:

1. HaxmuTte nyHKT MeH0 PoauTenbCKUM KOHTPOSb, PAcnonOXeHHbIN cnesa, Ansa nepexona
Ha cTpaHuuy HacTpoek Pogutenbckoro KoHTponsa. HaxmuTte Bkniountb n  BBegute
MAC-agpec 00-11-22-33-44-BB B none ans MAC-agpeca KOHTpONMpPYHOLLEro KoMMbloTepa.
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2. Haxmute KonTponb aoctyna — PacnucaHue cnesa Ang nepexoa Ha CTpaHuULy HacTPOWKU
Pacnucanna. Haxmute «kHonky [do6aBuUTb... AN CO34aHWs HOBOMO pacnucaHus ¢
Onucannem Pacnucanna Schedule 1, n Bbibepute B KavectBe OHA BockpeceHbe u
BpemeHu: Becb aeHb - 24 yaca.

3. Haxmnte nyHKT mMeHi0 PoauTenbCKuUM KOHTPONb CrneBa AN BO3BpPaLLEeHUs Ha CTpaHuuy
HaCTpOWKN PoanTenbCcKoro KOHTPONS:

e HaxwmuTe kHonky [lo6aBUTb. ...

e Baeaute 00-11-22-33-44-AA B none MAC-agpec NOAKOHTPOSIbHOIO KOMMbIOTEPA.
e Bepute Paspelwwunts Google B none OnucaHue camnta.

e Baeante www.google.com B nonie Umsa paspeluéHHoro camra.

e Bbibepute cosgaHHoe Bamu pacnucaHue Schedule 1 3 Bbinagatowero cnmcka
Pa6ouee Bpems.

B none CocTtosiHue BbiGepnTe BknounTb.

4. Haxmute CoxpaHuTb A5 3aBepLUEHNST HACTPOWKU.

3aTtem nocrie BO3BpaLleHUs Ha CTpaHuLy HacTpoek PoauTenbcKoro KOHTPOMs Bbl yBUAOUTE
cneaytowwmmn cnucok.(Puc. 4-53).

ID MAC-agpec Onucanne caita Pacnncaxme CocToRHKe: HaMeHnT
1 00-11-22-33-44-A4 Allow Google MocToAHHD PegakTupoeate ¥Oanwte
[ [0GaBUTb HOBYH. .. ” BKnio4ynTh BCE ][ OTKNHOYKUTD BCE H ¥YAanuTh BCe

Puc. 4-53 HacTpoikn poauTenbcKoro KOHTpons

4.11 KoHTponb goctyna

KoHtponk gocryna

- MNpaguno

-¥aen
- lenk

- Pacnncanme

Puc. 4-54 OkHo KoHTponb goctyna

B meHio KoHTponb goctyna cogepxartcs veTblpe noameHio (cMm. Puc. 4-54) — Mpaswuno, Y3sen,

Llenb n Pacnucanue. [1Ing HAaCTPONKN HY>XHOWM (DYHKLMKN BbiIGeprTE COOTBETCTBYIOLLIEE MEHIO.

4111 Tlpasuno

Buibpae KoHTponb goctyna - lMpaBuno, Bbl MOXETE NpocMaTpuBaTh M co3daBaTb MpasBuna

KOHTpOMs A40CTyna, Kak nokasaHo Ha Puc. 4-55.
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[] BrxnwounTe ynpaBneHne KoHTponeM goctyna k HHTepHet

Mpaeuno pUALTPALKK MO YMOAYaHHID
() PaspeluTe NakeTam, yKa3aHHEIM B NONMTHKE KOHTRONA LOCTYNE, NPOX0AMTE Mepes MapLUpyTHIaTop

@. 38I'IpETHTb NIKETAM, Y¥K3AZIHHEIM E NONWMTHKE KOHTPONA OOCTYNE, NPOX0OWTE Yepes MapLlUpyTHIaTop

COXpaHnTE
ID HuA npaBuna Yien Uenb Pacnucanmne Brnwuntb Himennts
MacTep HacTROAKK
Ho6GaguTe .. | | BEnioduTe BCR | | OTKNKYMTE BCE | | YOANMTE ECE
MepeMecTUTE 0] Ha D

Mpegbmyan Cnegyoan | Terywmi Me | 1 s | CTpaHua

Puc. 4-55 YnpaeneHue npaBunamu KOHTpons gocTtyna

Bknountb ynpaBrieHue KOHTponemMm Aoctyna K MHTepHeT - [octaBbTe rariouky, npu

3TOM Ha4HET aencTeoBaThb [paBuno unbTpaumm, NCNoNb3yemoe No yMom4aHmio.

Umn npasuna - [anHoe none coaepXnt UMA npasuna, KOTopoe [OOJNKHO ObITb

YHUKalbHbIMU.

Y3en - 3gecb oToGpaxkaercs y3en CeTu, B OTHOLUEHMM KOTOPOro AEWCTBYET yKasaHHoe

npaewuno.
LUensb - Llenb, 3agaHHas cOOTBETCTBYIOLLIMM MPaBUIOM.
PacnucaHue - PacnucaHue, 3agaHHOe COOTBETCTBYIOLLUM NPaBUIoM.

Bknounte — 3pgech 0To6pa>KaeTc;| COCTOAHME nNpaBuiia — BKIKOYEHO WK HeT. Ons

BKIOYEHUS 3anmcn Heobxo4MMo NOCTaBUTb rarioyky.
U3meHnTb — 30ecb MOXHO M3MEHUTL UIK yoanntb nmerLleecqa npasuno.

MacTtep HacTponku — Haxxmute kHonky Mactep HacTpOMKM AN CO3gaHUSA 3annucu HOBOro

npasuna.
Oo6aBuThb... — HaxmuTe kHonky Jo6aBUTb... Ans o6aBneHus 3anvcy HOBOro npasuna.

Bknounte Bce — Haxmurte KHOMKY BknounTtb Bce, 4TOObl BKMOYUTL BCE npasuna B

Crnuncke.

OtknounTb Bce — Haxmnte KHOMKY OTKnOYNTL BCe, YTOOLI OTKIIOUYUTL BCE npasuna B

Crnuncke.

YpanuTtb Bce — HaxmuTe kHOMKy YAanuTb Bce, YTOObI yaanuTb Bce 3anucu B Tabnvue.
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> MepemecTuTb — MNMopAOok 3anncy MOXHO M3MEHUTb No Baluemy xenaHuio. B nepsom none
BBeauTe |ID 3anucu, KoTopyto Bbl XOTUTE NepemMecTuTb, a BO BTOPOM MNorle BBeaAUTe Apyron

ID, 3aTeM HaxxmuTe KHOMKy MepemMecTUTb A51S U3MEHEHUS Nopsiaka 3annucen.
> Cnepyrwwasn — Haxmute kHonky Cnegyrowas 4ns nepexona Ha crieqyloLyto CTpaHuLy.

> Npepbiaywas — Haxvute kHonky MpeAabiaywas 4ns Bo3BpaTta Ha npeablayLuLyo CTpaHuLy.
CyuwecTByeT ABa cnocob6a Ao6aBUTL HOBOe NPaBUIoO:
MepBbIN cnocob:

1. Haxmute kHonky Mactep HacTpomku. [osBUTCS crneaytolLee OKHO, Kak nokasaHo Ha Puc.
4-56.

Pexmm: IP-agpec -
Hua yana:

IP-appec B cetn LAN:

[ Hazan ] [ Hanee ]

Puc. 4-56 bBeicTpas HacTporika — Co3gaTb Unm U3MeHUTb 3anuch Ans yana

> Pexum — 3gecb ecTb ABa BapuwaHTa Bblibopa, IP-agpec wunu MAC-agpec, Bbl MOXeTe

BblbpaTb Ntobon BapnaHT M3 BbiNagatoLLEero crnmcka.

» Wmsa y3na - B aTom none Heob6xoaumo BBECTU YHUKANbHOE UMS y3na (Hanpumep, Host_1)
Mpu BbIGOPE 3Ha4eHusa IP-agpec noaBuTCA cnegytoLlee none:
> IP-appec B cetn LAN — Ykaxute |IP-agpec wunu gmanasoH agpecoB yana. Hanpumep,

192.168.0.23.

Mpwn BbIGOpE 3HauveHna MAC-agpec nosiBUTCA criegytoLlee none:

» MAC-apgpec - Ykaxute MAC-agpec y3na B opmate XX-XX-XX-XX-XX-XX. Hanpumep,
00-11-22-33-44-AA.

2. Tlocrne 3aBeplUeHUs CO3daHMs 3anucu y3na, HaxmuTe Ha KHornky [anee, oTtobpasutcs

cnepytouiee OKHO, Kak nokasaHo Ha Puc. 4-57.

-84 -



MopTaTuBHbLIN 6ecnpoBogHon 3G/4G-mapLipyTu3saTop

TL-MR3020 PykoBoacTBO nonb3oBaTtens
Pesan: IP-agpec -
Wma uenu:
IP-aapec
TMopT HasHa4EHHA:
MpoTokon: BCE =
CTaHOapTHLIA NOPT CepBMca: -—-BeIDepUTE- A
[ Hasan | [ mdanee |

Puc. 4-57 bBbicTpas HacTponka — Co3gaTb UM M3MEHUTb 3anucb Ans uenm

Pexum — 3pgecb 13 BbiNagalollero CnuMcka HYXHO BblOpaTb OOHO M3 OBYX 3HAYEHUA -

"IP-agpec" unn "[JomeHHoe uma".

Umsa uenu - B gaHHOM none Bbl MOXETE N3MEHUTb J'IP06yI0 I/IHCt)OpMaLI,I/IIO O uenn. BHumaHue,

npu 3an1cy HOBOTO NpaBuia CTUpAeTCA CTapoe npasuio Ans uenu (k npumepy, Target_1).

Mpu BeIGOPE 3HaveHUs IP-agpec noaBuTCA cnegytoLlee none:

IP-appec - Ykaxute |IP-agpec (uwnum guanas3oH agpecoB) uenu (uenen) B BuAE YETbIPEX

OECATUYHBIX Yncer, pas3aenéHHbix Toukamu, Hanpumep 192.168.0.23.

I'IopT Ha3HaYeHUAa - YKaxuTe nopT U1 Anana3oH NOpTOB. Ons nopToB obumx cepBucos

MOXeTe BOCNonb3oBaTbecs nonem "CtaHgapTHLIA MOPT cepBuca”, pacnonoXeHHbIM HUXeE.

Mpotokon — 3gecb 4YeThipe BapuaHTa Bbibopa BCE, TCP, UDP unu ICMP. Bbibepute

HY>XHO€ 3Ha4YeHune 13 BblnagaroLlero crnmcka.

CTtaHpapTHbIM NOPT cepBUca — 34eCb YkasaH CMMCOK HEKOTOPbIX CTaHO4APTHbIX NOPTOB
cepsuca. Bbibepute oavH 13 BbiNnagaloLllero Cnvcka, U COOTBETCTBYIOLLMI HOMEp nopTa
nossutcst B none lNopt HasHadeHus. Hanpumep, ecnu Bbl Bblbnpaete "FTP", Homep "21"

noABUTCA B none I'IopT Ha3Ha4yeHuA.

an Bbl60pe 3HayeHust [JoMeHHoe UMSA NosiIBUTCS cnepyrwoulee none:

HOomeHHoe umsa — 30ecb Bbl MOXeTE yka3aTb YeTbipe JOMEHHbIX UMEHM, MONTHOE UMS UMK
KNtoYeBbIE CrOBa MMeHU (Hanpumep, google). Jlloboe AoMeHHOe NMS C KNto4eBbIMU CrIOBaMu

B HEeM (www.google.com, www.google.cn) 6yaeT paspeLueHo nnu 3abnoknposaHo.

lNocne TOro, kak Bbl 3aKOHYMTE CO34aHWE 3anucu Lenu gocrtyna, HaxXMuTe Danee, 1 Ha

3KpaHe 0ToOpa3nTbCA criegytoLee OKHO, Kak nokasaHo Ha Puc. 4-58.
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Mpumeyanne: Facnucadine OEACTEYET CYYETOM BREMEHN, YETAHOENEHHOID HA MapLWRyTH2aTope.

WmA pacnucaHna:

HeHk: &) Kawgein geHe ) BeiGpaTk geHk
MaH. Br. Cp. YT, Mar. Cyh. Bockp.
Bpemn: ECE OHW - 24 yaca:
Ha4ano: (HHIL
KoHeu: (HHIL
[ Hasan | [ mOanee |

Puc. 4-58 bBbicTpas HacTponka — Co3gaTtb UM N3MEHUTb 3an1cb pacnucaHuns

> Wma pacnucaHumAa — B sTtom none yKa3blBaeTcAa UM4a pacnncaHunda, Kotopoe AOOJIKHO ObITb

yHUKanbHbIM (K npumepy, Schedule_1).

» [OeHb — Haxmute BbIOpaTb AeHb 1 BbibepuTe COOTBETCTBYHOLMA AeHb (OHW), MOXHO

ykasaTb Kaxabin geHb.

> Bpems — Buibepute Bece gHu - 24 yaca nnu ykaxute Hayano/KoHew camu.

A\

Hauano - BBeguTte gaty Havana nepuoga B cpopmare Y4MM (4 undpsbl). Hanpumep, 0800

o3Havaet 8:00.

» KoHel - YkaxuTe BpeMda OKOH4YaHus nepuoga B copmate UMM (4 uudbpel). Hanpumep,
2000 6yget o3HavaTtb 20:00.

4. [locne TOro, Kak Bbl 3aKOHYMTE CO34aHWe 3anucu pacwunpeHHoro pacrnucaHuda, HaXmmte

Hanee, 1 Ha 3KkpaHe oTOGpa3nTbCA cneaytowlee okHo (Puc. 4-59).

Wma npaeuna:

Yaen: Host_1 |+
Lenk: Target_1 v
PacnucaHne: Schedule_1 #
CocroRHme: Brnioyen ¥
[Hasan | [ 3asepumts |

Puc. 4-59 bBbicTpas HacTpolka — Co3aaTtb Unu 3MeHUTb 3anucb KOHTpOrs goctyna B VIHTepHeT

> Wmsa npaBuna — B aToM none cosaainte umsi npaBumna, KOTOPOE AOIMKHO ObiTb YHUKANbHbLIM

(Hanpumep, Rule_1).

» Ys3en — B 3TOM none u3 BbiNagawllero cnucka BblbepuTe Heobxooumoe 3HadeHue.

3HauyeHMe No yMOM4YaHuIo TO e, YTO Bbl YKe ykasanu B none UMs yana.
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5.

Uenb - B stom none wu3 BbinagawoLllero cnvcka Bbl66pMTe HeoOxoaMmoe 3HauyeHwue.

3Ha4deHune no YMOJT4aHUIO TO Ke, YTO Bbl YXXe yKa3alii B nosne Uma uenn.

PacnucaHue — B 3TOM none 13 BbinagatoLero cnucka Bbl6epI/ITe HeobxoaMmoe 3HayeHue.

3HayeHue no YMOI4YaHUIO TO XKe, YTO Bbl YXXe yKa3alun B nosne Uma pacnncaHuaA

B none CocTtosiHne Bbibepute 3HadeHns BknrouyeHo unu OTKMAKOYEHO, YTOObI BKNHOUYNTb

N OTKNKOYNTL 3aMnncb.

Haxmute 3aBepnTb, YTOOLI 4OOABUTL NpaBUIo.

Bropou cnoco6:

1.

HaxmuTe kHonky [lo6aBuUTb.... Bbl nepengéte B cneayowmnin 3KpaH, Kak NpeacTaBeHo Ha
Puc. 4-60.

B none Uma npaBuna ykaxute nms (Hanpumep, MNpasuno_1).

M3 BbinagatoLlero cnvicka Ysen Bblbepnte Heobxoanmoe 3HaveHne unu Bbibepute YToobl
[06aBUTb HOBbIW CMUCOK Y3NOB, HAXXMUTE 34€eCh.

M3 Bbinagatowero cnucka Llenb BbibepuTe HeobxoaMmMoe HauMeHoBaHWe WM BblbepuTe
YT100bI O0OABUTL HOBbLIN CMUCOK Liefier, HAXXMUTe 34eChb.

M3 Bbinagatowero cnmcka PacnucaHme BbiGepute Heobxogmmoe HaMMEHOBaHME WK
BblbepuTe YTOOBLI 4O6aBUTL HOBOE pacnMcaHue, HaXXMUTe 34eChb.

B none CocTtosiHue BbibepuTe 3HavyeHusi BknoyeHo mnv OTKNKOYEHO, YTOObl BKMNIOYUTb
VMW OTKINIOYUTL 3aMucCh.

Haxmute kHonky CoxpaHuTb.

MmA npaenna:

Yaem: Host_1 % | Yrofkl 00G3BNTE HOBEIR COWCOK V3NOR. HAMMWTE 30ECK.

Lene: Mwoban yene | Yrofel 0063EWTE HOBEIR COWCOK UENER, HAMMWTE 306Ck.

Pacnucanne: Beerga ¥ | YroGel0ofaeuTh HOBCE DACNNMCAHNE, HAXIMUTE 30&Ck.

CoCToRHWE: BrnwougH v

[ Cospannts | [Hasaa |

Puc. 4-60 [o6aBuTb 3anucb KOHTPONs 4ocTyna K VIHTepHeT

Hanpumep: Ecnu Bbl xotute paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA pgoctyn K

canty www.google.com Tonbko ¢ 18:00 o 20:00 no cy660T1am M BOCKpeCeHbSAIM 1 3anpeTuTb

ocTanbHbIM y3ram fokanbHoW ceTu AocTyn B WMHTepHeT, Heobxoaumo BblOpaTb criegyrolime

HaCTPOWKN:

1.

KnvkHyTe no noameHto MpaBuno meHio KoHTponb goctyna cnesa, YToObl BEPHYTbCS B
okHo Cnuncok npaBur. Beibepute BkntounTb ynpasneHue KOHTponem Aoctyna k IHTepHeT u
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BblOepuTe "3anpeTuTb nakeTam, He ykasaHHbIM B MOJSIMTUKE KOHTPOMS OOCTYNa, NPOXOAnTb
yepes mapLupyTmusatop".

Mbl pekomeHayeM, YToObl Bbl LWEMKHYNM NO kHoNke MacTep HacTpowmku, YToObl 3aBepPLUNTb
BCe nocneaytoume HacTPOKMK.

KnnkHyTb no noameHto Y3en meHio KoHTponb goctyna crnesa, 4tobbl BOMTU B OKHO Cnncok
y3noB. Cos3gante HoOBYW 3anmcb C uMmeHem y3na Host 1 un  MAC-agpecom
00-11-22-33-44-AA.

KnukHyTb no nogmeHtio Llenb meHto KoHTponb goctyna cnesa, 4ToObl BOWTM B OKHO CnnMcok
uenen. Cosgante HOBYHO 3anuMcb C uMmeHem uenu Target 1 U OOMEHHbIM MMEHEM
www.google.com.

KnnkHyTb no noameHto PacnucaHme meHtio KoHTponb gocTyna crieea, YToObl BOMTU B OKHO
Cnuncok pacnucanunin. CosganTe HOBYIO 3anvCb C MMeHeM pacnucaHua Schedule 1, [eHb
Cy6. n Bockp., HadanbHoe Bpems 1800 n koHeuyHoe Bpemsa 2000.

KnnkHyTb no nogmeHto MpaBuno meHio KoHTponb pocrtyna crnesa, LLENkHMTE No KHOMKe
[Ho6aBuThb..., UTOObI CO34aThb CrneayoLLlee HOBOE NpaBuso:

o B none "MIma npaBuna" ykaxute ero ums. NMomMHUTE, 4TO OHO AOSMKHO ObITh YHUKANbHbBIM.
Hanpumep: Rule_1.

e B none "Y3en" Boibepute Host 1.

o B none "Uenb" BbibepuTte Target 1.

¢ B none "PacnucaHune" Bbibepute Schedule 1.
e B none "CoctosHue" Bbibepute "BkntoyeHo".

e YT0ObI COXpaHUTb caenaHHble M3MEHEHUS KITMKHUTE No KHomnke "CoxpaHnTtb"

[Mocne atoro Bbl BepHETECb B OKHO "YnpaBneHwe npasBuriaMy KOHTpONs goctyna" v ysBuante
crneayroLmim Crncok:

ID MmA npaenna ¥3en Lens PacnucaHmne CocToAHWe PedakTMpoBaTh
1 Rulel Host_1 Target 1 Schedule 1 Pegaktmpoeate ¥O0anute
411.2 Y3en

Bbl6paB MEHIO KOHTpOﬂb AocTtyna - Y3en, Bbl MOXeETE npocMatpuBaTb U yCTaHaBnnBaTb CrNMCOK

y3roB, Kak nokasaHo Ha Puc. 4-61. Cnncok y3noB sBMsiETCA BaHbIM Ans [MpaBuna KoHTpons

gocrtyna.
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ID WmAyana WHhopmauwna HameHnTs

1 Host 1 |P-agpec: 192.168.0.23 HMameHnTs Yganute

2 Rule_1 |P-agpec: 192.168.0.23 MameHNTh ¥OanuTh

[ Oofaeute. ][ Vnanuts Bee

Tekywmin M2 CTpanuua

Puc. 4-61 HacTtpoiiku y3ana

> Wmsa y3na - 3gecb Heo6XxoaMMO ykasaTb MMS y3na, KOTOPOe AOMKHO OblTb YHUKaNbHbIM.

» WHdopmauusa - B aTom none otobpaxaeTca uHdopmauusa no ysny. 910 MoxeT bbiTh IP-

unun MAC-agpec.

> WU3MeHUTb - VI3MeHWUTb Unu yaanuTb CyLLECTBYHOLLYHO 3amnuCb.

Y106bI 4O6ABUTL HOBYIO 3aNUCb, HEOOXOAMMO cAenaTthb crieayloLlee:
1. Haxmute kHonky [lo6aBUTL....
2. B none Pexwum Bbibepute IP- unn MAC-agpec.
o [lpu Bbibope IP-agpeca nosiBUTCS OKHO, Kak NokasaHo Ha Puc. 4-62.
1) B none Ums y3na ykaxuTe ero yHukaneHoe nvs (Hanpumep, Y3sen_1).
2) B none IP-appec B cetn LAN BBeaguTe IP-agpec.
e [lpu Boibope MAC-agpeca nosiBUTCS OKHO, Kak NokaszaHo Ha Puc. 4-63.
1) B none Umsa y3na ykaxute ero yHukanoHoe ums (Hanpumep, Ysen_1).
2) B none MAC-apgpec ykaxute MAC-agpec.
3. HaxmwuTte kHomnky CoxpaHuTb, YTOObI COXpaHUTb caenaHHbIe U3MEHEHMSI.

YTtobbl yaanutb BCe 3anncu n3 Tabnuupbl, BOCNONb3yNTECh KHOMKOW YAanuTb Bce.

YTtoObl NepenTn B crnegytoLiee okHO, BOCMONb3ynTech kHonkon Cnepyrowan. Utobbl BepHYyTLCA B

npeablayllee okHo, BOCNoNb3yiTech kHonkoi Mpeabiaywas.

Pemum; |IP-agpec hd

NuA yana: | Host_1 |

IPagpece cemLAN: | 192.168.0.1 |- [192.168.0.23

[ coxpanuts | [Hasaa |

Puc. 4-62 [No6aBuTb nnun M3MeHUTb 3annch no ysny
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Pexn:
WA yzna:

MAC-agpec:

MAC-agpec hd
Host_1
00-11-22-33-44-AA

[ coxpannts | [ Hasaa |

Puc. 4-63 [No6aBuTb nnn M3MeHUTb 3annch No ysny
Hanpumep, Bbl X0TUTe orpaHMunTb goctyn kK NHTepHeT-pecypcam ansa ya3na ¢ MAC-agpecom
00-11-22-33-44-AA. [Ins aToro HeobxoaUMO NpeanpuUHATL cnegytowme 4encTBuUs:

1. Haxmute kHonky [lo6aBuUTh... (CM. Puc. 4-61), utobbl nepentn Ha cTpaHuuy [Jobasntb munu
N3MEHUTb 3annchb Mo y3ny.

2. B none Pexwum BbiObepunTe 13 BbiNagaroLwero MmeHto aHadeHne MAC-agpeca.

3. B none Ums y3ana ykaxuTe ero yHukanbHoe nmvs (Hanpumep, Yaen_2).

4. B none MAC-agpec Beegute 00-11-22-33-44-AA.

5. Haxmwute kHonky CoxpaHUTb, YTOObI COXpaHUTbL CAeNaHHbIE N3MEHEHMS.

Mocne aToro, BepHYBLUMCb B OKHO HacTporiku y3na, Bbl yBUAUTE CReayHLNA CINCOK.

ID Hmga yana WHchopmauwna HameHnTs

1 Yaen_2 MAC-agpec: 00-11-22-33-44-A4

HlaMeHNTE YaanuTe

411.3 Uenb

BbibpaB KoHTponb gocTtyna - Llenb, Bbl MOXeTe npocmaTpuBaTth M HacTpamBaTb CMIMCOK LiEnewn,

Kak nokasaHo Ha Puc. 4-64. Cnucok uenen Heobxoaum ans MNpaBuna KOHTponst goctyna.

D
1

Hma uenn

Target_1

NHhopmauma
192.168.0.23

[ Hoasuts

][ vnanuts Bce

]

MameHTE ¥0anuTe

W3MEeHHTL

Tekywnid N2| 1 + | CTpaHuua

Puc. 4-64 Hactpowku uenu

> Wma uenn — B 3ToM none oTobpaxaeTcd onucaHuWe Luenu, KoTopoe [AOMMKHO 6bITb
YHUKaNbHbLIM

> Wndopmauumsa — Llensto moxeT ObiTb IP-agpec, nopT nnv AOMEHHOE NMS.

» WN3MmeHUTb — VI3MeHUTb Unun yaanuTb CyLLEeCTBYIOLLYIO 3anuch.

YT106bI 4O06aBUTL HOBYIO 3anN1Chb, HEOGXO0AUMO caenaTh crneayioulee:

1.  HaxmuTte kHonky [lo6aBUTh....

2. B none Pexunm BbiGepute IP-agpec nnvu gomeHHoe nwusi.
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e [pu BbiGOpe IP-agpeca NosiBMTCA OKHO, Kak NpeacTaBneHo Ha Puc. 4-65.
1) B none Uma uenn HeobGXoaMmO YykasaTb YHMKanNbHOE wuMS Uenu (Hanpumep,
Uenb_1).
2) B none IP-appec ykaxuTe IP-agpec uenu.

3) BblbepuTe 00WMIA cepBUC M3 BbiNagalollero cnucka B none CtaHAapTHbIA NOPT
cepBuUca, C TeM, YTOObl aBTOMaTMYeCKU 3anonHuTb none MopTt HasHauveHunA. Ecnn
B cnucke CTaHAApTHLIA MOPT CepBMCa HEe COLAEPXKUTCH HY)XHOro Bam CepBuCa,
yKaxkmTe 3HadeHue MopTa Ha3Ha4YeHUs BPy4HYIO.

4) B none MpoTtokon Bbibepute 3HavyeHne TCP, UDP, ICMP nnun Bce.

e [lpu BbiGope onunn loMeHHOe UMS Bbl OKaXKeTeCb B CrEeAyHLEeM OKHE, Kak nokasaHo
Ha Puc. 4-66.

1) B none Uma uenum HeobGXoaMmO YykasaTb YHMKaNbHOE WUMSA Uenn (Hanpumep,
Uens_1).

2) B none [JomeHHOe MMA Bbl MOXeTe BBECTU OOMEHHOE WUMs, NOSIHOE UMS UMK
KrntoYyeBble CoBa UMeHn (Hanpumep, google). Nlioboe JOMEHHOE MMS C KITHOYEBBIMU

cnoBamnm B Hem (www.google.com, www.google.hk) ©OyaeT paspelueHo wunm

3a6noKMpoBaHo.

3. Haxmwnte kHonky CoxpaHuUTb.

HaxxaB kHOMKy YAanuTb Bce, Bbl O4NCTUTE COAEPXKMMOE Tabnuubl.

UTtobbl NnepeirTu B criegytoLlee OkKHO, BOCMONb3yhTeCh KHoMKon Cneaytowasn. Ytobbl BEpHYThLCA B
npegbiayLee okHo, BOCMonb3ynTech KHomnkou MNpeabiaywas.

Pesan: IP-agpec hd
Nua uenu:
IP-agpec:
I'IopT Ha3Ha4YeHWA:
MpoTokKomn: ALL v
CTaHAapTHbIA NOPT CepeHCa: —-gribepnTe-- v
[ Cospanuts | [ Hazan |

Puc. 4-65 [o6aBuTb MnuM M3MeHUTb 3anucb JOCTYyNa Lenu
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Pemin: LomeHHoe umA v
WA uenm:

[omeHHOe MMA:

[ Coxpannts | [ Hasaa |

Puc. 4-66 [Jo6aBuTb UnNn N3MeHUTL 3anncb 4OCTyna Lenu

Hanpumep: Bbl XOTUTE OrpaHMyMTb AOCTyn Ans yana nokanbHou cetn ¢ MAC-agpecom
00-11-22-33-44-AA TOnbKO K camTty www.google.com, [Ins 3Toro HeobxoaMMO BbINMOMHUTL
cnegywouwme AencTBus:

1. YTt06bl 4OGABUTL MM NBMEHUTL 3anNUCb LENW A0CTYNa, HAXMUTE KHOMKy [o6aBUTb... , Kak
nokasaHo Ha Puc. 4-64.

B none Pexum 13 BbinagatoLwero cnmcka Bbibepnte JOMEHHOE UMS.

B none Umsa uenm HeoOxoamMmo co3gaTb yHUKanNbHoe nvs uenu (Hanpumep, Lenb_1).

B none [lomeHHOe nms BBeaNTEe www.google.com.

o M 0N

YUTobbI COXpaHUTb HACTPOWKKN, BOCMONb3YNTECH KHOMKON COXPaHUTD.

lMocne atoro, BepHyBLUMCb B OKHO HacTporku uenu, Bbl yBuauTe CreaytoLwmin Cncok.

ID HmA uenu WHthopMaura NameHnTb

1 Lens_1 www.google.com amMeHnTE ¥aannuTe

4.11.4 PacnucaHue

Buiopae KoHTponb goctyna — PacnucaHue, Bbl MOXETe NpocMaTpuBaTh U onpeaensTb CrmMCcoK
pacnucaHun, Kak npegcrtaBneHo Ha Pwuc. 4-67. Cnucok pacnucaHunm Heobxogum anst

(bYHKLMOHMPOBaHMS NpaBuna KOHTPOns AoCTyna.

ID  HWwmA pacnucadua HeHb Bpema NameHuTs
1 Schedule_1 Kawaeli OeHb 08:00-20:00 MameHnTh ¥oanute
[ Oogaeute.. || vamanutsBece |

Tekywnia N2 | 1 |« | CTpaHuua

Puc. 4-67 HacTtponkn pacnucaHmna
> Wma pacnucaHua — CoaepXxuTt MMa pacrnmncaHns, KOTopoe OOMKHO ObiTb YHUKANbHbLIM.
> [eHb — [leHb (oHW) Hepenwu.

> Bpewms - [lepnog BpeMeHn B Te4YEHNE OHS.
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> WNameHuTb — Peﬂ,aKTVIpOBaHI/Ie nnn yganeHune cyuecTtBsyroLwiero pacnmcaHums.

Y1061 AO6ABUTL HOBOE pacnMcaHue, Heob6xoauMo caenaTb cnepyloulee:

1.

5.

HaxmuTe kHonky [lo6aBuThb.... (cM. Puc. 4-67). [JomkHO NoABUTLCA cnefyoLlee OKHO (CM.
Puc. 4-68).

Uma pacnncaHuA - B aTtom none YKaXXnute yHuKarnbHoe nmMma pacnmcaHuA. NmenTe B BMAay, 4To

3TO UMSA JOIMKHO ObiTb YHMKanbHbIM. Hanpumep, Schedule 1.

B none [OeHb BbibepuTe COOTBETCTBYHOLWNA A€Hb (OHW), Takke MOXHO ykasaTb Kaxabiv

OeHb.

B none Bpemsa MoxHOo BbibpaTb Bce AHM - 24 yaca vnu 3agaTb BPEMEHHOW nepuog npu

nomoluu nonen Hayano/KoHeu.

YToObI COXpaHUTb caeraHHble HaCTp0I7IKVI, BOCHOHbSyVITer KHOMKOW COXpaHMTb.

HaxaB kHOMKy YaanuTb Bce, Bbl 04ncTUTE Tabnuuy OT 3anucen.

Haxas KHOMKY Cnenylou.l,aﬂ, Bbl nepelhp,éTe B crieayrulee OKHO, a Ha)KaB KHOMKY I'Ipenbl,qymaﬂ,

OKaXutecCb B npenbiayuiem.

MpuMedanne: Pacnncadine OedcTeyeT C y4eToM BEREMEHN, YCTAHOBNEHHOMD HA MAPIWPYTHIATOPE.

MMA pacniucaHuA;

Nexs: (® Kawawh geve () Boifpate OeHe
MoH. BrT. Cp. Yr. MAaT. Cyb. Bockp.
Bpema: ECE OHW - 24 yaca:
Ha4ano: (HHMI}
KoHew: (HHMI}
[ corpanuts | [Hasaa |

Puc. 4-68 [ononHuTenbHble HACTPOWKN pacnmcaHus

Hanpumep: Bbl xotute orpaHnuntb goctyn y3na ¢ MAC-agpecom 00-11-22-33-44-AA k cainty

www.google.com ¢ 18:00 go 20:00 no cy66oTtam M BoCcKpeceHbAAM. [1ria 3T0ro HeobxoamMmo

BbIMOJTHUTL creaywLuimne DEencTBuS:

1.

KnukHute no kHonke [o6aBuTb..., 4TOObl nepenTn Ha cTpaHuuy "[ononHuTenbHble

HacTpouku pacnucaHus" (Puc. 4-67).

B none "ma pacnucaHua" Heob6xoQMmMo BBECTM YHUKANbHOE UM pacnucaHns. Hanpumep,
Schedule_1.

B none "OeHb" BbibepnTe "BoibpaTth AeHb" 1 Bbibepute Cy660Ty 1 BockpeceHbe.

B none "Bpemsa" ons 3HadyeHns "Hayano" n "KoHel" ykaxute cootBeTcTBeHHO 1800 1 2000.
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5. Haxmute kHonky CoxpaHUTb, YTOObI COXPaHWUTL HACTPOMKM.

Mocne aToro, BepHYBLUMCb B OKHO HacTporiku pacnucaHus, Bbl yBUAUTE CRe4YOLWNIA CIINCOK.

0} WA pacnucaHua NeHs Bpeun HzmeHnTs

1 Schedule_1 CyB. 18:00-20:00 MaMEHNTb YAanuTh

4.12 PacwmpeHHble HaCTPOUKU MapLUpyTU3aLuu

PacuvpeHHbIe HACTDOWKA MapllpyTHIaL0nn

- CNWCOK CTaTHYECKHY MaplipyToe

- Tabnuua mapwpyTH3aLmrm

Puc. 4-69 PaclumpeHHble HaCTPONKN MapLUpyTM3auum
B mMeHio PaclumpeHHble HacTporkn maplupyTtusaumm (Puc. 4-69) ectb aABa noameHio — Cnucok
cTaTM4YecKux mapupytoB M Tabnuua MapwpyTusaumm, rge Bbl CMOXETE HaCTPOUTb

COOTBETCTBYOLLME (PYHKLMN.

4121 Cnucok ctaTU4eCKMX MapLipyToB

Boibpae MeH PaclwmpeHHble HacTpoWkM MapwpyTusaumm — ChAMCOK cTaTU4YecKux
MapLpyToB, Bbl MOXETe HacTpauBaTb MapaMeTpbl CTaTUYECKOW MapLupyTM3auMu B OKHe,
npeacrtaeneHHoM Ha Puc. 4-70. Ctatnyeckmin mapLipyT — 3TO 3apaHee onpefenéHHbIn NyTb, Nno

KOTOPOMY ceTeBble aHHble nepeMeLllalnTCa K KOHKPpETHOMY y3Iy Ul CeTun.

CnMCOK CTaTUMeCKNX MapLIpyToB

[n] IP-agpec HasHavYeHUA Macka noaceTti OCHOBHOI W03 CocToAHHe N3meHNTL

HoGasHTe. .. Brno4mTe BCR OTHNHMTE BCE ¥OanuTe BCE

Mpegbigywan Cnegyiowan

Puc. 4-70 Cnmcok ctaTnyecknx mapLupyToB

Y10o6bI CO3AaTb 3aNUCb CTaTUYECKOM MapLpyTU3aLmm:

1.  Haxmute kHonky lo6aBuTb... cM. Puc. 4-70, OTKpOeTCA OKHO, NpeacTaBneHHoe Ha Puc.
4-71.

[ob6aBUTL MU U3MEHNUTHL 3ANMACL CTaTUYEeCKNX MapupyToB

IP-appec HazHA4YEHWA: | |

Macka noaceTn: | |

OcHoBHOI wWNW3: | |

CocroAHue: BrniodeHo ~

[ COXpaHHTb ] [ Hazan ]
Puc. 4-71 [Jo6aBuTb UNn N3MeHUTL 3anucb B Tabnuie cTatMydeckon mapLupyTusauum
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IP-agpec HasHauveHus - 310 IP-agpec y3na wnu cetun, KOTOpbIN Bbl XOTUTE Ha3HAYUTL

ANs MapLupyTa cTaTU4eckon MapLupyTm3aumm.

> Macka nogcetu - Macka nogcetu onpenensdeT, Kakad 4acTb IP-a/J,peca OTHOCUTCA K

agpecy ceTun, a Kakad - K agpecy camMoro y3na ceTu.

OCHOBHOW LWUMIO3 -

3710

IP-a/Jpec LUJ1H030BOIo yCTpOIZCTBa, ncnosnb3yemMoro no

yMOJ14aHuo, KOTOpoe obecneuvBaeT B3anMoOencTBME MeXxay MapupyTtmn3atopomMm U

ceTblo/y3rnom.

3. W3 Bbinagatowero cnmcka B none CocrosiHue BLiGepuTe BknroueHo.

4.

Mpoune HacTpoOMKKU 3anucen:

Haxmunte KHOMKY COXpaHVITI:, 4yTOObI COXpPaHUTb BHECEHHbIE N3MEHEHMS.

Haxas KHOMKY Yaanutb, Bbl yoanute 3anucob.

HaxaB KHOMKY BknounTtb BCe, Bbl aKTuBmpyeTte BCce 3anncu.

Haxas KHOMKY OTKNIO4YNTBL BCe, Bbl caenaeTe Bce 3arnmcu HeakTUBHbIMU.

HaxaB KHOMKY Yoanutb Bce, Bbl yoanuTte Bce 3arnuncu.

YT06bI NEpelTy B crieaytoLlee okHo, BOCMoNb3yniTech kHonko Cnepytowan. Ytobbl BEpHYTLCS

B Npedblayllee OKHO, BOCNOMNb3yiTech kHonkoi Mpeabiaywasn.

412.2 Tabnuua mapwpyTusaumm

3anguTe B MeH0 Ha cTpaHuuy Ctatuydeckaa mapwpyTtusauma - Tabnuua maplupytusauumm, Ha

CTpaHuLe, KOTOpYyH UnncTpupyeT Puc. 4-72, Bbl MOXeTe HacTpouTb Tabnuuy MapLipytusauum.

B Tabnvue MapLipyTusaumMm cogepxartcsl Bce BKIIIOYEHHbIE NCMOMb3yeMble 3amnucu.

ID  IP-agpec HazHa4YyeHuA
1 192.168.1.0

2 182168.00

Macka nogceTtv Wrnoz HuTepdenc
2552552550 0000 LAM & WLAN
2552562550 0.0.0.0 LAM & WLAN

OBGHOBWTL

Puc. 4-72 Tabnuua mapLupyTtnsaumm

>
MapLupyTy.

IP-appec Ha3Ha4yeHus - |IP-agpec HasHadeHus - aTo IP-agpec ceTn unu ysna, HasHayYeHHbIn
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» Macka nogcetm - Macka nogcetu onpegensieT, kakasa 4actb IP-agpeca yana cetu

OTHOCUTCA K agpecy CeTn, a Kakad - K afpecy caMoro ysna B 9TOM CeTMW.

> W3 - IP-agpec wno3oBoro yctponcrtea, obecneyvvBaloLero B3aMMOOENCTBUE MEXOY

MapLLpyTM3aTOPOM U CETbIO/Y3roM.

» WHTepdenc - B aTtom none nokasbiBaeTca MecToHaxoxaeHne IP-agpeca HasHayeHus - LAN
n WLAN nnn WAN.

Haxmute O6HOBUTL AN1st 0GHOBMNEHNS] OTOBpaXKaeMol MHdopMaLMK.

4.13 KoHTposnb NponycKHOW CNOCOGHOCTU

KoHTpONL NpONYCKHOA CNOCODHOCTA

- MNapameTpbl KOHTDOMNA

- CNUCOK mpasun

Puc. 4-73
MeHto KOHTpOsb NponycKHOM CMOCOOHOCTU COoaepXuUT ABa nogmeHto — MapamMeTpbl KOHTpoOns
n Cnucok npaBun (cm. Puc. 4-73). [Ons HacTPOWKM HYXHOW pyHKuMM BbiBepute
COOTBETCTBYIOLLEE MeH. Hwmxke npuBoantcs nogpobHOe onucaHue Ans Kaxaoro u3 aTux

NoAMEHIO.
4.13.1 MapameTpbl KOHTpONs

BbibpaB KoHTponb nponyckHom cnocobHoctu — [lapameTpbl KOHTPOnNs, Bbl CMOXETE B
cnegyloleM OKHE HacTpavBaTb 3HaYeHWs WCXOOsLWen W BXOAALWEen NOoNocbl MPONyCKaHUs.
3agaBaeMble 3Ha4YeHNss He OOoMKHbI npeBbiwats 100000 Kout/c. [na onTumManbHOrO KOHTPOns,
BblOepuTe cnpaesa Tun NUHUKM KM cnpocuTe Yy noctaBwmka WHTepHeT-ycnyr ofuiee 3HayeHue
BXOOALLEro 1 ucxogswiero Tpaduka.

MapameTpbl KOHTpONA
BKnouHTL KOHTPONL NONOCHI NPONYCKaHWA: ¥
THN NHHUK: @ ADSL O Apyraa
Hcxonawan nonoca nponyckauns: 512 Kiuricex
Bxopawan nonoca nponyckaHua: 2048 Kbuticek

Puc. 4-74 MapameTpbl KOHTPONA

> BKNOUYMTL KOHTpPONb Nonockl NponyckaHua — Ecnv aaHHbI napameTp akTUBMPOBaH, TO

npaeuna OyHKUUN KOHTPOMSI NPOMYCKHOM CnocobHocTM ByayT paboTaThb.

» Tun nuHun — BbibepuTe NpaBuiibHbIA TUM BalLEero noakniodeHns. Ecnu Bol He 3HaeTe, Kakom

BbIGpaTb, 06paTUTECH K BalLeMy NOCTaBLUMKY NHTEpHET-ycnyr.
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> WUcxopsawas nonoca nponyckaHusA - CKOpPOCTb 3aKkaunmBaHUS Ha yaoanéHHbIN cepBep Yepes
nopt WAN.

> Bxopswasa nonoca nponyckaHusa - CKOpOCTb CKauMBaHUA C yOanéHHOro cepsepa vepes
nopt WAN.

4.13.2 Cnucok npaBun

BbibpaB KoHTponb nponyckHOM cnocoGHocTH - CNUcok npaBun, Bbl CMOXETe NpocmMaTpmBaTh

1 HacTpamBaTb NpaBuria KOHTPOIS NPOMYCKHOWM CMOCOGHOCTH, Kak MoKa3aHO Ha PUCYHKE HUXKeE.

MexonAwaa nonoca npony ckaHA (FBut/cek)|Brogawas nonoca nponyokadla (RBuT cek)
Dl  OnucaHue BrnruuTe|MameruTE
WIWH. Make. MAKH. hlake.

E HacToAlee BpEMA CAMCOK NYCT.

JoBaeuTs. .. YOanuTe BCe

MpeasayEa Crnefyiowzad Tekywmid N2 | 1 s | cTpanuya

Puc. 4-75 Cnuncok npasun

» OnucaHue - IHpopmaumsa ¢ onMcaHnem BKIHOYAET AManasoH agpecos, AManasoH nopToB U

MPOTOKON Nepeaaqu.

> MWcxopsawas nonoca nponyckaHus - MakcumarnbHasi CKOpOCTb 3aKauyMBaHUS Ha yaaneHHbIn

cepsep 4epe3 nopt WAN, no ymonyaHuo yctaHosneHo 0.

» Bxopgswasa nonoca nponyckKkaHusa - MakcnmansHasi CKOPOCTb CKa4dunBaHWA C yaalnieHHOro

cepsepa vepes nopt WAN, no ymonyaHuio yctaHosneHo 0.
>  Bknountb - CocTOsiHME NpaBuna; NokasbiBaeT, OyaeT N NPMMEHATLCA JaHHOE NpaBusio.

» WN3ameHuTb - BbiGepuTe [aHHbIA NYHKT ANA U3MEHEHWUs WUnu yOoaneHus CyllecTByoLLen

3anuncu.

Y1061 [06aBUTL WM  U3MEHUTb MNpPaBWNO YMNpaBrieHUs MNOJNIOCOM NPOMYCKaHus,

Heob6xoaMMoO caenaTtb cnepywoulee:

War 1: Haxmute kHonky [lo6aBUTb... (CM. Puc. 4-75). [IomKHO OTKPbLITLCS OKHO, Kak NMoka3aHo
Ha Puc. 4-76.

LWar 2: BseguTe cneayolume gaHHble(OaHHbIe 6epyTcsa TONbLKO ANs NpuMepa).
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HacTpoikn npaBun ynpasneHWA Nonocoi NponyckaHua

BKNIDYHTE:

Nuanaszou IP-agpecos: 192.168.0.100 -

OwnanazoH Noproe; -

MpoToKon: Bce -
MWUH. nonoca Nponyckasua Makc. nonoca
(KbuTic) nponyckanna (Koutic)
HCcxooawan nonoca nponycKaHua: 5000 6000
BxogAmwan nonoca nponyckaHHua: 10000 12000

[COXPEHHTI:][ Hasag, ]

Pwuc. 4-76 HacTponku npasun ynpaeneHns Nonocon nponyckaHus

LWar 3: Haxmunte kHonky CoxpaHUTb.

4.14 TMpueaska IP- n MAC-agpecoB

NMpueazea IP- n MAC-agpecoB

- MNapameTpbl NPHBAZKH

- Tabnuua ARP

Puc. 4-77 MeHto lMNpueaska IP- 1 MAC-agpecoB

Mento lNpuesska IP- 1 MAC-agpecoB cogepxut asa nogmeHto (cm. Puc. 4-77) — MapameTpbl
npuBAskn 1 Tabnuua ARP. YT0Obl HAcTpOUTb HYXHYK (DYHKUMIO WMNM NOCMOTPETL €€
napameTpsbl, BbIoepuTe COOTBETCTBYOLLUIN areMeHT. Huxe npusogutca nogpobHoe onucaHue no

KaXXgomy nogmMmeHto.

4141 MapameTpbl NPUBA3KU

[JaHHoe OkHO CcoaepPXuT Ta6n|/|u,y Hapameprl NPUBA3KN, B KOTOPYKO Bbl MOXETE€ BHOCUTb

Heobxoaumble nameHeHus (cm. Puc. 4-78).

MapameTpbl NPUBA3KA
Ceassianne ARP: @ Omcniouate O Bromuns

ID MAC-agpec IP-appec CeAsaTtb H3MeHnTs

Cnucok nycT

JobBaeuTb ... Brnio4uTE BECE OTHNHYMTE BCE WIANWTE BCE HafTi

MpeabAywan Cneayioman | Texkywmrd NQ CrpaHuya

Puc. 4-78 MNapameTpbl NpUBA3KM

» MAC-agpec - MAC-agpec KOHTPONMPYEMOro KOMMbOTEPA NOKanNbHOW CETU.
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> IP-agpec - HasHa4eHHbIN IP-agpec KOHTpONMpyemMoro KoOMnbloTepa foKarbHON CeTu.

» CaAsatb - BkniodeHve dyHkuun cBasbiBaHns no npotokony ARP ana koHkpeTHoro

yCTpONcTBa.
> WU3meHUTb - IaMeHeHue unu yganeHune cyLecTBYIOLLEn 3anucu.

Ecnn Bbl xoTnte go6aBntb NN M3MeEHUTb 3annchb ceasbiBaHus IP- n MAC-agpecoB, HaxmuTe
kHonky [lo6aBUTb... unn U3meHuTb. Nepen Bamu OTKpoOEeTCA OKHO, NpeacTaBrneHHoe Ha Puc.

4-79, B KOTOPOM Bbl MOXETE [00aBUTb UM N3MEHUTL 3anucb ceAsbiBaHus IP- 1 MAC-agpecos.

CpAzaTh:
MAC-appec:

IP.appec:

[ CoxpaHuTe ] [ Hazag ]

Puc. 4-79 MapameTtpsbl npusssku IP- 1 MAC-agpecos
Y1061 gOGaBUTL 3anucb npuBaAsku IP- n MAC-agpeca, Heo6xoaumo caenaTtb crieaylollee:

1. HaxmuTe kHonky lo6aBuUTb... (CM. Puc. 4-78).

2. Yrkaxute MAC- n IP-agpec.

3. Bblbepute ayenky Casatb.

4. YT100bl COXpaHUTbL caenaHHblE N3MEHEHWS], BOCMONb3YNTECh KHONKOM COXpaHUTb.
Y106bI UM3MEHUTbL WU yaanuTb YXe CyLecTBYHLYH 3anucb, Heobxoaumo caenatb
cneayoluyee:

1. Bblbepute 3anuch B Tabnuue.

2. B konoHke U3meHUTb BbiGepute, COOTBETCTBEHHO, U3MeHnTb nnn Yaanutb.
YT106bI HANTU CYLLECTBYHOLLYIO 3aMNUCh:

1.  HaxmuTe kHonky HamTu, kak nokasaHo Ha Puc. 4-78.

2. Beegute MAC nnu IP-agpec.

3. Haxmwute kHonky HanTtwm, kak nokasaHo Ha Puc. 4-80.
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HaiTh sanuck npueaskn IP- n MAC-agpeca

MAC-agpec: | |

IP-anpec: | |

] MAC-anpec: IP-anpec: Ce3nate  NWHE

Tekyunil CMcok Nycr.

| Hantn | | Hasaga |

Puc. 4-80 HanTtu 3anuck npusasku IP- u MAC-agpeca
YToObl aKkTMBMPOBATL BCE 3anncu, BOCMONb3yNTECH KHOMNKOM BknounTb Bee.
YUTtobbl yaanutb BCE 3anmncu, BOCNONb3YWTECH KHOMKON YAanuTb Bee.

4.14.2 Ta6bnuua ARP

[nsa ynpaBneHnsi KOMNbIOTEPOM Bbl MOXETE BECTU HAOMNOAEHME 3a KOMMbIOTEPaMM FOKanbHOM
ceTn, npoeepsia npuesasky MAC- u IP-agpecos B Tabnuue ARP. Takke Bbl MOXETE NPOU3BOANUTL
HacTpounky anemeHToB Tabnuubl ARP. B gaHHom okHe otobpaxaercs Tabnuua ARP. Ona

CoAEePXNUT MHOopMaLMo NO MMetoLwmmces 3anncam npmeaskn IP- 1 MAC-agpecos (cm. Puc. 4-81).

Tabnuua ARP

1D MAC-agpec IP-appec CocToAHNe HacTpoiika
1 6C626D-F7-318D 192.168.0.100 He CBA3aHO 3arpyants Ynanuts

CBA33TE BCE [ 3arpysuTh BCE ] [ OBHOBUTE

Puc. 4-81 Tabnuuya ARP
» MAC-agpec — MAC-agpec KOHTpONMpyeMoro KOMnbloTepa foKanbHOW ceTu.
> IP-appec - HasHaueHHbIN IP-agpec KOHTPONMpyeMOoro KOMMnbOTEPa FOKaNbHON CEeTH.
» CocTtosiHue - Hannuune nnu otcytcTeue ceasbiBaHns MAC- u IP-agpeca.

> HaCTpoﬁKa - [aHHble KHOMKK NCNonb3yrTCA AnA 3arpy3km unn ypganeHuna 3rneMeHTOB

Tabnuubi.

e 3arpy3uTtb - [lobaBneHue anemeHTa B Tabnuuy.

e Hactpowka - YganeHue anemeHTa ns tabnuupl.

Ceasatb Bce - CBsasaTb Bce TeKyline 3anemMeHTbl, AaHHaaA onuuda AOO0CTYynHa, TOJIbKO ecin

dyHKUMA cBA3bIBaHUA No rnpoTokony ARP BknioveHa.
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3arpy3unTb Bce - 3arpy3autb BCe 3NIeMEHThI B Tabnumuy.
YTo0bl 06HOBUTL MHDOPMALMIO, BOCNONb3yNTECH KHOMKON OOGHOBUTL.

&= lMpumeyaHume:

OnemeHT He MOXET ObITb 3arpyeH B Tabnuuy, ecnu ero IP-agpec 6bin 3arpyxeH paHee. B aTom
cnyyae cuctema BblgacT coobuieHne o6 owmnbke. AHanormyHo yHkums "3arpysuTtb Bce"
3arpy3uT TONbKO Te SMEeMeHTbl, MapaMeTpbl KOTOPbIX HE COBMAaZaloT C YXe WMMEKLMMUCA B

Tabnuue.

4.15 OuHamunyeckmn DNS

Mpu BbIGOpe MeHo AuHamuyeckuin DNS Bbl MoxeTe onpeaensite napameTpbl paboTbl (yHKUMK.

MapLpyTmusaTop nogaepXxuBaeT (PYHKUUIO OANHAMUYECKOW CUCTEMbI AOMEHHbIX uMeH (DDNS),
KoTopas genaet BO3MOXHbIM XOCTUHI canTa, FTP- unu noytoBoro cepsepa ¢ OMKCMPOBAHHbLIM
OOMEHHbIM MMeHeM (KOTOpoe Bbl YykasblBaeTe camMu) W OUHAMUYEeCKUM agpecoMm.  3JTOo
Mo3BONAET BalUMM [PY3bsAM MOAKMNIOYaTLCA K Ballemy cepBepy, ykasaB [JOMEHHOe UMSA BHe
3aBUCMMOCTU OT 3HayeHus IP-agpeca. lNMepen Tem kak NpUCTYNUTb K UCMOMb30BaHUIO AaHHOM
PYyHKUMM Heobxoammo 3apeructpupoBaTbcs Yy nposangepa cepsuca DDNS, Hanpumep

www.comexe.cn, www.dyndns.org mnM www.no-ip.com. OT noctaBwuka WHTepHeT-ycnyr Bbl

nony4nTe naposib U KIkou.

4.15.1 Comexe.cn DDNS

Ecnun B kayectBe noctaBwmka ycnyr DDNS 6bin BbibpaH www.comexe.cn, AO/MKHO NOSiBUTbCA

OKHO, rnokasaHHoe Ha Puc. 4-82.
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MocraBwwk yenyr: Comexe (www comexe.cn ) v | [1epeiTH K percTpaund. .

NomeHHoe HMA:
NomenHoe uKuA:
HNomenHoe uuA:
HomeHHoe HKA:

HomeHHoe HKMA:

HuA nonb3zoBaTena: LUSEMMame

NMapone: .

[0 EBxniounte DDMS

CocToAHHE NOQKNKWYEHNA: DOME He zanyweHa!

BT BriATM

CoxpaHuTb

Puc. 4-82 Hactporikn Comexe.cn DDNS

Ansa yctaHoBkM napameTpoB DDNS Heo6x0aMMo BLINONMHUTL crieayloline AeNCTBUA:

1. [oMeHHOe WMsI BBeOMTE COOTBETCTBYHOLLEE 3HAYEHWe, MOry4YeHHOe OT MocCTaBLLUMKa

WHTepHeT-ycnyr.
2. Ykaxute Umsa nonb3oBaTens y4ETHOW 3anmcu.
3. Ykaxute Maponb y4€THON 3anucu.
4. HaxmuTe kHonky BonTn ons Bxoga B cucteMy.

CocTtosiHne nogknto4veHns - OtobpaxkaeTcsa cocTosiHue nogknodeHns Kk cepsucy DDNS.

HaxmuTe kHonky BbIATU, YTOOLI BLINTM U3 CUCTEMBI.

4.15.2 Dyndns.org DDNS

Ecnun B kayectBe noctaBwmka ycnyr DDNS 6bin BbibpaH www.dyndns.org, NOSBUTCS OKHO Kak

nokasaHo Ha Pwuc. 4-83.
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NocTaBuwuk ycnyr: |Dyndns [ wnwrdyndns.org ) V| [epeiti Kk perucTpaumi. .
WuAa nonbiopaTenn: | LUSErmame |
Napone: serrrrer |

HNowmennoe uuA: |

[0 Bknwouure DDMNS

CocToAHHE NOQKNKYEHHA: DOME He zanyweHa!

’ BoliTi ] ’ BrIiTI

COXpaHUTE

Puc. 4-83 Hactpowkn Dyndns.org DDNS

Onsa yctaHoBkM napameTpoB DDNS Heo6xoaMMo BLINONMHUTL crieayloline AeNCTBUA:

1. Ykaxute AMA nonb3oBaTens y4ETHON 3anuncu.
Ykaxute Maponb y4€THOM 3anucu.

Ykaxute [JlomeHHOe nmMsi, nonydeHHoe oT npoBaiaepa cepsuca DDNS.

> w N

HaxmuTe kHonky BonTu onst Bxoga B cuctemy.
CocTtosiHme nogknioveHus - OTobpaxkaeTcs cocTosHMe nogkntoyeHns k cepsucy DDNS.

HaxmuTe kHonky BbIATU, YTOObLI BLINTM U3 CUCTEMBI.

4.15.3 No-ip.com DDNS

Ecnun B kavecTBe noctaBwmka ycnyr DDNS 6bin BbiGpaH www.no-ip.com, nosBUTCS OKHO Kak

nokasaHo Ha Puc. 4-84.

dyHxumua DDNS

MocraBuuk ycnyr: |N0-IF‘ [ wwnw.no-ip.com ) V| [epedTtd Kk perncTpaumMM...
Huna nonbzoeatenn: | LUsermame |
Maponb: | eseeses |

HowveHHoe HKA: | |

[ Brntoqute DDMS

CocToAHHE NOJKNKYEHHA: DOMS He zanyweHol
[ Bo#Ti ] [ BbIATH

Puc. 4-84 Hactponkn No-ip.com DDNS
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Onsa yctaHoBku napameTpoB DDNS Heo6xoanMMO BbINOMIHUTL crneaytowme JencTBuUs:
1. Ykaxute AMAa nonb3oBaTens y4ETHON 3anuncu.
Ykaxute Maponb y4€THOM 3anucu.

YkaxunTte [loMeHHOe nMs, nofydeHHoe OT npoBangepa cepsnca DDNS.

A w0 N

HaxmuTe kHonky BonTn, 4ToObl BONTU B CUCTEMY.
CocTosiHue noakntoveHus - OTobpaxaeTca cocTosiHue noaknoveHus k cepeucy DDNS.

Haxmute kHonky BbIMTK, 4TOObLI BEINTU U3 CUCTEMBI.

4.16 CucrteMHble UHCTPYMEHTDI

CHCcTEMHBIE HHCTPYMEHTEI

- HacTpoiika BpeMeHH

- InarHocTuKa

- DbHoBneHnue BecTpoeHHoro M0

- 3aBoacKkne HACTPOMKH

- PezepBHan KONWA W BOCCTAHOBNEHWE
- Nepe3sarpyzka

-Mapone

- CHcTeMHBIR XypHan

- Pabounia pexnm

- CratmcTMka

Puc. 4-85 MeHto CucteMHble MHCTPYMEHTbI

MeHio CucCTeMHble MHCTPYMEHTbl COAEPXUT crepywowme pasgensi: HacTtponka BpemeHw,
OnarHoctuka, O6HoBNeHue BcTpoeHHoro MO, 3aBoackue HacTpouku, PesepBHasa konua u
BOoccTaHoBneHue, [lepesarpy3ka, [Maponb, CucteMHbIn XXypHan, Pa6Gouun pexum u
Crtatuctmka. BbibpaB kakon-nmbo M3 nogpasgenoB  MEHK  MOXHO — HacTpavBaTtb

COOTBETCTBYOLLME DYHKUMN. Hike ykasaHa nogpobHas nHdopmaums o KaxkaoM nogpasaerne.

4.16.1 HacTtpounka BpemeHu

BbibpaB mMeHl0 CucCTEeMHble MHCTPYMEHTbl - HacTporka BpeMeHM, Bbl MOXeTe HacTpamBaTb

napameTpbl BpeMEeHU B OKHE, npeacTtaBieHHOM Ha PUCYHKE HUXeE.
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Yacoeoi nosac: (GMT+03:00) Barnaa, Kyeeilt, Haipotn, 3p-Puag, Mockea v
Dara: 1 1 1870 (mecau/geHs/rog)
Bpenn: i 27 g (HaCENMUHY T Rk HO ]
NTP-cepeep I: 0ono {He oBszaTensHo)
NTP-cepeep Il: 0ono {He oBAzaTensHo)

[ Mofy4MTE CPEAHEE BPEMA NO rpMHEL‘I'-Iy]

NeTHee BpeMA: C. CTKNHYMTE @ BrntounTe Ha BECE rOA, C.EKJ'IIOLIHTI: Ha OnpefeneHHoe BpemA

Hauano: AHE 10 Bock an
Koneu; ek 4id Bockp ao
CocToAHHE NETHETD BPEMEHH: NETHEE BREMA BRNKIYEHD
Mpumevanne: Haxapaure Tonyyute cpegree epema no Mpuneryy’, yToBel 0BHOBMTE BpemMA © cepeepoe Yepes MHTepHeT
COoxXpaHuTb

Puc. 4-86 HacTtpoiika BpemeHu
YacoBon nosic — Beibepute yacoson nosc.
Data — Ykaxute gaty B oopmate mecsau/aeHs/roq.
Ykaxute Bpemsa B dopmate 4yac/MuHyTa/cekyHaa.
NTP-cepBep 1/NTP-cepBep 2 — Beegute agpec unu gomeHHoe nms NTP-cepepa 1 nnu
NTP-cepBepa 2, nocrie Yero MapLupyTnsaTop nonyy4nT napametpbl BpeMeHun ¢ NTP-cepsepa.

Kpome TOro, anst HekoTopbix BCTpoeHHbIX NTP-cepBepoB MapLupyTU3aTop MOXET nonyyaTb

3Ha4eHne BpeMeHn aBToMaTn4deckn npum nogknrov4eHnn K MHTepHeT.

MNocTtaBbTe rarioyky B norie BknounTtb netHee BpemMH, 4YTOGbI BKNIOYNTL dJyHKLI,VII'O JIeTHero

BPEMEHU

Hauyano - BpeMﬂ, C KOTOPOro Ha4nHaeTca nieTHee BpemMA. Bbl6epl/|Te Mecdl B nepBoOM norse,

Heaen BO BTOPOM Mnorne, 1 BpeMA B TPeTbeM MNorne.

KoHen — BpeMﬂ, Korga 3akaH4unBaeTCd JieTHee BpeM4. Bbl6€pVITe MecdLl B NnepBoM none,

Heaen BO BTOPOM Mnorne, U BpeMA B TPeTbeM MNorne.

CocTtosiHue netHero BpeéMeHUu — OTo6pa>|<aeT COCTOAHME, NCNONb3YyEeTCA JIN NeTHee BpeM4d

NN HeT.

YT106bI HACTPOUTL BPEMS B PyYHOM peXxume:

1.

2
3.
4

BribepuTe yacoBown nosic.
Ykaxute [laty B dopmaTte Mmecsu/aeHb/roa.
YkaxuTte Bpems B pb