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BBenexHune

PyKOBO,EI,CTBO nonb3oBartens

NMABA 1. BBEOEHUE

Aydumopusi u codepkaHue

B nanHOM pykoBojCTBE IpUBOAUTCS onMcaHue mapupyruzaropa DIR-615, nopsinok HacTpoiiku u
PEKOMEHJIALUHU I10 €r0 UCIIOJIB30BAHUIO.

Hacrosimee pykoBOACTBO IIpPEAHA3HAYEHO JUIS IOJb30BATENCl, 3HAKOMBIX C OCHOBHBIMHU
NPUHUUIIAMUA OpPTaHU3AlMU CETEH, KOTOpble CO3JAal0T JOMAIIHIOK JOKAJIbHYIO CETh, a TaKkKe
CUCTEMHBIX aJIMUHUCTPATOPOB, KOTOpBbIC YCTAHABIMBAIOT M HACTPAMBAIOT CeTH B oducax
KOMITaHUH.

YcrioeHbIe 0603HayYeHUs1

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT IOKyMEHTA.
Ilpeosapumenvnan Ccbulka Ha TIJIaBy WIM pa3fel  JaHHOTO  PYKOBOJCTBA
noozomoexa MOJIb30BATENS.

«Kpamkoe pykosoocmeo
Cchlka Ha JOKYMEHT.

no ycmamnogxe»

ASMEHUTL Ha3Banue pasiena MEHIO, MyHKTa MEHIO, KaKOro-mubo 3jeMeHTa
web-unTepdeiica (mosne, Gpraxok, nepeKIoyaTeNb, KHOIKa 1 Ip.).

192.168.0.1 Tekct, KOTOpBI HEOOXOAUMO BBECTH B YKa3aHHOE MOJIE.

Baxnas wuH(popManms, Ha KOTOpYyI0 HEOOXOIUMO 00OpaTuTh

' Nudopmarus
]

BHUMAaHUCE.

Cmpykmypa 0oKyMmeHma

T'naea 1 COACPIKUT CBCACHHUA O HA3BHAYCHWU U OpraHu3alu JOKyMCHTaA.

I'naga 2 conepXUT omucaHHE TEXHUYECKMX XapakTepucTHK Mapuipytuzaropa DIR-615 u ero
BHEIIHETO BU/IA, @ TAK)KE NIEPEUUCIIEHUE COJIEPKUMOT0 KOMIUIEKTa IOCTABKH.

I'naga 3 onuceIBaeT mpouecc ycTaHoBKU Mapiipytusaropa DIR-615 u HacTpoiiku KoMIbroTepa 1UIs
HOJKITIOUEHUs K web-unTepdeiicy ycrpoiicTsa.

I'nasa 4 copepxut NOAPOOHOE ONMMCAHUE BCEX PA3EIOB MEHIO web-uHTepderica.

I'naea 5 conep>xut peKOMEHIAIMH 10 0€301TaCHOMY HCIIOIh30BaHUIO MapiipyTuzaropa DIR-615 u
COBETHI IO TOCTPOCHUIO OECIIPOBOIHOM CETH.

I'naéa 6 CcoOIEpKUT CIHUCOK COKpAIlEHWH, HCIOJIb3YEMBIX B HACTOSINEM PYKOBOJCTBE
H0JIb30BATEIISL.
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MABA 2. OB30OP MAPLWUPYTU3ATOPA

O6uwee onucaHue

becnipoBoaHoii unrepdeiic

Hcnone3yss OecnpoBonHoit mapmpytuzatop DIR-615, Bber cmoxeTe OBbICTpO OpraHu3oBaTh
0ecrpoBOJIHYIO CeTh JoMa U B o¢uce, MPEeJOCTaBUB JOCTYNI K ceTH MHTEpHET KOMIbIOTepaM H
MOOUJIBHBIM YCTPOWCTBAM MPAKTUYECKU B JTHOOON TOUKE (B 30HE ACWCTBUA OECIIPOBOJHON CETH).
MapuipyTu3atop MOXKET BBINOIHATH (YHKUMM 0a30BOM CTAaHIMM S TMOJAKIIOYEHUS K
0ecrpoBOJHON CeTH YCTpOMCTB, paboratomux mno cranjpapram 802.11b, 802.11g u 802.11n (co
ckopocthio 10 300 M6wut/c).

Be3onacHoe GecnnpoBoIHOE COeTMHEHNE

B wmapmipyTtuzaTope peann3oBaHO MHOXECTBO (GYHKIUH A OecripoBoIHOTO HUHTEpdeiica.
YCTpOoHCTBO MOJACPKUBAET HECKOJBKO cTaHmapToB OeszomacHoctd (WEP, WPA/WPA2),
bunbpTpanuIo MOAKIIOYaeMBIX yCcTpoiicTB o MAC-ampecy, a TakKe MO3BOJIIET HCIOJIb30BATh
texHojorun WPS u WMM.

PacmiupenHbie BO3MOKHOCTH 0eCIIPOBOHOI CeTH

BosmoxHocTh HacTpoiiku rocteBoit Wi-Fi-cetn mo3BomuT Bam co3iatek oTenbHY0 OECIIPOBOIHYIO
CCTh C MHAWBUYAJIbHBIMHA HaCTpOﬁKaMH 0€30I1aCHOCTH U OrpaHUYCHUCM MaKCUMAaJILHOU CKOpPOCTH.
YcTpoiicTBa TOCTEBOM CETH CMOTYT TOIKITIOUUTHCS K WHTepHETYy, HO OyIyT W30JUpPOBAHBI OT
YCTPOMCTB M pECYPCOB JTIOKAJIbHOM CETH MapUIpyTH3aTOpa.

4-nOpPTOBBIH KOMMYTATOP

BerpoenHnsblil 4-mopToBbli KOMMYTaTOp MaplIpyTH3aTOpa MO3BOJIAET MOAKIIOYATh KOMIIBIOTEPHI,
ocHarieHnHble Ethernet-anantepamu, UrpoBbsle KOHCOMU M JpyTUe YCTpoiicTBa K Bareit cetu.

Be3onmacHocTh

becnipoBognoit  mapmpytuzatop DIR-615 ocHameH BCTPOEHHBIM MEXKCETEBBIM — IKPAHOM.
Pacmpennsie QpyHKIMH 0€30MaCHOCTH TMO3BOJSIOT MHUHUMHU3UPOBATH TOCIEICTBUS JEHCTBUI
XaKepoB W MpPEeAOTBpallalOT BTOPKEHUS B Bally ceTh M JOCTYIl K HEXENaTeIbHbIM calTam IJis
noJjib3oBaTesnel Baiel nokaisHON CeTH.

Berpoennsiit cepuc fAnnekc.DNS oOecneunBaeT 3amiUTy OT BPEJOHOCHBIX W MOLICHHHUYECKHUX
CaiToB, a TaKXe MO3BOJISIET OTPAHUYUTH JIOCTYII JeTel K «B3POCIBIMY» MaTepHallaM.

IIpocTast HacTpoiika U 0GHOBJIeHHE

st HacTpoiiku OecripoBogHOro MapmpyTtu3atopa DIR-615 ucnoms3yeTcst mpocTold U yA0OHBIN
BCTPOCHHBIN Web-uHTepdeiic (TOCTyeH Ha HECKOJIBKHX S3BIKAX ).

Mactep HacTpoiiku mo3BoisieT ObicTpo mepeBectu DIR-615 B pexum mapmipyrtuzatopa (aias
MOJKITIOUEHUS] K MPOBOJHOMY MJIM OECIpOBOAHOMY IpOBaiiiepy), TOUKU JOCTYIA, MOBTOPHUTENS
WIM KIMEeHTa M 3a/aTh BCE HEOOXOAMMBIE HACTPOWKH Ui pabOThl B BBHIODAHHOM pEXHME 32
HECKOJIBKO IIPOCTBIX I11aroB.
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Taxoke DIR-615 noanepkuBaeT HaCTPOWKY M yHpaBJieHUE C MOMOIIbI0 MOOUIBHOTO MPUIIOKEHUS
st yerpoiicts o ynpasineHueMm OC Android u i0S.

Bb1 nerko mokete 0oOHOBUTH BcTpoeHHoe [IO — MapmipyTuszatop caM HaXOAUT MPOBEPEHHYIO
Bepcuio [0 Ha cepBepe oOHoBieHuidt D-Link u yBemomuisieT mONB30BaTeNsi O TOTOBHOCTH
YCTaHOBUTH €TO.
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0630p mapLupyTMU3aTopa

TexHu4yeckue xapakmepucmuku

AnnapaTtHoe obecneuyeHue

Mpoueccop

RTL8196E (400 MI'u)

OﬂepaTMBHaﬂ namMaTb

32 Mb, DDR SDRAM

Flash-namaTb

4 MB, SPI

WHTepdpencol Mopt WAN 10/100BASE-TX
4 nopta LAN 10/100BASE-TX
WuaukaTopbl Mutanve
BecnpoBogHas cetb / WPS
WHTepHeT
KHonku KHonka WPS/RESET ansa ycraHoBkv 6eCcnpoBOgHOr0 coeAuHeHnst n Bo3Bparta
K 3aBOACKMM HaCTpoWkam
AHTeHHa [1Be BHellHWEe HeCbeMHbIE aHTEHHbI C Ko3dhdurLMeHToM yeuneHus 5 obu
Cxema MIMO 2x2

Pa3bem nutaHus

Pa3bem ans nogxnoyeHnst nuTaHus (MOCTOSIHHBIN TOK)

MporpammHoe ob6ecnevyeHune

Tunbl nogkntoyeHna WAN

PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratuueckun IPv4 /| QuHamnyeckuin IPv4
Cratuueckun IPv6 / AnHamnyeckuii IPv6

PPPoE + Cratudeckuit IP (PPPoE Dual Access)
PPPoE + OuHamunyeckun IP (PPPoE Dual Access)
PPTP/L2TP + Cratuyeckui IP

PPTP/L2TP + OQuHamunyeckuin IP

CeTeBble PyHKLUN

DHCP-cepsep/relay

PacwupeHHas HacTponka BctpoeHHoro DHCP-cepsepa

HasHaueHue IPv6-agpecos B pexxume Stateful/Stateless, nenermposanune
npecukca IPv6

AsTomaTnueckoe nony4veHve LAN IP-agpeca (B pexxumax Todka gocTtyna,
NOBTOPUTENb, KIIMEHT)

DNS relay

Dynamic DNS

CraTtuueckas IPv4/IPv6-mapLupytusaums

IGMP Proxy

Moppepxkka UPNP IGD

Moppepxka VLAN

Mopaepxka dyHKUMK ping co ctopoHbl BHeLwHern cetu (WAN ping respond)
Moppepxka mexaHnsma SIP ALG

Moppepxka RTSP

PesepsuposaHne WAN

HacTpoiika ckopocTu, pexvma gynnekca u hyHKUMK ynpaBneHns NoTOKOM
(flow control) B pexxume aBToMaTU4eCKoro corrnacoBaHus/PyyHas HacTpoika
CKOpOCTU 1 pexuma gynnekca ans kaxgoro Ethernet-nopra

HacTtpolika makcrmMarnbHOWM CKOPOCTU UCXOASALLEro Tpaduka Ans Kaxgoro
nopTta mapLupyTtusaropa

BcTtpoeHHoe npunoxeHve UDPXY

*  XapaKTepHCTHKU YCTPOWCTBA MOTYT U3MEHAThCs 0e3 yBemomieHus. CM. akTyalbHbIe Bepcuu BHyTpeHHero 10 u
COOTBETCTBYIOIIYIO JTOKYMEHTAIINIO Ha caiite www.dlink.ru.
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DIR-615 BecnposogHon mapLupyTtnsatop N300

PykoBoacTBo nonb3osaTens

0630p mapLupyTMU3aTopa

MporpammHoe ob6ecnevyeHune

DYHKLUN MEXKCETEBOro aKpaHa

MpeobpasosaHune cetesbix agpecos (NAT)

KoHTponb cocTosiHust coegunHenni (SPI)

IPv4/IPv6-connbTp

MAC-punbTp

URL-dunbTp

DMZ-30Ha

PDyHKumaA 3awmTel oT ARP- n DDoS-atak

BupTyanbHble cepBepbl

BcTpoeHHbIN cepBUC KOHTEHTHON dnnbTpaumnm AHgekc.DNS

VPN

IPsec/PPTP/L2TP/PPPoE pass-through

YnpaBneHne n MOHUTOPUHT

JlokanbHbIV M yaaneHHbIn 4ocTyn Kk HacTporikam no TELNET/WEB
(HTTP/HTTPS)

Web-nHTepeinc HacTponkK 1 ynpaBreHuUs Ha HECKOMbKMX A3bIKax
Mopaepxka npunoxenns D-Link Assistant ans ycTponcTe noa ynpasneHnem
OC Android 1 iOS

YBegomreHue o npobriemax ¢ NoAKnioYeHNeM 1 aBTomaTnyeckoe
nepeHanpasneHne K HacTpolkam

O6Hoenexuve MO mapwpyTusaTopa Yepes web-uHtepgeric
ABTOMaTU4eckoe yBeOMIEHNE O Hanuuum Hoeown Bepcum MO
CoxpaHeHue 1 3arpyska KoHuUrypaumm

BoamoxHOCTb Nepegayum xxypHana cobbITUI Ha yaaneHHbln cepsep
ABTOMaTUYeCKasi CMHXPOHU3aLUsA cucTemHoro Bpemenn ¢ NTP-cepsepom
1 pyYHas HacTpolika AaTbl U BpEMEHMU

YTunuta ping

YTtunura traceroute

KnueHT TR-069

ABTOMaTU4eckas nepesarpyska no pacnmcaHuio

MapameTpbl 6ecnpoBogHOro MoAyns

CtaHpapThbl

IEEE 802.11b/g/n

Owana3oH yactoTt

[Muana3oH yacmom 6ydem u3MeHsmbCsi
8 coomeemcmauu ¢ npasunamu
paduoyacmomHoz20 peaynuposaHus 8
Baweli cmpaHe

2400 ~ 2483,5 MI'y

Be3onacHocTb 6eCI1pOBOAHOFO
coeavHeHusA

WEP

WPA/WPA2 (Personal/Enterprise)
MAC-cunbTp

WPS (PBC)

[dononHutenbHble OYHKLMMU

Pexum «KnueHT»

WMM (Wi-Fi QoS)

MHdopmaumsa o nogknioveHHblx Wi-Fi-knueHnTtax

PaclumpeHHble HacTpoikun

[octeBas Wi-Fi-ceTb / nopaepxka MBSSID

OrpaHuyeHne ckopocTtu ans 6ecnposogHou cetu/otaensHoro MAC-agpeca
Mepuogunyeckoe ckaHMpoOBaHWe KaHarNoB, aBToMaTUyecku nepexoq Ha bonee
CcBOGOAHbIN KaHan

ABTOMaTUYECKOE COrfacoBaHue LWMPUHBLI KaHana ¢ YCIoBUSIMU OKpY>KatoLLemn
cpeabl (20/40 Coexistence)

CKOpOCTb GeCI'IpOBO.EI,HOI'O coeAuHeHuA

IEEE 802.11b: 1, 2, 5,5 1 11 M6uT/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 u 54 MouT/c
IEEE 802.11n: ot 6,5 o 300 M6ut/c (ot MCSO o MCS15)
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DIR-615 BecnposogHon mapLupyTtnsatop N300

PykoBoacTBo nonb3osaTens

0630p mapLupyTMU3aTopa

MNapameTpbl 6ecnpoBOAHOro Moay s

BbixogHasi MOWHOCTb NepeAaTyMka

MakcumanbHoe  3HavyeHue  MOWHocmu
nepedamyuka bydem u3MeHAMbCS 8

coomeemcmeuu c
paduoyacmomHoz20  peaynuposaHusi
Baweli cmpaHe

npasurnamu

8

802.11b (TvnunyHasa npu komHaTHOWM Temnepatype 25 °C)
15 obm npu 1, 2, 5,5, 11 M6ut/c

802.11g (TvnunyHas npu komHaTHOWM Temnepatype 25 °C)
15 obm npu 6, 9, 12, 18, 24, 36, 48, 54 MouT/c

802.11n (TMNMYHasA npu koMHaTHOW Temneparype 25 °C)
HT20/HT40
15 pbm npn MCSO0/1/2/3/4/5/6/7

YyBCTBUTENBLHOCTL NPUEMHMKa

802.11b (TunnunHas npu PER = 8% npwu komHaTHOM TemnepaType 25 °C)
-96 nbm npu 1 Méut/c

802.11g (TunnuHasa npu PER = 10% npu komHaTHon Temnepatype 25 °C)
-76,5 nbm npu 54 Méut/c

802.11n (TvnnyHas npn PER = 10% npw komHaTHOM Temnepatype 25 °C)
HT20

-74 pbm npn MCS7/15

HT40

-71,5 pbm npn MCS7/15

CxeMbl MogynsiLMn

802.11b: DQPSK, DBPSK 1 CCK
802.11g: BPSK, QPSK, 16QAM, 64QAM, OFDM
802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

®dusunyeckme napameTpbl

Pasmepsb! ([ x L x B)

131 x 130 x 34 mm

Ycnosusa akcnnyaTtauum

MutaHwne Boixoa: 9 B noctosiHHoro Ttoka, 0,6 A
Temnepatypa Pa6oyas: ot 0 no 40 °C
XpaHeHusi: ot -20 go 65 °C
BnaxHocTb Mpwu akcnnyataumn: ot 10% po 90% (6e3 koHaeHcaTa)

Mpn xpaHenun: ot 5% Ao 90% (6e3 koHpeHcaTa)
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DIR-615 BecnposogHon mapLupyTtnsatop N300
0630p mapLipyTM3aTopa
PykoBoacTeo nonb3osatens

BHewHutl eud ycmpoticmea

BepxHaa naHenb

PucyHok 1. Bud eepxHel nanesnu DIR-615.

CBeToaAnoaHbLIN
AnoA 3HayeHue

MHOUKaTOp

lopum nocmosiHHo (3eneHbiti) | IIuTaHue BKIFOYEHO.

MutaHne
He e2opum IIutanue OTKIIOUEHO.

lopum nocmosHHO (3enerkiti) | BecipoBoIHAS CETh BKITFOUCHA.

Muzaem 6bicmpo (3eneHbitl) [Tepenava nanHbIX Yepe3 Wi-Fi-ceTs.
BecnpoBogHas ceTb /
_. |IlompiTka yctaHoBku Wi-Fi-coenuuenus c
WPS Muzaem medneHHo (3eneHbitl) Y e
nomotsio ¢pynkunu WPS.
He 2opum becnipoBoHas ceTh BBIKIIIOUEHA.
.. | WAN-coenunenue 1o YMOJIYaHHUIO
Fopum nocmosiHHO (3es1eHbIl)
aKTHBHO.
Muzaem (3eneHbit Ilepenaua nanueix yepes WAN-TIOpT.
WntepHet ( ) penaJa i P p
He co3zgano un omHoro WAN-coenuHEHHS
He eopum i WAN-coeuHeHne 1o yMOJIYaHUIO HE
aKTHUBHO.

Ctpanuua 11 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300
0630p mapLipyTM3aTopa
PykoBoacTBo nonb3oBartensi

3apHAA NaHeNnb

PucyHok 2. Bud 3adHel naHenu DIR-615.

HasBaHue OnucaHue

9V=0.6A Paswem nuranus.

IMopt nmns mnoakmroueHWss K BbieneHHou Ethernet-nwHum  wm
WAN noakimtoueHus: kabempHoro wunu  DSL-mMomema  (pekoMeHmyercs
UCIIOJIb30BaTh Ka0esb, BXOSIINN B KOMIUIEKT TOCTaBKH).

4 Ethernet-nopTa AJId MMOAKIIIOYCHHUS KOMIIBIOTCPOB HJIM CCTCBLIX

LAN 1-4 .
YCTpPOMCTB.
Knomnka mis ycranoBku 6ecripoBoaHoro coequnenus (pyukmus WPS) u
111 cOpoca HACTPOEK K 3aBOJICKUM YCTaHOBKaM.
Jns ucnonb3oBanus ¢yHkmuu WPS: mpu BKIIOYEHHOM YCTpOICTBE
WPS/RESET HOKMHTE KHONKY U oTmyctute. CBETOAMOIHBIA  WHAUKATOP

BecnpoBoanas cers/WPS nomxeH HauaTh MEIJIEHHO MUTATh.

s cOpoca HACTPOEK K 3aBOACKMM YCTAHOBKAaM: IPH BKIIOUYCHHOM
YCTPOICTBE HAKMUTE KHOIIKY, yaep)kuBaiite 10 ceKyH U OTIIyCTHTE.

Takxe MapipyTH3aTop 000pyI0BaH IBYMs BHEITHUMH HeCheMHBIMU Wi-Fi-aHTeHHAMH.
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DIR-615 BecnposogHon mapLupyTtnsatop N300
0630p mapLupyTMU3aTopa
PykoBoacTtBo nonb3osaTens

Komnnekm nocmaeku

[lepen ucnonp30BaHUEM YyCTPOICTBA yOEIUTECH, YTO B KOMIUIEKT MOCTABKU BKJIFOYEHO CIEAYIOIICE:
*  Mapmpytuzarop DIR-615,
* ajamnTep NUTaHUS MOCTOSTHHOTO Toka 9B/0,6A,
* Ethernet-xabenp,
* nokymeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (Oykier).

JlokyMeHTbl «Pyko6oocmeo nonv3oeamenay» W «Kpamkoe pykoeoocmeo no ycmanogke»
JOCTYIHBI Ha caiite komnanuu D-Link (cm. www.dlink.ru).

Hcnonn30BaHKWe WCTOYHHMKA OUTAHHUSA C HAMpAKCHUEM, OTIWYHBIM OT MOCTABJIACMOIr0 €
| YCTPOMCTBOM, MOKET IPUBECTH K MOBPEKICHUIO YCTPONUCTBA M MOTEPE TAapaHTHUH HAa HEro.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHOBKa M noaKnoYeHne
PykoBoacTBo nonb3oBartensi MapLupyTusaTopa

NMABA 3. YCTAHOBKA 7 NOAOKNIOYEHUE
MAPLUPYTU3ATOPA

lpedeapumernbHasi N0o020mMoeKa

[lepen moakiIIOUEHUEM yCTPOWCTBA NMPOUTUTE JTaHHOE PYKOBOJICTBO MOJIb30BaTeNA. Y 0enUTeCh, 4YTO
y Bac nmeetcst Bce HeoOxoauMoe 000pynoBaHMe, a Takke MHPOPMAIUSA IO BCEM HCIIOJIB3YEMbIM
YCTpOMCTBaM.

Onepannonnas cucrema

Hactpoiika u ynpaBieHue OecripoBoaHBIM MapiipyTtuzatopom DIR-615 co BcTpoeHHBIM
4-moOpTOBBIM KOMMYTAaTOpoM (Jlaee — «MapIIpyTH3aTOPOM») BBIMOJHAETCS C IOMOILBIO
BCTpoeHHOTO web-unTepdeiica. Web-unrepdeiic AocTyneH B 000N ONEpalMoHHOW CHCTEME,
KOTOpas mojaepuBaeT web-opaysep.

Web-0paysep
Jns nocryna x web-uHTEepdeiicy HacTpOWKM M YIpPaBJICHUS MaplIpyTH3aToOpa PEKOMEHAYETCS
HCIIONIb30BaTh Web-Opay3epsl:

* Apple Safari Bepcun 8 u BbIIIIE,

* Google Chrome Bepcun 48 u BhIIIIE,

*  Microsoft Internet Explorer Bepcuu 10 u BbIiIe,

*  Microsoft Edge Bepcun 20.10240 u Bbl1e,

* Mozilla Firefox Bepcuu 44 u BbIIIE,

*  Opera Bepcuu 35 ¥ BBIIIIE.
Jns ycnemHoi pabotel ¢ web-unTepdeiicom HacTpoiiku U yIpaBlieHUs B web-Opaysepe AoKHa
ObITh BKIIFOUEHA Toniepxkka JavaScript. YOeaurech, 4yTo NaHHAs OMIMs He ObUTA OTKIIOYCHA
JPyTUM IPOrpaMMHBIM oOecrieyeHreM (HarpuMep, aHTUBUPYCHOM mporpammoit iy apyrum [10,

obOecrieunBarOmMM O€30MacHyl0 paboTy B TJIO0AJIBHON CceTH), 3amymeHHbIM Ha Bamem
KOMITBIOTEPE.

IIpoBoanas nin 6ecnpoBoaHas cereBasi kapra (Ethernet- uim Wi-Fi-ananrep)

JIro0oit KOMIIBIOTEp, HMCTIOJB3YIOIMIMA MapIIPyTU3aTOP, JTOJDKEH ObITh ocHamieH Ethernet- wim
Wi-Fi-anantepoMm (cereBoii kaptoil). Ecnu Bam nopraTUBHBIN MM HACTOJBHBIN KOMIIBIOTEP HE
OCHAIlleH NOAO0OHBIM ycTpoicTBOM, yctaHoBuTe Ethernet- nnu Wi-Fi-anantep mepen Tem, kak
IIPUCTYIUTH K MCIIOJIB30BAHUIO MApLIPYTU3aTOPA.

BbecnpoBoaHas cBs3b

Uto0w1 ycTpolicTBa, oOpasyromue OeCIpOBOIHYIO CETh, MOTJIM HCIIOJIH30BATh MapIIPyTH3aTOp, B
HUX JIOJKHA OBITH YCTaHOBIIEHa OecripoBoHast ceteBas kapra (Wi-Fi-amantep) cranmapra 802.11b,
g wi n. Kpome TOrO, ISl TAHHBIX YCTPOHCTB HEOOXOAMMO 3a/aTh 3HAUCHHs HICHTHU(UKATOpA
SSID, Homepa kaHaia W mapaMeTpoB O€30MaCHOCTH, KOTOpBIE ompeneieHbl B web-unTepdeiice
MapuIpyTHU3aTopa.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHOBKa M noaKnoYeHne
PykoBoacTBo nonb3oBartensi MapLupyTusaTopa

ModknroyeHue K KOMNLOMeEPY U €20 HacmpoUkKa

MoakniwouyeHue K Komnbiotepy ¢ Ethernet-apantepom

1. Honkmounure Ethernet-xabenp k ogHOMy M3 LAN-IOpTOB, pacmoyioKEHHBIX Ha 3aTHEH
naHeJIu MapupyTusaropa, v k Ethernet-anantepy Barero komnsrorepa.

2. TlomgxmiounTe ajanTep MNUTaHHS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHell maHenu
MapIIPyTU3aTOpa, a 3aTeM — K DJIEKTPUUYECKON PO3ETKeE.

Hanee HeoOxonumo yOeauthbes, uro Ethernet-anantep Bamero kommbroTepa HacTpoeH Ha
aBTomatuyeckoe noiydenue [P-anpeca (B kauectse DHCP-knuenTa).

ABTOMaTuuyeckoe nony4veHue IP-appeca (OC Windows 7)

1. Haxwmure kaonky Myck u nepeiinure B pa3znen NaHens ynpaBneHus.

2. Beibepure nynkt LleHTp ynpaBneHusa cetamu u o6wum poctynom. (Eciu nanens
YOpaBJICHUA HMECT BUA «II0 KaTCTOPUAM (B BCPXHCEM IIpaBOM YIJIy OKHa B CIIMCKE
MpocmoTtp BriOpan nynkr KaTeropus), Beioepute ctpoky [pocmoTp cocTosiHuA
ceTn u 3apad noj nyukrom CeTb n UHTEpHeT.)

[F=5[EeR(=x=
amm
@Uv|@ » Manene ynpaeneqna » Bce 3nemeHTBI NaHENW YNPABAEHNA B - |¢, | | Mouck & naHenu ynpasnerus 0 |
HaCTpDﬁKa napamMeTpoB KOMIMbHOTEPAa MpocwmoTtp:  KpynHele sHadqkn ¥
- e YK "
~ MNapameTpel 7] =
vy P P ) MapameTpbl Nanok - MNepconannsauma
WMHAEKCHPOBaHWA .
E omionenya ¢ 3 Mpucrynan k pabote 5 Mporpammbi
- yAaneHHsIM paboumm i[ pucty p «"J KOMTMOHEHTBI
i, [lporpammsl no .
|@| | PacnosHasaHwne peun ., Poawntensckuii KOHTpOAL
-. YMOAYEHWIO T &7
] - | CueTumkM 1 cpeacTsa
/1 CeoiicTBa obo3pesaTens [;,!_Q Cwucrema -. P b
= NPOM3E0ANTENBHOCTH
_’.'5-; TenepoH n mogem E ¥YnpasneHve LEETOM A YcTpaHeHve HENONAAOK
Iy _ YueTHele 3anvcu =y, LexTp obHoBnenws
e YcTpoicTBa M NpUHTEPDI _ ‘ .
== ‘D nonszoeatenei <@ Windows
. @, LleHTp cneunanbHbix
| LleHTp noaaepxkm LleHTp cHXpoHM3aUmnmn ) _
\ BO3MOMHOCTER
.l:-l. LleHTp ynpaeneHua ceTaMM % ndposanne aucka WpdTH
'J' 1 oBLWKnM AocTynom ¥~ BitLocker h
\[' &y Asbik W pervoHanbHeble
JKpaHd JneKTponUTaHue T | &
z “27 cTaHAapThl -

PucyHok 3. OkHo MaHenb ynpaeneHus.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHoOBKa 1 nogkntoyeHue

PyKOBO,EI,CTBO nonb3oBartens

MapLlupyTusaTopa

3. B MeHI, pacmojioKeHHOM B JIEBOW 4YacTH OKHA, BblOepuTe mnyHkT WM3mMeHeHue
napamMmeTpoB aganTtepa.

0~

Manent ynpaenexus -
ACMELLUHAA CTRaHULE

¥npaeneHne BecnpoBoAHBIMK
CETAMM

MzmeHeHne NapamMeTRoE
afanTepa

MzmeHnTe goneAHUTENBHEIE
NapaMeTpel 0OLLEMD A0CTYNa

Cra. TaKcKe
Bpanamayap Windows
JemawHas rpynna

CeciicTea ofospesaTena

= =
s« Cete u MHTepHeT b LleHTp ynpaeneHua ceTamM M cBLMM JoCTynem - |¢?| | Mouck & naxsenu ynpasnedus 0 |

MpocMoTp OCHOBHBIX CBEAEHWMIA O CETH M HACTPOMKa NOAKNKUEHWH

MpockoTp NonHel KapTel

! 1 b
e

1 WHTEpHET
(3ToT KomMneoTER)

HPDEI‘.IDTP BKTHEHEIX CETER HC,EI,F.-'IH:HEHHE K CETH
B ,.'J,EHHbII}'I FOMEHT Ebl HE NOJAKARKIYEHEI HH K K3KCA CETH.

MzmeHeHne ceTesbx napameTpoE

:EI H&'_'Tr:CﬁF.E HOBOM® NOAKARMYEHWA WKW CETH

Hactpohika GecnpoeciHoro, WWMEOKCNONSCHOTS, MOAEMHCMT, NRAMOIT WAKN
VPM-noaenroqedna WK e HECTPORKE MapLUPYTUIATORE AW TOHKK A40CTyNa,

ﬁ. MogkntounTeca K ceTi
MoakAoYeHUe UAKW NCETOPHOE NOAKNKOYEHNE K GECNPOEDAHOMY, MPCECAHOMY, MOAEMHOMY
CETEBCMY COEAMHEHMID MM Nogenatzderme k VPN,

Qa Brifop gomMalwHed rpynnel v napaMeTpos oBLUere gocryna
Jectyn k daiinam u NPUHTERENM, PACNCADKEHHEBIM Ha ADYTHX CETEELIX KOMMNEHOTEREX, MIN
MIMEHEHWE N3PAMETPCE OBLLErD ADcTyna.

@ ¥cTpaHeHWE HEMoNBA0K
[JMarHECTHKE W MENPABAEHME CETEERX NPCBAEM WAN NOAYHEHUE CBEAEHNIA 06 MCMPaEAEHNN,

PucyHok 4. OkHo LjeHmp ynpaeneHusi cemsiMmu u o6w,um docmyrnom.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHOBKa M noaKnoYeHne
PykoBoacTBo nonb3oBartensi MapLupyTusaTopa

4. B OTKPBIBIICMCS OKHC MICJIKHHUTC npaBoﬁ KHOIIKOM MGBIIIH 10 COOTBCTCTBYIOILICMY
MoaknroYeHUIO NO NOKanNbHOW CeTU u BridepuTe cTpoky CBOWUCTBA B MOSBUBIIEMCS
KOHTCKCTHOM MCHIO.

(=0 [EoR (==
@U'| j-' v Manenb ynpaeneqna b CeTe u MIHTEpHET ¢ CETEBLIE NOAKNHOHEHMA b - |4'-¢ | | Mouck: Cemesbie NOGKAGHEHUS 0 |
¥nopagoumnts ¥ =~ 0O @

L". MogkntoHeHNE No NOKANBHOR CETH

CTrEYNTE

CocToanue

AuarHocTrka
) Hacrpoiika mocTa

Co3gate APABIK
¥panute

H  Mepenmerceare

Fy Ceoiictea

PucyHok 5. OkHo Cemeebie NoOK/II0YeHUs.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHOBKa M noaKnoYeHne
PykoBoacTBo nonb3oBartensi MapLupyTusaTopa

5. B okue NoakniovyeHue no nokanbHOW ceTu — cCBOMCTBA Ha BkiIanke CeTb BriacIUTE
crpoky NpoTtokon UHTepHeTa Bepcun 4 (TCP/IPv4). Haxxvute knonky CBOMCTBA.

ra "

Y MogkntoyeHWe Mo NOKaNEHOW CETH - CEOWCTER @

CeTk

MogknoueHLe HEPESE

[
&

QTME'-IEHHI:IE EORMMAOHEHTEl MCA0AEZYKTCA 3ATHM NOLE NHDYEHIMEM!

& K eHT ang ceTel Microzoft

.@ MnaHupoEwWMHE NakeTos Qo5

.@ Cryxfa 4ocTyna K $alinakd M NpuHTEpar ceTel Micro...
<& [NpoTokon MHrepreta eepoud B [TCP/APYE]
B8 MNpotokon MHrepreta eepoui 4 [TCRAAPw4]
<. Npafisep B/& TONONOra KAHaNEHOrD YPOEHA

i (TEETYME OOHAPYHKEHWA TONOAOMM KaHANEHOMD YpOEHA

[ HeoTaHoBMTE. . Hoanme CeoicTEa

OnmcaHue

Mporokon TCPAP - cTaHgapTHEE npoTokon raodantsHex
CETEN, DAECMEYMEANWME CEASE MEKAY PASAMYHEIMI
ESEHMOLEACTEYHILL MMM CETAMM,

] ] [ OTraeHa

PucyHok 6. OKHO cgolicme nodKIIHoYeHUs 10 /IoKanbHOU cemu.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHOBKa M noaKnoYeHne
PykoBoacTBo nonb3oBartensi MapLupyTusaTopa

6. YOemutech, YTO MEpeKIOYATEIM YCTaHOBJICHb B mosiokenus Monyuutb IP-agpec
aBTomaTmyeckm u Monyuntb agpec DNS-cepBepa aBToMatu4vecku. Haxmure
kHonky OK.

¥

Ceoicrea: MNpotokon Mateprera sepovn 4 (TCP/IPw) @

Ofwme ANbTEPHATHEHAA KOHGHM YpaLHA |

MapameTpel IP MOy T HASHAYATECA SETOMATHHECKH, BCIHM CETE
NoAASpHHESET 3TY BOSMOXHOCTE. B NPOTHEHOM CRWYag NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRETORA,

@ Nonyqnte IP-aapec SETOMATHYECKH

() McnonesosaTe CNeAYHOWMA IP-aapec:

@ NanyJnTe aapec DNS-CEpEEpa SETOMATHYECKK

() MCcnones0BaTe CNEAYHIWKME aapeca DNI-CepEepos:

MNoATEERAHTE NapaMETokbl APH BEXO4E [ T —— ]

[ 0];% ][ OTHEHS ]

PucyHok 7. OkHo ceoticme npomokona TCP/IPv4.

7. Haxwute kHonky OK B OKHE CBOHCTB IMOJKITIOYECHUS.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 YcTaHOBKa M noaKnoYeHne
PykoBoacTBo nonb3oBartensi MapLupyTusaTopa

MoakniwyeHue K Komnblotepy ¢ Wi-Fi-apantepom

1. TlogxmrouwTe ajmanTep NUTaHUS K COOTBETCTBYIOLIEMY pa3beMy Ha 3aJHEU MaHeTu
MapIIpyTU3aTOpa, a 3aTeM — K JIEKTPUIECKON PO3ETKeE.

2. Yoenutech, uto Wi-Fi-amantep Bamero kommeroTepa BKIOYEeH. Ha mopTaTHBHBIX
KOMITBIOTEPAX, OCHAIICHHBIX BCTPOCHHBIM OECIPOBOJHBIM CETEBBIM aIanTEepPoOM, Kak
MPaBUIIO, €CTh KHOINKA WU MEepeKIoYareib, aKTUBUPYIOIIUN OECIpOBOIHON CeTeBOM
amantep (cM. gokymeHtamuio 1o Bamemy IIK). Ecnmu Bam kommproTep ocHamieH
MOJKIIOYAaEeMbIM ~ OECIIPOBOJHBIM ~ CETEBBIM  QJAaNTEPOM, YCTAHOBUTE MPOrPAMMHOE
o0ecrieyeHne, NOCTaBIsIEMOE BMECTE C aJIaliTEPOM.

Hanee wneoOxommmo yOemuthesi, uto Wi-Fi-amantep Bamero koMmmproTepa HACTpOSGH Ha
aBTomatruyeckoe noiydenue [P-anpeca (B kauectse DHCP-knuenra).

ABTOMaTHyYeckoe nonydeHume IP-appeca M nopgknwyYeHue
K 6ecnpoBogHon cetn (OC Windows 7)

1. Haxwmure kaonky Myck u nepeiiqure B pasnen MNaHenb ynpaBneHus.

2. Beibepure mynkt LleHTp ynpaBneHusa cetamu u ob6wmum pgoctynom. (Eciu nanens
yIpaBJIeHUs MMEET BHJ «I0 KaTeropusim» (B BEPXHEM IPaBOM YIJy OKHAa B CITHCKE
MpocmoTp BeiOpan nynkr KaTteropwus), Beioepute ctpoky [pOCMOTpP coOCTOsIHUSA
ceTn u 3apad noj nyukrom CeTb n UHTEpHeT.)
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PucyHok 8. OkHo MaHenb ynpaeneHusi.
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DIR-615 BecnposogHon mapLupyTtnsatop N300

PykoBoacTBo nonb3osaTens

YcTtaHOBKa M NOgKM4YeHue

MapLupyTusaropa

3. B MeHI, pacmojioKeHHOM B JIEBOW 4YacTH OKHA, BblOepuTe mnyHkT WM3mMeHeHue
napamMmeTpoB aganTtepa.

6.

B oTkphIBIIEMCS OKHE IIEIKHUTE MPAaBOM KHONKOW MBIIIA IO COOTBETCTBYIOLIEMY
BecnpoBogHOoMy ceTeBOMYy coeAuHeHU. YoOeautech, yto Bamr Wi-Fi-amanrep
BKJIIOYEH, a 3aTeM BeIOepuTe cTpoky CBOMCTBA B MOABUBIIEMCS KOHTEKCTHOM MEHIO.

B okune BecnpoBogHoe ceTeBoe coeAuMHeHMe — cCBOMCTBa Ha Bkiaake CeTb
Beiienute ctpoky [poTokon UHtepHeTta Bepcum 4 (TCP/IPv4). Haxmvure KHONKY
CsoncrBa.

Y6enutech, 4TO MEpeKIOYaTeNM YyCTaHOBJICHb B mosiokenus [Monyuutb IP-agpec
aBTomatuyeckm u MNMonyuntb agpec DNS-cepBepa aBTomMatu4vecku. Haxwmmure

kuonky OK.

=

Ceoicrea: Npotokon MnTeprera sepovn 4 (TCP/IPw) @

Ofiwme ANbTEPHATHEHAA KOHGHM YpaLHA

MapameTpel IP MOy T HASHAYATECA SETOMATHHECKH, BCIHM CETE
NoAASpHHESET 3TY BOSMOXHOCTE. B NPOTHEHOM CRWYag NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRETORA,

@ NonvanTe IP-aapec aBTOMaTHHECKH;

MCnones0EaTe CREAYHIWKMA IP-agpec:

@ MNonyunTe agpec DMNS-cepEepa aBETOMATHHECKH

MCnone30BaTe CNeAYHWKE aapeca DNS-CcepEepoE:

MoATEERAMTE NApPaMETREl MR BEIX0LE | AONOMHHTENEHD. . |

[ QK ]| OTMEHA |

PucyHok 9. OkHo ceoticme nipomokona TCP/IPvA4.

7. Haxwute kHonky OK B OKHE CBOHCTB IMOJKITIOYCHUS.
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8. UToOBl OTKPBITh CIHCOK JOCTYIMHBIX OECHpPOBOJIHBIX CETEH, BBIACTUTE 3HAYOK
0eCITPOBOIHOTO CETEBOTO MOJKIIOYCHUS M HakMuTe KHONKy [loAakrmovyeHue K win B
o0yacTy yBEeJIOMIJICHUH, pacIoIOKEHHOM B MPaBOM YaCTH MaHENIH 3a/lad, HaXXMHTE JIEBOU
KHOIIKOW MBIIITN Ha 3HAYOK CETH.

Her NCAENHYYEHWA - EcTe ACCTYNHEBIE NOAKAHIYEHWA

16:07
13.10.2011

RU . |*| ()

PucyHok 10. Obnacmb yeedomrieHul naHesnu 3adady.

9. B orkpeBiieMcs okHe bBecnpoBogHoe ceTeBOoe MOAKIMIOYEHUE  BBIJICIUTE
OecripoBoiHyIO ceTh DIR-615, a 3arem HaxxmuTe KHONKY NogkntoveHue.

Het nograryerns 4
E[! l | EcTe gocTynHEIE NogratzYeHna
BecnpoecgHoe ceTeBOE COEIMHEHME ~
wireless router dﬂ_
i:' MogknryaTteca { | Oegenrouedne ]
T BETOMATMMYECKH
LleHTp ynpaeneHna ceTAMK U CELLIMM S0CTYNICM

Pucyrok 11. Cnucok docmyriHbix cemed.

10. B oTkpeiBIIeMcst okHe BBeauTe Kitou ceTd (cM. WPS PIN Ha Hakieiike co ITPUX-KOJOM Ha
HIDKHEW aHenu yctpoiictsa) B osie Krtoy 6e3onacHOCTH u Haxkmute kHonky OK.

11. Honoxxkaure 20-30 cexynn. ITocne Toro kak coequHenue OyJIeT yCTAaHOBICHO, 3HAYOK CETH
INPUMET BH/I IIKAJIbI, OTOOpAKAOIIEH ypOBEHb CUTHAA.

Eciu NEepBHUYIHAA Hac!poﬁKa MapHaipyTH3aTOpa BBINMOJHACTCA YEPE3 Wi—Fi—COCZ!I/IHeHI/Ie, TO
' Cpal3y 1ocCja€ M3MCHCHHUA HACTPOCK 6GCH[20BOZ!HOI‘/'I CCTU MAapmpyTUu3aTopa, 3aJaHHbIX I10
. YMOJYAHUIO, HGO6XOEI/IMO 6ygeT 3aHOBO YCTAHOBUTH 6eCH[20BOﬂHOG COCAMHEHUC,
HUCTIOJIb3YS TOJIBKO YTO 3aJIaHHBIC MTAPAMCTPHI.
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lModknro4yeHue Kk web-uHmepgeticy

[Tocne HAaCTPOWKHM COENMHEHHS ¢ MapLIIpyTH3aTOpoM Bwl MoxkeTe oOpaTuthcs K web-unTepdeiicy
HACTPOMKM W yHpaBIEHUS IS 3aJlaHUsl HEOOXOUMBIX TapaMeTpoB (co3manust WAN-coequHeHMs
JUIA TIOAKIIOYCHUSA K CCETH I/IHTepHeT, HU3MCHCHUSA TMapaMETpOB 6eCHp0BOI[HOFO COCANHCHUA,
HACTPOMKM MEKCETEBOI0 SKpaHa U Jp.)

Mapmipytuzarop DIR-615 ¢ HacTpoWkamu 10 yMOJYaHUIO HE MOKET MOJKIKYAThCS K
' cetn MuaTtepHer. /Insg Hayana paboThl 3a/1aliTe COOCTBEHHBIN Mapoib JUis AOCTyma K web-
|

uarepdeiicy U m3MeHure HaszBaHue OecrpoBomHor ceru  (SSID)., a Takke, eciad

Heo0X0aMMO, 3aJ1aliTe IPYrue HACTPOUKH, PEKOMEHIOBaHHbBIEC BaliM npoBaiiepom.
3anycture web-Opayszep (cm. pazaen Ilpedsapumenvnas noozomoeka, ctp. 14). B ampecHoii
cTpoke web-Opay3epa BBeauTe JIOMEHHOE UWMs MapmpyTuzaropa (10 yMOTYaHUIO —
dlinkrouter.local) c Toukoil B KOHIE M HaxxmuTe kiasBuury Enter. Bol Taxke Moxxere

BBectu IP-anpec ycTpoiictBa (1o ymonyanuio —192.168.0.1).

darin Mpaera Ena  Jaknaaku EnaseTel  FHCTPYMEHTE! Cnpagka
4 &« 5 » 19y ~ B 10216301 v

PucyHok 12. Beod IP-adpeca DIR-615 & aOpecHoul cmpoke web-bpay3epa.

Ecau npu monelTke moaknueHus K web-uarepdeiicy MapipyTuzaropa 0pay3ep BbLIAET

! omnbOKy THna «Hesoszmoodicno omobpasums cmpanuyyy, YOEIUTeCh, YTO YCTPOMCTBO
IPABWIBHO MOJIKIIOYCHO K KOMIBIOTEPY.
Ecim ycTpoiicTBO eme He OBLIO HACTPOCHO WM paHee OBLIM BOCCTAHOBJICHBI HACTPOWKH I10
YMOJTYaHHIO, TIpH OoOpamieHnn K web-untepdeiicy oTkpeiBacTcss MacTep HaCTPOWKH (CM. pasjen
Macmep nacmpoiiku, ctp. 31).

Yeamaembl aGoHeHT! Bbl B NepBbIf pas BKNKUYANK YCTPOWCTBO W ANA Toro, YToGkl Bel MOMMK HayaTk NONL30BATLCA
ycrnyramu gocTyna Kk ceTu MHTepHeT, BaMm HeoBxoauMo ero HacTpouTh.
Lna sanycka MmacTepa HaxMWTe KHonky "HavaTe"

HAYATb

PucyHok 13. CmpaHuya 3arnycka Macmepa HacmpouKu.
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Ecnu panee Bbl HacTpomin ycTporcTBO, MpH 0OpalieHu K web-uHTepdeiicy 0TKpoeTcsi CTpaHula
BXOo/Ja B cucTeMy. BBeaute mms moms3oBarens (admin) B mone MMA nonb3oBatens u
3ajaHHbl Bamu mapous B mone Maponb, 3atem Haxxmute knonky BXO[.

L

HBHDaBMHbHOe umMAa I'IOJ'IbSOBaTeJ'IH."FIEpOJ'Ib nnn
CpOK [EeWCTBUA CECCHK UCTEK

BX0Q OYUCTUTE

PucyHok 14. CmpaHuuya exoda e cucmemy.

Ecnu npu BBOne mapossi Bl HECKOIBKO pa3 BBOJAWTE HEMpaBWIbLHOE 3HaueHHE, web-uHTepderic
HeHaaoro 01okupyercs. [lonoxxauTe oJHy MUHYTY M CHOBA BBEJUTE 3a/1aHHbIN Bamu maposs.
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PyKOBO,D,CTBO nonb3oBartens MapuwpyTusaTtopa

Cmpykmypa web-uHimepgeuca

CtpaHuua NnaBHana

Ha crpannne [nmaBHasa oroOpakaeTcs TeKylee COCTOSHHE MapIIpyTH3aTopa B BHC
MHTEPAKTUBHOHN cxeMbl. [l mpocMoTpa MHGOPMAIIUN 0 KaKOW-THO0 YaCTH CETH MapuIpyTHU3aTopa
HaXMUTE Ha COOTBETCTBYIOIIMM 3HAYOK. Pa3zzien HACTpOEK B BEPXHEW YaCTU CTPAHULIBI I103BOJISET
OBICTpO MIEPENTH Ha IpYTHE CTPAHHIIBI Web-uHTepdeiica ycTpoiicTaa.

Ha ctpanuiie oToOpaskaeTcsi COCTOSHUE COeTUHEHUs ¢ ceThio MuTepHeT. Ecnu MapmipyTusaTop He
NOJKJIIOUeH K MHTepHeTy, HakMuTe Ha 3Ha4ok BOCCTAHOBUTb U mepelauTe Ha CTPaHUILY
Hactpownku /| UHTepHeT /| WAN (onmcanue ctpanuiisl cMm. B pasaene WAN, ctp. 52).

@ /lHTepHeT noaknoyeH

Haxmute Ha moBoi aneMeHT ANA Nony4YeHnA MHdopmalun

Wi-Fi-knueHTo
Internet DIR-615

) o ¢

PucyHok 15. CmpaHuya NnaeHas. Ycmpolicmeo nodKyYeHo Kk cemu UIHmepHem.

@ VHTepHeT oTknoYeH

Haxmute Ha noboi aneMeHT ANy nonydYeHus WHdopmaumm

Wi-Fi-knueHTsi:

g (B

PucyHok 16. CmpaHuya FnaeHas. Ycmpolicmeo He rnoOKo4YeHo K cemu IHmepHem.
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PyKOBO,D,CTBO nonb3oBartens MapuwpyTusaTtopa

Pa3den MumepHem

Haxwmure Ha 3Hauok WHTEpPHET, 4To0bl MpOCMOTPeTh WH(OOPMAIHUIO O COCIUHEHUU C CETHIO
HNnTepHeT.

@ VHTepHeT noakntoveH

Haxmure Ha MoBoi 3NemMeHT ANA NONy4YeHUA MHDopMaumnin

Wi-Fi-knueHTo
Internet DIR-615 0

| g qd)

Internet e G
Tun coeguHeHuA OvHamuueckuin [Py MAC-appec 28:3b:82:75:a1:0f
Crartyc CoefnHeHo IP-agpec 192.168.161.228
Bpema paboTbl 00:08:24 Macka nogceTm

LLINMk3 No YMONHaHW0 192.168.161.1
Mepeuytbiin DNS 8.8.8.8
Bropuunblil DNS 8.8.4.4

MepeiTn B HACTPOKM (3)

PucyHok 17. CmpaHuya NnaeHas. Pa3den Internet.

Haxxwmure IPv4 wmu IPv6, utoOb1 oTOOpasuts mHpopmanuto mo IPv4- wmu [Pv6-coennHeHnio
COOTBETCTBEHHO.

Y100l U3MEHUTH HACTPOMKHU MOAKIIOYCHHS K ceTH VHTepHeT, Haskmute [epenTn B HaCTPOMKM.

ITpu stom otkpoercsi crpanuina Hactponku /| UHtepHet / WAN (omucanue cTpaHuilbl CM. B
paznene WAN, ctp. 52).
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PyKOBO,D,CTBO nonb3oBartens MapuwpyTusaTtopa

Pa3oden DIR-615

Haxxmute Ha 3nauok DIR-615, uto0b1 mpocMoTpeTh HMH(GOpMAIMIO O MapIIPyTH3AaTOPE U €ro
0ecrpoBOTHBIX HACTPOMKAX.

@ /lHTepHeT noakntoyeH

Haxmure Ha niobol aneMeHT ANA NonyyeHUA MHopMaUmu

Internet

DIR-615

Q CeTb IPv4
MAC-agpec

IP-agpec

Macka nogcetw

Q CeTk IPv6

IPvé-anpec

DHCFv6 PD

~— —
%" Cetb Wi-Fi
28:3B:82:75:A1:10 Cratyc

Wmsa cetn (SSID)

Maponb

fd01::1

HEW3BECTHO

Wi-Fi-knueHTsI:

(N

Mpedmkc

MepeiTin B HacTPoiku (3)

PucyHok 18. CmpaHuya NnaeHas. Pa3den DIR-615.

Ha nanHOW cTpanune Bbl MokeTe NOCMOTpeTh TeKyllee Ha3BaHHWE OECIpPOBOIHONW CeTH
MapIIpyTH3aTOpa, Napoib (HaKMHUTE Ha 3Ha4oK MoKa3aTb (&), 4ro0bl 0TOOPa3UTh €ro), a TAKKE
MAC-anpec ycrpoiicta, [Pv4-anpec u IPv6-ampec.

YToObl M3MEHHUTh HACTPOWKHU ceTH, Haxxmute [eperuTu B HACTPOMKMU cieBa B HWKHEH YacTH
cTpaHuipl win Haxmute HaACTPOMKM (B BepxHedl wactu cTpanuipl)) U 3arem CeTb B
0TOOpa3uBIIEeMCs] MEHIO (OTHCaHue CTpaHUIlbl cM. B pazaene Hacmpoiiku / Cema, cTp. 93).

YToObl M3MEHHUTh HACTPOWKH OeCrpoBOJHOH ceTH, Hakmure HaACTPOWMKWU (B BepxHeil dvacTu
cTpaHuIpl) 1 3aTeM becnpoBoaHasa ceTb B 0ToOpa3uBIIeMCs MEHIO (OITMCAaHUE CTPAHHIIBI CM. B
pasnene Hacmpoiiku / becnpogoonas cems, ctp. 84).
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Pa30den Wi-Fi-knueHmbi

Haxxmute Ha 3Hauok Wi-Fi-KnneHTbI, uTo0sl mpocMoTpeTh WHpOpMamHi0 O OECIpPOBOIHBIX
KJIMEHTaX, OAKIIOYEHHBIX K MapIIpyTH3aTOPY.

@ VlHTepHeT noaknoYeH

HaxmwTe Ha noboi anemeHT ANA nony4eHna MHopMaumn

Wi-Fi-knneHTb!
Internet DIR-615 1

g 4

Wi-Fi-knuneHTsl

D8:CE:3A:43:10:8D

‘"

PucyHok 19. CmpaHuya FnaeHas. Pa3den Wi-Fi-knueHmbil.

Ha nanno#t crpanune Bbl MoxeTe yBUAETh BCEX OECIPOBOAHBIX KIMEHTOB, MOAKIIOYEHHBIX K
MapIIpyTH3aTOPy B TEKYLIHI MOMEHT. Takue ycTpolicTBa oTMeueHbl 3HaukoM MoakmntoveH (7.;%).
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PykoBoacTBo nonb3osartens MapLipyTusaTopa

Paspenbl MeHIO

Jlis HacTpOMKU MapIIpyTU3aTOpa UCHOJIb3yHTE MEHIO B BEpXHEH 4acTu CTpaHMULIBL.
B pasnene HacTPOWKM mpeacTaBieHbl OCHOBHBIC HACTPOWKH MapIIpyTH3aTOPA.

B pasznene Mactep HacTpouKu Bel MoskeTe 3amycTuTh Mactep HacTpoiiku. MacTtep mo3BoJisieT
HACTPOUTHh MapIIpPyTU3aTOp Al paboThl B HYXKHOM BaM pexume u 3aiarh Bce MapameTphl,
HeoOXoauMble A Haudana paboTel (moapoOHoe ommcanue Mactepa cMm. B pasnene Macmep
Hacmpouxu, ctp. 31).

Ha crpanune MUHTepHeT / WAN MoXHO co31aTh HOAKIIOYCHUE K ceTH VIHTepHET WM M3MEHHTh
HACTPOWKHU JJIS yKe CYIIECTBYIOUIMX (OMMCaHUe CTpaHUI] cM. B pasaene Hacmpoiiku / Hnmepnem,
cTp. 52).

Ha crpanune Pe3epBupoBaHme WAN MOXHO aKkTUBUPOBaTh W HACTPOHUTH (PYHKIIUIO
pesepBupoBanuss WAN-coequHeHust (omMcaHue cTpaHul] cM. B pasgene Hacmpoiiku /
Pezepeuposanue WAN, ctp. 82).

Ha crpanune becnpoBogHasi ceTb MOXHO HACTPOMTh OCHOBHYIO M JIONOJHHUTEIbHBIC
OecnpoBOHbIE CeTH (OMUCaHue CTpaHull cM. B pazaene Hacmpoiiku / becnposeoonasa cems, CTp.

84).

Ha crpanuiie CeTb MOKHO HACTPOUTh OCHOBHBIC apaMeTpsl LAN-unTep(eiica Mapipytusaropa
(orucanue ctpanull cM. B pasnene Hacmpoiiku / Cems, ctp. 93).

Ha crpanunax mnoxapaznena @yHKuumn /| MexceTeBOW 3KpaH MOXXHO HACTPOUTH MEKCETEBOM
9KpaH MaplLIpyTU3aTopa (ONMcaHue CTpaHUl cM. B pasaene @Pyuxkuyuu / Mexccemesoii IKpan, CTp.
101).

Ha crpanunax mnoapasaena PyHKumm [ Wi-Fi mMoxHO 3amath BCe mNpouyne HACTPOMKH
OecrnpoBOHOM ceTH MaplupyTuzaTopa (omrcaHue CTpaHull cM. B pazzaene @Pyukuuu / Wi-Fi, ctp.
113).

Ha crpanumax noapasaena ®YHKUMM [ [JONONHUTENbHO MOXHO 3a1aTh JOMOJTHUTCIILHBIC
mapaMeTpbl MapipyTusaropa (OMHUCaHue CTPaHUIl CM. B pasiene @yukuuu / JJononnumensvho,
ctp. 129).

Ha crpanmmax pasgena YnpaBneHWe TnpeacTaBieHbl (YHKIWUU sl padOThl ¢ BHYTpPEHHEH
CHUCTEMOM MapuipyTu3aTtopa (OMUCaHUE CTPAaHUI] CM. B paszuene Ynmpaenenue, ctp. 149). Ha
cTpaHHIaxX moxapaszieina YnpaBrneHue /| CTaTUCTUKA mnpelcTaBieHbl JaHHBIE, OTOOpa)Kaloliue
TEKyIllee COCTOSIHME MapuIpyTH3aTopa (ONUcaHue CTPaHUIl cM. B pa3aene Cmamucmuka, ctp. 163).
Taxke Ha ctpanunax noapasnaena YnpasrneHue /| AHAekc.DNS moxHO HacTpouTh cepBHC
KOHTEeHTHOH puibTpanun Sunexc. DNS (onucanue crpanun cM. B pazaene Anoexc.DNS, ctp. 156).
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YBenoomMmneHus

Web-unrepdeiic mapuipytuzatopa oroOpaskaeT yBeIOMICHUS B TPABOM BEPXHEM YTy CTPAHULIBI.
=)
PucyHok 20. YeedomneHus web-uHmepdgpelica.

Haxxmute Ha 3HAYOK, OTOOpa)KAIOMIMK KOJMYECTBO YBEIOMIICHHH, YTOOBI MPOCMOTPETH MOJIHBIN
CIIMCOK, U HAKMUTE COOTBETCTBYIOIIYIO KHOIIKY.
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MABA 4. HACTPOUKA MAPLUPYTU3ATOPA

Macmep Hacmpouku

UYroObl 3amycTuTh MacTep HacTpoliku, mnepeiaute B pasgen Hactpouku / HavanbHas
HacTpomnka. Ha otkpeiBiieiics crpanuie HaxmutTe kHonky OK u mokaurech BOCCTaHOBICHHS

3aBOJICKMX HACTPOEK yCTPOMCTBA.

[ns 3anycka MacTepa HauyarnkHoil HacTpoiiki HeoBXoOMMO BOCCTAHOBWTH 3aBO/ICKME HACTPOMKW YCTPOWCTRA.

PucyHok 21. BoccmaHoerneHue 3agodckux Hacmpoek 8 Macmepe.

' Eciu B Bamniem Web-6D&V3€De 0T06Da)I(aCTC$I oum61<a CeDTI/Id)I/IKaTa 6C3OHaCHOCTI/I.
®  Haxmute kHouky [MpoaomkuTb niu MNoareBepanTb.

Ecnu nepBruyHasi HacTpoiika MapuipyTu3aropa BeinoiHsercs yepe3 Wi-Fi-coequnenue, yoenurecs,
yto BbI monkimouensl k 6ecipoBoaHoi cetu DIR-615 (cMm. HazBanue OecnipoBoHOM ceTH (SSID)
Ha HaKJICHKe CO MITPUX-KOJIOM Ha HIDKHEW MaHenu ycTpoicTBa) u Haxmute kaonky OAJIEE.

BoccraHoenenue 3aBOACKWX HACTPOEK 3aBeplleHo

Ecnu Bel nogknioyensl no Wi-Fi, yGegutece, 4To He NPOM30LLN0 aBTOMaTUUECKOND NepeknioyeHns Ha aApyryio
BecnpoBOgHYK CETb.
WMmaA cetu u napone Bbl HalgéTe Ha cTUKepe Ha kopnyce Bawero ycTpoicTBa.

DANEE >

PucyHok 22. lNposepka nodknoveHuUs: K 6ecrpo8odHol cemul.

Haxwmure knonky HAYATD.

YeamaeMblih aboHeHT! Bbl B NepBbIi pas BKMOYMIKM YCTPOWCTEO M ANA Toro, YTobkl Bel MOrMKM Ha4aTk NONL30BATLCA
ycnyramm aoctyna k cetu MHTepHer, Bam HeofxoaMmo ero HacTpouTs.
[nA sanycka MacTepa HaxmMuTe KHonky "Havatn"

HAYATbE

PucyHok 23. Sanyck Macmepa.
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Ha orkpbiBiieiics crpanune Haxmute KHONKy JA, 4TroObl OCTaBUTH TEKYLIHH SI3bIK Web-
uHTepdeiica, wu Haxxaure KHonky HET, uroOb1 BEIOpaTh npyroii sS3bIK.

- BoamoxHo, BaLl A3bIK Pycckun?

-

PucyHok 24. Bbibop si3bika web-uHmepdgbelica.

Bbl MOkeTe TOoCpoUuHO 3aBepIIUTh pabOTy MacTepa U nepeiTH B MeHto web-unrtepdetica. /s atoro
naxmure kHonky PACLUMPEHHBIE HACTPOWMKW. Ha ortkpbiBmeiicss CTpaHHIE H3MEHHTE
HACTPOWKH TI0 YMOJYAaHUIO: W3MEHUTEC TMapoiib aJMUHHCTparopa B mnomix [laponb
aaMuHucTtpaTopa u NoaTBepxAaeHWe NaponA u Ha3zBaHue OecripoBOHOM cetu B mose msa
cetu (SSID). 3arem Haxxmure knonky MPUMEHUTD.

HacTpoiku no ymonyaHuio

Ana Havana paﬁomb! HeobxodUMOo UIMeHUMs HeKomopbie HECmpOt:lKU o yMOmYaHUr.

3 o

(@ Onuwa napons domkHa Gsims om 1 do 31 ASCH cumeona

WMma cetw (SSID)*

DIR-XXX-A10F

R

PucyHok 25. NIameHeHUe Hacmpoek ro yMosiHaHuio.

YroObl HPOAOIDKUTH HACTPOHKY MapLIpyTH3aTopa C IOMOINbI0 Mactepa, HaXXMHUTE KHOIIKY

NMPOAOOITXKUTD.
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BbiOop pexxuma paboTbl YCTPOUCTBA

Bribepute HE0OX0AMMBIN pesxuM paboThl 1 HaxkmuTe kHONKY JAAJIEE.

Mapwpymu3szamop

UtoOpl moaKIIOYNTH Barie ycTpoicTBO K TPOBOJHOMY HWHTEPHET-IPOBANIEPY, Ha CTpPAHHUIIC
Pexxum paboTtbl yctpouctBa B crucke Crnocob6 nOAKNHOYEHUsl BhIOCpUTE 3HAYCHHUE
NMpoBogHoe nopgkntoyeHue. 3atem B crucke PeXum paboTbl BoibepuTe 3HAUYCHHE
MapuwpyTtusatop. B stom pexume Bor cmoxere Hactpouth WAN-coenuHeHue, 3a1aTh CBOU
HACTPOUKH JIsi O€CTIPOBOHON CETH YCTpOKCTBa, HACTpouTh LAN-tiopThI miist nmoaxtoueHus [PTV-
npuctaBku win [P-tenedona m 3amaTh COOCTBEHHBIM TApOJbL IS J0CTyna K web-uHTEepdeiicy
YCTpOICTBA.

Pesxum paboTsl ycTporicTea

Cnocof nogknoueHna

MNMposoaHee nogknwyeHne - Q

Pexum paboTsl

MapuwpyTusatop -

IO S -

<{ HA3AL DAMNEE >

PucyHok 26. Beibop pexxuma pabomsi ycmpoticmea. Pexxum Mapwpymu3amop.

UtoOel moakmrouuTh Barme ycrtpoiictBo k OecrnpoBogHoMy uHHTepHeT-mipoBaiaepy (WISP), na
crpanuiiec Pexum paboTtbl ycTpouctBa B crnucke Cnoco® NoOAKMHOYEHUA Bouibepute
snauenue Wi-Fi. 3atem B criucke Pexxnm paboTbl Beibepute 3naueHue NMoBToputens WISP. B
3TOM pexuMe Bbl cMokeTe nmoakIounTh Bamie ycTpolicTBO K Apyroil TOYKe JOCTyINa, HACTPOUTh
WAN-coenunenue, 3aaTb CBOM HACTPOMKH /7151 O€CIIPOBOAHOM CETH yCTpoiicTBa, HacTpouTh LAN-
nopthl 11t nonkitoueHust IPTV-npucrasku nimm [P-tenedona m 3aaate cOOCTBEHHBIN MapOb IS
nmoctyna Kk web-unTepdeiicy ycTpoiicTaa.

Pexum paboTsl ycTpolcTRa

Cnocob nogknioyeHna

Wi-Fi . Q
Pexum paboThl

MoeTopuTens WISP - l l
Y

< HA3AD DANEE >

PucyHok 27. Bbibop pexuma pabomsi ycmpolicmea. Pexum lNoemopumerns WISP.
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Touka docmyna usnu rmoemopumesib

YroOpl mnoaxmounTh Bame ycTpoilcTBO K MPOBOJHOMY MapIIpyTU3aTOpy Uil J00aBJIEHUS
OecrpoBOHOM CeTH K CYIICCTBYIOLICH JIOKANbHOI ceTH, Ha crpaHuie PeXum paboTbl
ycTpouctBa B crnucke Cnocob6 noakntoyveHusa Boibepute 3Hadenue [lpoBogHoe
nopakntoyeHue. 3arem B crniucke PeXum paboTbl BeiOepuTe 3HaueHne To4yka gocTtyna. B
sToM pexume Brel cmokere n3menuts [P-aapec nokanpHOro mHTEp(dEiica, 3a1aTh CBOU HACTPOUKHU
Juisi OecrpoBOJAHON CETH YCTpOMCTBa M 3a7aThb COOCTBEHHBIM Mapojib i JocTyna K web-

uHTepdercy ycTpoicTBa.

Pexum paboTsl ycTpolcTRa

Cnocob nogrnioyeHns
MNpoBogHoe NogKNYeHne - Q

Penum paboTs

Touka gocTtyna -

||
& waeo 8
<{ HA3AD DAINEE >

PucyHok 28. Bbibop pexuma pabomsi ycmpoticmea. Pexxum To4dka docmyna.

YroObl NOAKIIOYUTH Barie ycTpoilcTBO K OecrnpOoBOAHOMY MapHIpyTH3aTOPY Ul pacIIUpEeHHs
30HBI JICHCTBUS CYIIECTBYIOIIEH OecrpoBOAHOW ceTH, Ha cTpanuie Pexum paboTbl
ycTtpoucTtBa B crniucke Cnocob nopgkntoveHus soidepute 3naueHne Wi-Fi. 3atem B crucke
Pexxum paboTbl BeiGepute 3HaucHue MoBTOpUTENb. B 3TOM peknme Bbl cMOKeTe H3MEHUTH
[P-agpec mokanmpHOTO WHTepdeiica, MOAKIIOYUTL Baiie ycTpoWcTBO K ApPYyrod TOYKE JOCTYIIA,
3a/1aTh CBOM HACTPOWKH JIJIsi OECIIPOBOJHON CETH YCTPOWCTBA W 3a7aTh COOCTBEHHBIN MapOJb IS
JIoCTyTa K web-unrepdeiicy ycTpoiicTaa.

Pesxum paboTbl ycTporcTBa

Cnocof nogknoyeHHA

Wi-Fi - @
Pexum paboTe

MosTopuTEns - I I
&

[-- -]
Con

PucyHok 29. Bbibop pexxuma pabomsi ycmpoticmea. Pexum lNoemopumens.
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Yrober mpoBoanbie [IK, moakmroueHHble K Bariemy ycTpoicTBY, MOJYYHJIM JOCTYH K CETH
OeCrIpoBOIHOTO MapIIpyTH3aTopa, Ha crpanuie PeXwum paboTbl YyCTPOWCTBA B CIHCKE
Cnoco6 nopgknroyveHns Boioepute 3nauenue Wi-Fi. 3arem B crucke PeXum paboTbl
BoIOcpuTe 3HaucHue KnuMeHT. B stom pexxume Bbl cmokere m3amenuth IP-aapec jgoKanibHOTO
uHTepdeiica, MOIKIIOUNTL Barie ycTpoWCTBO K JAPYrod TOYKE JOCTyIa W 3a7aTh COOCTBCHHBIM
napoJib JIs T0CTyna K web-unTepdeiicy ycTpoiicTaa.

Pesxum pabotsl ycTpolicTea

Cnocoel nogknyeHus

Wi-Fi -

Pestum paboThl I I
LAN @E
KnueHt A

0
.

HA3AL LANEE
< >

PucyHok 30. Bbibop pexxuma pabomsl ycmpoticmea. Pexxum Knuenm.
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N3meHeHue LAN IPv4-appeca

DTOT 1mIar JoCTyIeH s pexxuMoB TouyKa gocTtyna, lNoBroputens u KnueHrT.

1.

VYcranoBute ¢Quaxkok ABTOMaTuyeckoe HasHaveHue |IPv4-agpeca, 4toOsb
ycTpoiicTBo aBToMarnuecku noiayyano LAN IPv4-anpec.

B mone UMA ycTponcTBa HeoOX0AMMO 3a1aTh JOMEHHOE MMs YCTPOMCTBA, C TOMOIIBIO
koToporo Bbl cmoxere oOpamatscsi K web-uHTEpdeicy mnocne 3aBepiieHus padoThI
Macrepa. BBennure HOBO€ TOMEHHOE UMS YCTPOMCTBA C OKOHYaHUEM . local WM OCTaBbTe
3Ha4YCHHE, MPEUI0KEHHOE MapIIPYTU3ATOPOM.

Jlna nocryiia K web-uarepdeiicy 1o [OMEHHOMY MMEHHU B aJIpECHON cTpoke web-Opayiepa
BBEJIMTE MM YCTPOWCTBA C TOYKOH B KOHIIE.

Ecnu Bl xotute Bpyunyto HasHauuTh LAN IPv4-ampec DIR-615, He ycranaBnuBaiTe ¢uakok
ABTOMaTnyeckoe HasHa4vyeHue IPv4-agpeca wu 3amonnure mnons |IP-agpec, Macka
noacetn, Uma yctponcrtBa u, eciiu Heobxoaumo, mnosie IP-agpec wnwo3a. Yoeaurecs, 4to
Ha3HavyaeMbld azgpec He coBmamaeT ¢ LAN IPv4-aagpecom wmapmpytuzaTtopa, K KOTOPOMY
noakJovaercsa Bame ycTpoicTBo.

3.

lNokanbHasn ceTb

D ABTOMaTHYECKDe HasHauyeHne IPvd-agpeca

M Aemomamuveckoe HazHayeHUe IPv4-adpeca MakcuUMAaNEHO 3aWULLaem Om 803MOKHO20 UCMoNs308aHUA 00UHakoeslx adpecos e odHol
nokaneHol cemu. Jns uckmodenus koHghnukmos IPv4-adpecos & nokanbHol cemu cmamuyeckue IPv4-adpeca yempolicme He GomxHbI
cosnadams ¢ adpecamu u3 duanasoHa adpecos, Ha3HaYyaeMblX SbILLECMIOAWUM Mapuwpymu3amopom (unu nokansHeim DHCP-cepsepom)

|P-anpec”

192.168.0.1

Macka nogcetu*

255.255.255.0

MmA ycTpoacTea®

dlinkapa10f.local

(D 3adaiime dometiHoe LuMa ¢ oxoHYarHuem local. [na docmyna k web-uimepdgbelicy Mo doMerHHOMY UMeHU & adpeckoll cmpoke web-
6paysepa ssedume doMeHHOE UMA ¢ moYkol u kocoll wepmoli (Hanpumep, dlinkap12ab.local./)

< HA3Af DANEE

PucyHok 31. CmpaHuya usmereHusi LAN IPv4-adpeca.

Haxxmure kHonky JAJIEE, uto6sr npogomkuts, win kHornky HA3AL, 4To0b1 BEepHYThCS
Ha MPEABIIYIIYI0 CTPAHUILY.
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Wi-Fi-kKnumeHT

Jtot mar poctynex A pexumor NMoBroputens WISP, NMosToputens 1 KnueHT.

1. Ha crpanune Wi-Fi-knueHT naxvute kuonky BECMPOBOOHLIE CETU u B
OTKpBIBIIEMCST OKHE BBIICIUTE CETh, K KOTOPOW HEOOXOJMMO MOAKIIOUUTHCS. [Ipu
BeieneHnu cetu ot Umsa cetn (SSID) u BSSID 3amonnsTcs aBToMaTHYECKH.

Ecnu Bl He MoeTe HalTH HY)KHYIO CETh B criucke, Haxxmute Ha 3Hauok OBHOBUTb (.).

2. Ecnmm pns moakimoyeHHs K BbIneneHHOW Bamu OecrpoBomHO# cetw TpeOyercsi mapodb,
BBEJIUTE €ro B COOTBeTCTBYyIomiee mosie. Haxmure Ha 3Hadok lokasaTb (), 4roObI
0TOOpa3UTh BBEJICHHBIH MapOJb.

Wi-Fi-knueHT

WMma ceTk (SSID)* CeTenan ayTeHTUHKaLMA

RD_DLINK WPAZ2-PSK -

BSSID

74:da:da:0a:8f.c9 * o

() Mnuna napons donmxra 6bims om 8 do 63 ASCIl cumsonos

Tun wriposaHna*

AES -

BECMPOBOAHBIE CETH

< HA3AD DANEE >

PucyHok 32. CmpaHuya Hacmpotiku Wi-Fi-knueHma.

Ecnau Bl mogximoyaeTech K CKpBITON CeTH, BBeaAuTe Ha3Banue cetu B none UmAa cetu (SSID).
3arem BbIOCpUTE HEOOXOaMMOe 3HaueHue B crnucke CeTeBasi ayTeHTUPMKaUMUA wu, eciu
HEO0XO0JIMMO, BBEIUTE MAPOJIh B COOTBETCTBYIOIIEE MOJIC.

Jlnst tunoB cereBoii aytentudukamuun Open u WEP na crpaHmile 0ToOpakaroTCs CleIyONIne
HACTPOUKHU:

MapameTp OnucaHune

Tonvko O muna aymenmugpuxayuu Open.

UtoOmI AKTUBHUPOBATh WEP-mmmdposanue, CIIBUHBTE

Bkniountb MEPEKIIoYaTellb BIPaBo. IIpH 3TOM Ha CTpaHHUIIE OTOOpaKaeTCs
wudposaHne WEP packpeiBaromuiics cnucok HomMep Knrya nNo yMon4yaHuio,
nepekiatouarens Knod wudposanua WEP kak HEX u detsipe
nojist Knrow wndpoBaHus.

Homep kntoya no Homep xmroua (ot 1-ro 10 4-10), KOTOPHIA OyAET MCIOIH30BATHCS
ymMonyaHuro s WEP-mmdpoBanus.
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MapameTp OnucaHune
Knoy wudpoBaHus CnBuHbTE MEPEKITIOYATETh BITPARBO, 9TOOBI 3aJ1aTh
WEP kak HEX IIECTHAIATCPUIHOE YHCIIO B KAUECTBE KIIF0YA JUIS ITU(PPOBAHUS.

Kitoun ans WEP-tmndpoBanus. [lpu mmdpoBannn ucnonszyeTcs

Kniou wucposaHus KJTIF0Y, HOMEP KOTOPOI0 yKa3aH B pacKpbIBatoiieMcs cniucke Homep

Kno4Ya Mo yMosyaHuk. HeoOXxoauMmo 3aroiHuTh BCE MOJIS.

(1-4) Haxmure Ha 3Hadok [lokasaTb (&), 49roObl 0TOOpa3uTh
BBEJICHHBIN KJITFOY.

Just tunoB cereBoir ayreHtudukaipu WPA-PSK, WPA2-PSK u WPA-PSK/WPA2-PSK
mixed Ha cTpaHHUIle OTOOPAKAIOTCS CICAYIONINE OIS

MapameTp OnucaHne

ITaponmrs mnx  WPA-mmudposannsa. HaxmMure Ha  3HAYOK
Maponb PSK P bp N
MNMokasaTb (&), yToOBI 0TOOPA3UTH BBEACHHBIN APOITh.

Tun wudcposaHua Mexanusm mudposanus: TKIP, AES wim TKIP+AES.

3. Haxwmure knonky AAJIEE, uro6sr nmponomkuts, win kHonky HA3AL, 4To0Obl BEpHYTHCS
Ha IPEIBIIYIIYIO CTPAHUILY.
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HacTtpounka WAN-coenuHeHus

DTOT mar xpoctymneH A pexxkumos MapwpyTtusartop u Nosrtoputens WISP.

Hactpoiika ~ WAN-coeAMHEHHU  TPOMW3BOJIUTCS B COOTBETCTBMM € JIAHHBIMH,
OPEOOCTABICHHBIMHA IpoBaiaepoM noctyvia K cetd MurepHer. [Ipexae yeM HacTpauBaTh

COCAMHECHUEC OemuTech, uT0 BBl mMOay4uuiay BCK HeoOXomumyro mHbopManump. Eciau
Bac et Takmux JAHHbIX, 06[!aTI/IT€CB K CBOCMY npmsaﬁgepy.

Ha ctpanunie Tun coeguHeHmns ¢ UHTepHeToM naxmure kHonky CKAHUPOBATD
(moctynHa TosbKO Ui pexkuma MaplupyTusaTtop), uToObl aBTOMAaTHYeCKH ONPEISIUTh
TUI COCOUHEHHUS, WCIOJb3yeMblii BammMm mnpoBaiiaepoM, WM BpYYHYIO BBIOEpPHTE
HeoOXoaMMoe 3HaYeHNE B CIIHCKe TUM COeAUHEHUS.

3anaiite HaCTPOKHU, HEOOXOAMMBIE [l PA0OTHI COSMHEHUS BBIOPAHHOTO THIIA.

Ecnu Bam npoaiinep noctyna k cetu MHTepHeT ucnonbdyer npussizky k MAC-aapecy,
ycranosute ¢uiaxkok KnoHnposats MAC-agpec Bawero yctpomcraa.

Ecnu noctyn k cetn Uutepuer npenocrasisercs yepe3 VLAN-kanain, ycraHoBUTE (hIa’koK
Ucnonb3oBaTtb VLAN u 3anonuute none VLAN ID.

[Tocne Hactpoiiku coenuHenus Haxmute KHonky JAJIEE, utoObl mpomosnkuth, win
kHonky HA3A, 4To0bl BepHYTHCSI Ha MPEBLIYILYIO0 CTPAHUILY.
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CoeduHeHue muna Cmamudyeckuli IPv4

Tun coeauHeHns ¢ MHTepHeTOM

THN COBOMHEHHA
Cratnyeckui IPv4 -
(@) CoeduHenue daxHozo muna nozeonsem Bawm ucrons3osams (ukcuposanell IP-adpec, npedocmasnaemsil Bawunm nposaldepom.

CKAHWPOBATb

CKaanoaaHme CETW ANA ONpeaeneHna TUNa u NapamMeTpoB COeAWHEHWA

IP-a

D Knouwposate MAC-agpec Bawero yeTpoiicTaa

(@) B cemax HekomopeIx Nposaioepos mpedyemcs peeucmpauus onpedeneHHozo MAC-adpeca dna NpedocmasneHun 803MOXHOCITIU
MOOKMMOUEHUA K CEeMU MHMEepHEM.

D Wcnoneaoeats VLAN
() Yemaxosume ghnaxok, ecnu npoeaddep opaaKuyem docmyn & MHmepHem, ucnons3ys VLAN-xaxan

Wcnoneaoeats IGMP

() Internet Group Management Protocol - npomokon ynpaenenus epynnoecd (multicast) nepedadel GaxHLIX & COMAX, OCHOSAHHLIX Ha
npomaoxone P

< HA3AD DANEE >

PucyHok 33. CmpaHuya Hacmpotiku WAN-coeduHeHust muna Cmamudeckul IPv4.

3anonaute nois IP-agpec, Macka nogcetun, IP-agpec wnr3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna Cmamudyeckuti IPv6

Tun coeguHeHna ¢ IHTEpHETOM

Tun coeanHeHus

Crartunueckuin IPv6 -

(D) CoeduHerue daHHo20 muna noaeonsem Bam ucnonb308ame hukcuposatHslll IP-adpec, npedocmasanaemsiil Bawum nposadideponm.

CKAHWPOBATbL

CkaHupoBaHWe ceT ANA onpeferneHnA TUNa u NnapaMeTpoB COeaWHEHNA

D KnonupoeaTte MAC-anpec Bawero ycTpo#cTea

(D B cemsx Hekomopsix nposalidepos mpebyemcea pezucmpayus onpedenerHozo MAC-adpeca dna npedocmasneHus 803MOXHOCIU
nodkmoyeHus K cemu MHmepHem.

[[J venonsaosars viaN

() Ycmanosume ghnaxox, ecnu npoeatidep opeaHusyem docmyn & Mumeprem, ucronsays VLAN-kanan.

< HA3AL DAMEE >

PucyHok 34. CmpaHuya Hacmpotiku WAN-coeduHeHuss muna Cmamudeckuli IPv6.

3anonuute noas IP-agpec, Npeduke, IP-agpec wni3a u IP-agpec DNS-cepBepa.
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CoeduHeHuss muna PPPoE, IPv6 PPPoE, PPPoE Dual Stack, PPPoE +
HuHamudeckut IP (PPPoE Dual Access)

Tun coequHeHus ¢ VIHTepHETOM

Tun cosnuHeHnA

PPPOE -

@ [Ana coedurerusn darHozo muna mpebyemcs UMA Nonb30samensd U napors.

CKAHWPOBATb
CkanupoBaHWe ceTH AnA onpegensHWA TUNa 1 napameTpos coequHeHns

D Bea agTopuaaumm

©

D Knonupoeate MAC-anpec Bawero ycTpoictea

() B cemax Hexomopkix npoeaiidepoe mpebyemcs pesucmpauus onpedenexHozo MAC-adpeca dng npedocmasneHus a03MOXHOCMU
NOJKMOHEHUST K cemu MHmepHem.

D Wcnoneaoeats VLAN

() Yemarosume chnaxox, ecnu nposaiidep opzaHuzyem docmyn e MumepHem, ucrionsaya VLAN-kaHat.

< HA3zAp DANEE >

PucyHok 35. CmpaHuya Hacmpotiku WAN-coedurneHusi muna PPPoE.

B mnone UmAa nonb3oBaTtensa Beeaure Bam joruH, a B mnone [Mlaponb — maposns,
IIpefoCTaBIeHHbI BammM mnposaiizepom pocryna k cetd MHrepHer. Haxxkmure Ha 3Ha4okK
MokasaTb (%), 4TOOBI OTOOpa3uTh BBEACHHBIM Mapoib. Eciu aBTopmsamusi He Tpedyercs,
ycranoBute ¢uiaxkok be3 aBTopusauum.
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CoeduHeHue muna PPPoE + Cmamu4eckuli IP (PPPoE Dual Access)

Tvn coeguHeHna ¢ VIHTepHeTom

PPPoE + Cratwyecswi IP (PPPoE Dual Access) -~
(D [nm cosdurenuR SanHoE0 MUNa MPeEyemcR UMA MoNLI0SSHTENS U NPT, 8 MaK ¥ npedocmaansnHsil Bawum npossdiepom
ghukctpoaarHe i IP-adpec.

CKAHHWPOBATE

CEaHWPOBAHWE CETH ONA CNPENENEHUA THNA M NapaMeTpoB COSANHEHHA

[[] Beaasrcpuazum

Lo

|:| Knoupoeate MAC-appec Bawero yoTpofcTea

£ comax nexomopex npoaatidepoe mpebyemeca pesucmpauus onpedenerrozo MAC-adpeca dnR npedocmagnerUR oamowHOCTIL
MOGKMIOHEHLIA K COML '/‘m'ilE.'_‘hE.'.‘i.

D Wenomsaoearts VLAMN
() ¥emawosume ghnamok, ecnu npoeaidep opeanuzyem docmyn @ Mumepwem, wcnonesya VLAN-xanHan.
Menomssoears |GMP

(@) Infernst Growp Management Protocel - npomoroi ynpsenswuA spyrinosod (mullicast) mepedared JarHLIx @ COITIAX, GOHOBANNLIK Ha
npomaokane [P
< Ha3AD DANEE >

PucyHok 36. CmpaHuya Hacmpotiku WAN-coedurHeHus muna PPPoE+Cmamuuyeckud IP (PPPoE Dual
Access).

B mone UMAa nonb3oBatens Beeaute Bam sormH, a B mnone [laponb — maposb,
NpeaocTaBieHHbI Bammm mnpoBaligepom goctyna kK cetd HHrepHer. HaxxkmuTe Ha 3HAYOK
MokasaTb (%), yTOOBI OTOOpa3uTh BBEACHHBIM Mapoib. Eciu aBTOpm3amus He Tpedyercs,
ycranoBute ¢uiaxkok be3 aBTopusauum.

3anonuaute nois IP-agpec, Macka noacetu, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna PPTP + QuHamuyeckul IP unu L2TP + JuHamu4eckull IP

Tun coeguHenws ¢ MHTepHeTom

THN COBOMHEHHA

PPTP + OwHamuuyeckuid IP -

(O PPTP u L2TP — myHHebHbIE MPOMOKOL! MUMa MOYKa-MoYka, NO3EoNAILIUE KOMNLIOMEDY YemaHaenueams 3auuEHHoe
coeduHeHue © cepaepomM 3a cuém co30anuA CleyuansHo20 MyHHens 8 cmaHdapmHdod, HesawuéHHo cemu.

CKAHWPOBATb
CkaHWpoBaH1e CETH AN ONpedeneHa TUNa i NapaMeTpoB CoeanHEHNs

D Be3 aETOpH3aLMK

Mapone* &

D KnounposaTte MAC-anpec Bawero ycTpoictea

(D) B cemnx Hexomopsix nposaidepos mpe@yemcs pesucmpauus onpedeneqHoeo MAC-adpeca AnA npedocmaseHun 803MORHOCTIU
MOOKMHOUEHUS K CEMU HMHMEepHEM.

D Wcnonsaoeats WVLAN
(O Yemawoeume thriaxok, ecnu nposaudep opsaxuyem docmyn & MEmepHem, ucnonssys VLAN-kaHan
Wcnonsaoeats IGMP

() Internet Group Management Profocol - npomoxon ynpasnexun 2pynnoaod (multicast) nepedauel daHHbIX € CEMAX, OCHOEaHHBIX Ha
npomakone IP

< HA3AD DANEE >

PucyHok 37. CmpaHuya Hacmpotiku WAN-coeduHeHuss muna PPTP+/[JuHamudeckul IP.

B mnone WUmMa nonb3oBatensa Beeaute Bam normH, a B mome [laponb — maposs,
IpeocTaBleHHbI BammM mnpoBaiizepom nocryna k cetn MHtepHer. Haxkmure Ha 3Ha40K
MokasaTb (%), uToOBI 0TOOpa3WTh BBEACHHBIH maposib. Ecmm aBTOopm3amust He TpeOyercs,
ycraHoBute Quaxox be3 aBTopmusauum.

B mone Appec VPN-cepBepa 3amaiite IP- wim URL-agpec PPTP- wmm L2TP-cepBepa
ayTeHTH(UKaUu.
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CoeduHeHue muna PPTP + Cmamu4eckul IP unu L2TP + Cmamuvyeckuli IP

Tun coeguHeHnA ¢ VIHTepHeTom

PPTP + Cratn4ectun IP -

() PPTP u L2TP — MyHHBiEHES NpOMORONE MUNS MOHRS-MOHKS, MoISMTROLYLE KOMIERNTIER) FOMEHEENUEEME ISLULEHHDS
coedimenue o cepeapoM 38 CHEM co3daHuA CReYUaN:LHOaD MyHHSNR 8 Grl'ﬂn'n.:'ﬂ_ﬁ.'.‘i.‘-.'ﬂln ‘-'E:’d‘u:h\'iu'éhn'n:‘!.'

CKAHWPOBATE
CKaHWpOBaHWE CETH ONA CNPENEneHUA THNa M NapaMeTpo. COSAMHEHHA

[ Bea aemcpmazum

Lo

|:| Knowspoeate MAC-anpec Bawero yoTpofcTes

B cemax Hexomopex nposalidepos mpedyemca pesucmpauud onpedenssnozo MAC-adpeca dnr npedocmasernUR S0aMOKHOCTIL
ROGKITHEHEHUA K COmu '/‘m'ilE.'.‘hE.'.‘i.

[ Menameaceare VLAN

(D) Yomawoeums dhnawok, ecnu npoealidep opeaxuzyem docmyn & Mamepsem, ucnonszys VLAN-kaman.

|Z| Mcnomsaoeate IGMP

<

PucyHok 38. CmpaHuya Hacmpotiku WAN-coeduHeHuss muna PPTP+Cmamudeckul IP.

B mome WUmMAa nonb3oBaTensa Beeaure Bam sormH, a B mone [laponb — mapous,
MpeaocTaBieHHbI Bammm mnpoBaiigepom goctyna kK cetd HHrepHer. HaxxkmuTe Ha 3HAYOK
MokasaTb (&), 4TOOBI OTOOpa3uTh BBEJACHHBIM Mapoib. Eciu aBTOpm3anmus He Tpedyercs,
ycranoBute ¢uiaxkok be3 aBTopusauum.

B mone Appec VPN-cepBepa 3amaiite IP- wim URL-agpec PPTP- wmm L2TP-cepsepa
ayTeHTH(HUKaNH.

3anonuaute nois IP-agpec, Macka noacetu, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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HacTtponka 6ecnpoBooHOM ceTH

Orot mar goctyneH i pexxumos MapuwpyTtusatop, Touka gocrtyna, Nostoputens WISP,
MoBTOpUTEND.

1.

Ha crpanune BecnpoBogHaa ceTb 2.4 Ty B monme Uma ocHoBHon Wi-Fi-cetn
3aJjaiiTe CBOe Ha3BaHME JJIsi OECIPOBOJHOIN CETH WJIM OCTaBbTE 3HAUYEHHUE, MPEI0KEHHOE
MapuIpyTU3aTOPOM.

B mone Maponb 3anaiite cBoi Mapojb IS JOCTyNa K OSCIPOBOIHONW CETH WIH OCTaBbTE
3Ha4YeHue, npepioxeHHoe mapupyruzatopom (WPS PIN ycrpoiicTBa, cM. HakieiKy co
HITPUX-KOZOM).

Ecnu mapuipytuzatop ucnonb3yercs B kauectBe Wi-Fi-kiauenrta, Bel MokeTe 3a1aTh Takue
e TMmapaMeTpbl OeCIIpOBOIHON CETH, KaK y CeTH, K KOTopoil Bel noakmoyaerecs. [ns atoro
Haxxmute kHonky UCTOJIb3OBATD (noctynna Tonbko s pexxumon MNoBTOpuTennb
WISP u MNoBTOpUTEnND).

BbI MOXeTe BOCCTAHOBUTH MapaMeTphl OECIPOBOIHON CETH, 3aaHHbIe 10 COpoca HACTPOEK
K 3aBOjICKMM yctaHoBKaM. J[jst atoro Hasxkmute knonky BOCCTAHOBUTD.

BecnpoeogHas cetb 2.4 [T

BrMKUMTS

Bewartk GecnposodHyk ceTe 2.4 Ty

(D) BrikniodeHue 8eLaHUSA HE BNUAEM HA B03MONHOCTIL MapLpymusamopa nodknioyamscs « dpyaoli cemu Wi-Fi 8 kayecmee knueHma

Wmsa ocHoeHow Wi-Fi-cetu®

(@ Konuyecmeo cumsonos donxHo Bsims He Gonee 32

D OTKpLITanA ceTb

-------- Fs)

@ Hnusa napons donmxHa bbims om 8 do 63 ASCII cumsonos

Bbi Modeme 80CCMaHoaUMb UMA CEMuU U LU o8aHue, ycmaHoaneHHele 00 NPpUMEHEHUS 3a800cKUX Hacmpoex.
BOCCTAHOBHUTB ®p y P ‘ P

PucyHok 39. CmpaHuya Hacmpoliku 6ecripogodOHol cemu.
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5. Ecam Bwl xotute CO3aaTb JOIMOJIHUTCIIbHYTO 6eCHpOBOIIHyIO CCTb, H3O0JIUPOBAHHYIO OT
Bamreit nokanpHO# cetn, ycraHoBuTe (iaxok Bkniountb rocrteByto cetb Wi-Fi
(moctyren Tonbko as pexkumo MapwpyTtusatop u Mosroputens WISP).

BrniounTh rocTesylo ceTe Wi-Fi

() rocmeesas cems Wi-Fi noaeonsem nodkmoyumsca i Bawemy yempoticmey u nony4ums docmyn € Mhmeprem.

[Mpu smom KoMslomepb!, NodkNYeHHbIe K danHol becrnposodHol cemu, Bydym usonuposadbl om pecypcoe Baluel ocHosHOU
noKansHoU cemu.
3mo noasonum cbesonacums ee Ha epems npedocmasneHun docmyna & MHmepHem cMopoHHUM Nonk308amensm.

Wma rocreson Wi-Fi-cemn®

(D) Konuyecmeo cumeonos domkHo Bbime He Bonee 32

OTKpeITan ceTh

MaKCHMankHoe KONUYECTRO KNKeHToa™

0

BrniounTh orpaHiyexne CKOPOCTH

Orpanvyetne ckopocTh (MBut/c)*

0

PucyHok 40. CmpaHuya Hacmpoliku 6ecripogoOHol cemu.
6. B momne Uma rocteBon Wi-Fi-ceTun 3anaiite cBoe Ha3BaHue U151 TOCTEBOM OECIIPOBOIHOM
CETH WJIM OCTaBbTE 3HAUCHHE, MPEIOKEHHOE MaPIIPyTH3ATOPOM.
7. Ecnm Bbl X0THTE €cO3/1aTh MapoOJIb I TOCTyMa K TOCTEBOW OECTIPOBOIHOM CETH, CHUMHUTE
¢dnaxxok OTKpbITas ceTb u 3anojaute noie Maponb.

8. Ecnu Bbl XOTHTE OrpaHUYUTH MPOITYCKHYIO CIHOCOOHOCTH T'OCTEBOM OECIPOBOJIHON CETH,
ycraHoBure (¢uiaxxok BKNHOYUTL OrpaHMYeHue CKOPOCTU U 3alojHHUTE TI0JIe
OrpaHuyeHune CKOPOCTM.

9. Haxwmure xHonky OAJIEE, uroosr mpomomkuts, win kaonky HA3AL, uroObl 3amaTh
JIpyrue HaCTPOUKH.
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HacTtpouka LAN-nopTtoB gnsa IPTV/VolP

Jtot mar goctynex 1 pexxumos MapwpyTtusartop u lNosroputens WISP.

1.

Ha crpanune IP-teneBuaeHue ycranoBute ¢uaxok K ycTpoMcTBY nogkmnioveHa
TB-npucTtaBka.

|P-TeneBsuaexmne

K yctpoicTey nogkmioueHa TB-npuctaexka?

(@) Ecnu Baw npoeatidep npedacmaensem yenyzy IPTV, Bel Moxeme nodkmiouumes TB-npucmasky HenocpedcmeeHHo K poymepy, He
ucrnons3ys dononqumensHoe obopydosaHue.

[J wenensaosats VLAN ID

LAN3 LANZ

<{ HA3AR

PucyHok 41. CmpaHuya esibopa LAN-rnopma 0ns nodknoydeHus IPTV-npucmasku.
Brigenute cBo6onubiii LAN-niopT mis noakmitouenus [PTV-npucrtaBku.

Ecniu ycnyra IPTV  npenocraBnsiercsi depe3 VLAN-kanan, ycTaHoBUTE —(DIaKoK
Ucnonb3oBatb VLAN ID u 3anonauTe oTOOpasuBIieecs mosie.

Haxxmure xHonky JAJEE, uto6sr mpomomkuts, win kaonky HA3AQL, 4utoObl 3amath
JIpyrue HaCTPOMKH.
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5. Ha crpanune IP-tenedoHuns ycranosute ¢uaxok K yCTPOMCTBY NOAKIHOYEH
IP-TrenedoH.

IP-tenedoHmns

K yCTPORCTEY NOAKMIOUEH IP-TenedoH?

() Ecnu Baw nposaiidep npedocmasnsgem yenyay |P-meneghoHuu, Bbi Moxeme NodKMOYUME MeneghoH HenocpedcmeeHHo K poymepy, He
ucnone3ya dononHumensHoe obopydosaHue.

D Mcnoneaoeate VLAN ID

LAN3 LANZ

{ HA3Af

PucyHok 42. CmpaHuuya ebibopa LAN-riopma 011 nodkntodeHusi VolP-meneghoHa.
Brigenure cBo6oaubiii LAN-niopT nms noaximrodenust VolP-tenedona.
Ecnmu ycnyra VolP mpenocraBnsercss uepe3 VLAN-kaHan, ycTaHoBUTE —(hiaskok
Ucnonb3oBatb VLAN ID u 3anonuauTe oToOpasuBIieecs mosie.
8. Haxwmute knonky JAJIEE, uroOwr mpomosnkuth, win kHonky HA3A[, utoObl 3amath

JIpyTue HaCTPOWKH.
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N3meHeHue naponsa web-uHtepcpenca

Ha nanHO# cTpaHuile HEOOXOAMMO U3MEHHUTH APOJb AIMUHUCTPATOPA, 3aAaHHBIN 0 YMOTYAHHMIO.
Jlyis 3TOrO BBEIUTE HOBBIM Maposib B mojsi lMaponb agMmuHucTpaTtopa u lNoarBepxaeHue
naponsa. Bl MoxeTe YCTaHOBHTH JII00OH maponb, kpome admin. KcnomwsyiiTe I1udpsl,
JATUHCKUE OYKBBI BEPXHETO M HIKHETO PETUCTPa U IPYTHe CUMBOJIBI, JIOCTYITHBIC B aMEPHKAHCKON
pacCKIajKe KIaBUATYPHI .

MameHeHWe napons web-uHTepdeiica
[ns noebllweHUa BeaonacHOCTW, NOXaNyAcTa, M3MeHUTE Naponk ANA AOCTyNa K HACTPOMKaM YCTPONCTBa.

" L

@ AOnuna napona domiHa 6eims om 1 do 31 ASCII cumsona

{ HA3Af

PucyHok 43. CmpaHuya usmeHeHus rnaposisi web-uHmepdabelica.

3alOMHHTE WJIM _3alUIIATE Mapojb aJIMHUHUCTpaTopa. B caydae yrepu maposis
aIMUHHCTpaTopa Bel CMOXKETe HOAVUYXTH AOCTYH K HACTPOHMKAM MapIIpyTU3aTOpa TOJBKO
IIOCJI€ BOCCTAHOBJIEHHUS 3aBOJICKHX HACTPOCK IO YMOJTYAHUIO MPU MOMONIM anmapaTHON
kHonku WPS/RESET. Takas mpoiienypa YHUYTOXKHT BCe 3ajlaHHble BaMu HacTpoWKu

MapmpyTHm3aTopa.

Haxxmure kuonky OAJIEE, uro6sr mpomomkuts, win kHonky HA3AL, 4ro0Obl BepHYThCS Ha
MPEeAbIAYIIYIO0 CTPAHUILY.

Ha cnenyromieit ctpanuiie npoBepbTe BCE 3a7aHHble BaMu HaCTpOWKHU.

Bbl MOXeTe COXpaHWTh TEKCTOBBIN (Daill ¢ HACTpOWKaMH, 3aJlaHHBIMH BO BPEMS MPOXOXKIACHUS

Macrepa, Ha cBoii ITK. [{as storo Haxmute kaonky COXPAHUTb ®AUN C HACTPOUKAMU
U CJIe/IyTe UHCTPYKIHSM THATOTOBOTO OKHA.

YroOsI 3aBepinTh paboty Macrepa, Haxxmure knorky MPUMEHWUTD. Tlpu sTom mapmpytuzatop
NPUMEHUT HacTpoiiku u mnepe3arpysurcs. Haxmure knonky HA3A[L, 4toObl 3amaTh apyrue
HACTPOUKHU.

1 0-9, A-Z, a-z, mpoben, "#$%&'()*+,-./;<=>2@[\]" *{|}~
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Ecnin Macrep nactpamBan WAN-coenmunenue, mnocine Haxarus Ha kHonky [MPUMEHWUTb
OTKPOETCsl CTPAHUIIA TIPOBEPKH JOCTYITHOCTH ceTH MHTepHeT.

MoakntodeHne K ceTn MHTEPHET HACTPOEHO U rOTOBO K MCMOML30BaHUIO

Haxmute kHonky "Totoeo", yToBbl HauyaTe paboTy B ceTn MHTepHeT

PACLUMPEHHBIE HACTPOUKKN roToBo

JOCTYNHO NPUNOXEHWE ONA CMapPT@OHa U NNaHLWeTa

" Jarpyanrte 8 ’\ OOCTYNHO B

App Store Google Play

PucyHok 44. lNposepka docmynHocmu cemu IHmepHem.
Ecnu mapuipyTu3zatop ycremHo noakioumics k cetd Marepret, Haxxmure kaonky FOTOBO.

Eciau BO3HMKIM MpOOJEMBbI C TOAKIIOYEHHEM K CeTH WHTEpHET, [UIs IOBTOPHOM IPOBEPKH
cocrostaus coenaunenus Haxmure kuonky MPOBEPUTb MOBTOPHO.

Ecnu He ynanoch pemuTh mpoOiieMy MOJIKIIOYEHHUS K CeTd, Brl MokeTe oOpaTuThCs B CIykOy
TEeXHUYECKON mojaepxku Bamero mposaiinepa (kak mpaBuiio, Telne@oH TEXHUYECKOH MOIACPKKU
IIPEIOCTABIIIETCS BMECTE C JIOTOBOPOM) WM Cly:k0y TexHuueckoi mojaepxku D-Link (HOMep
Tesie(poHa 0TOOpa3UTCA Ha CTPAHULIE 1TOCIIE HECKOJIBKUX MOMNBITOK IPOBEPKH MOJIKIFOUYEHUS).

Yro6bl 3amaTh Apyrue HacTpoiiku, Haxmute kHonky PACLUMPEHHBIE HACTPOWMKMW. Tlocie
Ha)XaThs Ha KHOIIKY OTKpoeTcs crpanuiia FnaBHas (cm. pasnen Cmpanuya Inasnas, ctp. 25).
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Hacmpouku / UhmepHem

WAN

Ha crpanuiie Hactpownku /| UHTepHeTr /| WAN Bbi MokeTe penakTUpoBaTh U CO3/aBaTh
COC/IMHCHUS, UCTIONIb3YEMbIC MapIIPyTU3aTOPOM.

[To ymosiuaHHIO B CHCTEME HACTPOeHO coeauHeHue c¢ Turnom [uHamuydeckmn IPv4. Omno
npuBsizaHo kK WAN-nopTy ycTpoicTaa.

OuHamunyeckuii IPv4

PEOAKTHUPOBATE NEPENOAKNHO4YUTL
Craryc: Coegutero @
Wurepdeiic: nternet

IP-appec: 192.1668.161.239

Macka nogcetu:

IP-appec wntosa: 192.168.161.1

W3MEHUTb KOH®UIYPALIMIO ERZXSTIIZS ISR

PucyHok 45. Cmpa+Huya Hacmpotku / Uumeprem / WAN. YrpouweHHbIU pexum.

YrtoObl 3amaTh JApyrue mapaMeTpbl s CYHIECTBYIOIIETO COEAWHECHHUS, HAXMHUTE KHOIKY
PEOAKTUPOBATD. Ha otkpeiBiieiicsi ctpanuie Ha Bkiagke OCHOBHbI@ OyayT mpeacTaBieHbI
o0s3aTeNbHbIE HACTPOMKU 3TOr0 coelrHeHus. YToObl Ha cTpaHHIE OTOOPA3HINCh BCE JOCTYIHbBIE
HacTpoiiku Uit WAN-coenuHeHus, mnepeiiaure Ha BKiIaaky Bce HacTPOMKMW. l3menwute
HeoOxoauMble mapameTpsl 1 Hakmute kHonky MPUMEHUTD.

YTo0OBI OTKJIIOYHUTH COCAMHECHUEC n CHOBa YCTaHOBUTH €ro, HaXMHUTEC KHOIIKY

NEPEMNOAKNIOYAUTD.

YToObl yaalIuTh CYIIECTBYIOIIEE COCIMHEHHE M CO31aTh HOBoe, Hakmute kHonky UBMEHUTD
KOH®PUTYPALMIO. I1pu 3TOM OTKpOETCSI CTpaHUIIA CO3JaHUS COCTUHCHHUSL.

YroOrl co3nate Heckoiabko WAN-coeanHeHUui, nepedanTre B pacIIMPEHHbIM PEXUM HACTPOHKH.
Jlost sroro Haxmute kronky PACLUMPEHHBIA PEXXUM.

' [pu co3naHuy coeNMHEHWH HEKOTOpBIX THMOB crpanuiia HacTponku /| UHTepHeTt /
®  WAN aBTroMaTHYeCKH NEPEXOIUT B PACIIMPEHHBIA PEIKHM.
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Wnio3 no ymon4aHuto IGMP

(® dynamic_Internet

Cnvcok coeMHeHuiA +
D s Tun coepuHeHus WMHTepdeic Craryc

D dynamic_Internet HOuHamuyecknid IPv4 Internet Coenunero @

YMPOLLEHHbIA PEXUM

PucyHok 46. CmpaHuua Hacmpoltiku / UhmepHem / WAN. PacuwupeHHbIl pexxum.

Yrobsl co3math HOBOe coeauHenue, Haxmure kHonky JJOBABWUTb (+) B pazzmene CnMcok
coeaAuHeHUN. [Ipu 3TOM OTKPOETCsI CTPAaHHUIIA CO3TAHUS COSAUHEHHS.

YrtoObl 3amaTh JApyrue mnapamerpbl s CYHIECTBYIOLIETO COCOUHEHHs, B paszneine CRMCOoK
COeAMHEeHWUN BHIOCPHUTE COOTBETCTBYIOIIYIO CTPOKY B TAOJIHMIE U HAKMHTE JIEBYIO KHOIIKY MBIIIIH.
Ha otkpbiBuieiics crpanuiie Ha Bkiagke OCHOBHbI@ OyayT TNpenCTaBiICHbI 00s3aTeIbHbIC
HacTpoiiku WAN-coeaunenus. YToObl Ha CTpaHHIle OTOOPA3UIINCh BCE JJOCTYITHBIE HACTPOUKH IS
WAN-coeaunenusi, mnepeiaure Ha BriIaaky Bce HacTpouku. HM3menute HeoOXOaUMbIC
napametpsl U HaxMute kHorky MTPUMEHUTD.

YToOBI OTKIIOYHTH KaKOe-THOO COSJMHEHNE W CHOBA YCTAaHOBUTH €r0, YCTAaHOBUTE (IAXKOK CIIeBa
OT COOTBETCTBYIONICH cTpoKkH Tabmiel U Haxkmute kHonky MEPEMOAKITIOYAUTD.

YTtoObl ynanuTh coearHeHue, B paszaeic CMUCOK COeAMHEHUN yCcTaHOBUTE (IIaKOK ClieBa OT

F—N
COOTBETCTBYIOIIEH CTpokn Tabmmusl M Haxkmute kHonky YOAJIUTb ([1). Ber take moxere
yAaJIUTh COCAMHECHUE HA CTPAHUIIC K3MCHEHUS ITApaMETPOB.

UYroOs! pazpemuth multicast-tpaduk (Hampumep, TOTOKOBOE BHIEO) ISl KAKOTO-JIMO0 COeTMHEHUS,
Haxxmute ccoliky IGMP (onmcanue crpanuiisl cM. B pasaene IGMP, ctp. 146).

YroOsl 0/1HO U3 cymecTByommx WAN-coennHEeHNH UCTI0NIb30BaIoCch B KauecTBe [Pv4- umu [Pv6-
COCIMHEHHMS TI0 YMOJIYaHHMIO, B pasaeine LLN0O3 no yMonyaHUIO ycTaHOBHTE MEepeKIroyarells B
CTPOKE, COOTBETCTBYIOIIEH 3TOMY COCIUHEHUIO.

UTo6bl BEpHYThCA K YHPOIICHHOMY PEXHMMY HAcTpoiiku, Haxmute knonky YMPOLLEHHbIN
PEXXWUM (kHomka He0CTYIHA, €CIIA CO31aH0 HECKOJIbKO W AN-cOoeTUHEHUI ).
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PyKOBO,EI,CTBO nonb3oBartens

WAN-coeduHeHue muna fuHamudeckul IPv4 unu Cmamuyeckul IPv4

Ha crtpanuiie co3aaHusi COSAMHCHUs Mepeinre Ha BKiIaaky Bce HacTpoMKku. 3arem BeiOepute
COOTBETCTBYIOIICE 3HAUCHHE B CITHICKEe TUM COeAMHEHUS U 3aj1aiiTe HeOOXO0JMMbIC TTApaMETPBI.

Twn coegnHedna

Crarvdeckui IPvd

@ BxnouuTs coenuHeHne

Mma coeguHeHnA”

@ Konuwecmeao cumeanos donmmo Bbims He Donee 32

PucyHok 47. CmpaHuua dobasneHusi coeduHeHusi murna Cmamuyeckul IPv4. Boibop murna coeOuHeHUs.

MapameTp OnucaHwue

CI[BI/IHBTC MNEPCKI0YATCIIb BIIPABO, LIT06I>I BKIIOUUTH HJAaHHOC
COCINHCHUC.

Bknountb coeamnHeHune
CI[BI/IHI)TG MNEPEKIOYATCIIb BJICBO, IITO6I>I OTKIIFOUUTH JAaHHOC

COEIMHEHHE.

JlocmynHo monvKo 8 pacuiupeHHom pexcume.
Nma coeanHeHus

HazBanue coenmHeHus 1)1 ya00HOH UACHTHU(DUKAIIIH.
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Ethernet

MAC-agpec*

28:3B:82:75:A1:0F

KnouupoeaTe MAC-agpec Bawero ceTeBoro
agantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 48. CmpaHuya dobasneHusi coeduHeHust muna Cmamud4eckuli IPv4. Pazden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdelicy. JlaHHBIH mapamerp
HeoOXoIuMO 3aiaTh, eciau Bam mpoBaiizep ngocTtynma K ceTH
WHurepHer ucnons3yer npusssky k MAC-agpecy. Beenure B nose
MAC-anpec, 3aperucTpupOBaHHBIN y IpoBaiiiepa MpH 3aKJIIOUEHUN
ZI0roBOpa.

UYtoOsl moacTaBuTh B AaHHOE mosie MAC-aapec ceTeBoro ajganrtepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HACTpOiiKa
MAC-agpec MaplipyTu3aTtopa, CABHHbTE Mepekimouarear KrioHupoBaTtb
MAC-agpec Bawero ceteBoro apantepa Bmpaso. Eciu
nepeKIoyaTelb  CABUHYT  BIOPaBO, TMOJI€  HEJOCTYMHO  JJIA
PEAaKTHPOBAHUS.

Uto0s! moacTaBUTh B AaHHOe moiie MAC-anpec MapuipyTusaropa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC IO
YMOJTHAHUIO (xHomKa 10CTYyIMHA, €CIIH MEPEKITI0YaTeb CABUHYT
BIIPABO).

MTU MaxkcuManpHBIN pa3Mep Mmakera, mepeaaBaeMoro naTepdeiicom.
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PyKOBO,EI,CTBO nonb3oBartens

HacTtpowka maplupytusatopa

IPv4

IP-agpec®

192.168.161.239

Macka noocetu”

255.255.255.0

IP-aapec wnwosa®

192.168.161.1

MNepouyHbin DNSY

8888

BropuuHein DNS

8844

@ Ecnu cosdurenus coadasmcn monbwo Ana ucnoneioeanus yonyeu IPTV u

Bul mMoweme

nposaddep we npedocmasu uHgopm, 1o of [P-adpecatl

yrazams cnedyiowue anatenun; IP-ad) aR Macka =

na

255.265.255.252, IP-adpec wmoza = 1.0.0.2, Mepeuynnil DNS-cepasp = 1.0.0.

PucyHok 49. CmpaHuuya 0obasrneHusi coeduHeHust muna Cmamudyeckuti IPv4. Pasden IPv4.

MapameTp OnucaHune

IPv4

Jlna muna Cmamuueckuit 1Pv4

IP-appec

Beenure B nose [P-aapec 1aHHOTO COEMHEHUS.

Macka noacetu

Beenute B moie MacCKy IOoJACCTH.

IP-apgpec wno3a

Beenute [P-anpec nutro3a, MCIOJIb3yeMOr0 TaHHBIM COEIMHEHHUEM.

MepBUYHLIN DNS-
cepBep/BTopnUUHBbIN
DNS-cepBep

Beenure angpeca nepBuyHoro u BTOopuuHOro DNS-cepBepoB B
COOTBETCTBYIOLIHE IOJIS.

Jlna muna lunamuueckuit 1Pv4

Monyuntb anpec DNS-
cepBepa
aBTOMaTU4YeCKMU

CnBuHBTE TeEpeKIoYaTeNb BOpaBo, 4ToObl aapec DNS-ceprepa
Ha3Haydasicsi apromarudecku. [Ipu stom nons MepBUYHbIN DNS-
cepBep u BtopuyHbin DNS-cepBep HegocTymHBI s
peAaKTUPOBAHUS.

MepBUYHbLIM DNS-
cepBep/BTOpUYHbLIN

Beenute ampeca mepBuuHOoro u BTOpuuHOTO DNS-cepBepoB B
COOTBETCTBYIOLIUE MOJIS.

DNS-cepBep
Nneatuduraro npoBaiigepa octynma K cetu HHTEpHET.
Vendor ID neHTud P mpoBaiinepa - jocty p
Heobsazamenvnuiti napamemp.
Nms MapILIpyTHU3aTOPa, onpeaensieMoe MPOBANIEPOM.

Uma ycTponctea

Heobsazamenvnuiii napamemp.
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PazsHoe

@ NaT

. CeteBoi akpaH
Ping

M3onuMpoBaTk CoeaWMHEHWE

PucyHok 50. CmpaHuya 0obasneHusi coeduHeHusi muna Cmamud4eckull IPv4. Pa3den Pa3Hoe.

MapameTp OnucaHwue

Pa3Hoe

Ecnu nmepexitoyatensb CABUHYT BIpaBo, (YHKIHS IpeoOpa3oBaHUs
NAT CEeTEeBbIX ajJjpecoB BKIIOUeHa. He oTkmouaiite QpyHKIUIO, €CIIU 3TOTO
He TpeOyeT Bam npoBaiinep.

Ecin nepexitoyarens CABUHYT BIPABO, aKTHBUPYETCS MEXAaHU3M
3alUTBl YCTPOMCTB JIOKAJBHOM CETH OT BHEIIHUX MOJKIOYEHHUH
CeTeBoM 3KpaH (HampuMep, MPH TMONBITKE MOTyYeHHUs HHPOpMaIu 00 ycTpoHCcTBax
CEeTM WIH «B3JIOMa» OJHOIO U3 YCTpPOMCTB). [l mNOBBIIIEHUS
0€30macHOCTH HE PEKOMEHAYETCS OTKITIOYATh JaHHYI0 (DYHKIHIO.

Ecnu nepexirouarens CABHHYT BIPABO, MapIIPyTH3aTOpP OTBEYAET
Ha ping-3ampockl U3 BHELIHEW CeTH Yepe3 JaHHOe coeauHeHue. s

Pin
9 MOBBIIIEHUST 0OE30MaCHOCTH PEKOMEHIYETCSl OTKIIIYaTh JaHHYIO
byHKIHIO.
Ecnu nepexmouaTens CIBUHYT BIIPABO, MAPIIPYTH3ATOP UCHIOIH3YET
U3onupoBaTtb QTBTEPHATHBHYIO  TaONWIly  MapHIpyTU3allikl Ui JTaHHOTO
coeaunHeHue coenuHeHus. BrrrounTe QyHKIHIO, TOIBKO €CiH 3TOro TpedyeT Bam

npoBaiiziep.

[Tocne 3amanus Bcex HeoOXoauMBbIX 3HaueHud HaxkmuTe kHonky MPUMEHUTD.
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WAN-coeduHeHue muna QuHamuyeckul IPv6 unu Cmamuyeckut IPv6

Ha crtpanuiie co3aaHusi COSAMHCHUs Mepeinre Ha BKiIaaky Bce HacTpoMKku. 3arem BeiOepute
COOTBETCTBYIOIICE 3HAUCHHE B CITHICKEe TUM COeAMHEHUS U 3aj1aiiTe HeOOXO0JMMbIC TTApaMETPBI.

Tun coequHeHus

Cratvdeckuid IPvE

# BrnioumTs coeuHenme

Mma coeguHeHnA”™

@ Konuqecmeo cumscnos donwxo Boime He Gonee 32

PucyHok 51. CmpaHuua dobasneHusi coeduHeHusi murna Cmamuyeckul IPv6. Bbibop murna coeOuHeHUs.

MapameTp OnucaHwue

CI[BI/IHLTG MNEPpCKI0YATCIIb  BIIPABO, LIT06I>I BKIIOUUTHh JAHHOC
COCOINHCHUC.

Bknountb coeanHeHune
C,Z[BHHBTG MEePpCeKI0YaATC/Ib  BJICBO, IITO6I>I OTKJIFOUUTH JAaHHOC

COCIUHCHUC.

JlocmynHo monvKo 8 pacuiupeHHoM pexcume.
Nma coeanHeHus

HasBanue coenuHeHus 1)1 yA00HON UACHTU(DUKAIIH.
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Ethernet

MAC-agpec*

28:3B:82:75:A1:0F

KnouupoeaTe MAC-agpec Bawero ceTeBoro
agantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 52. CmpaHuya dobasneHusi coeduHeHusi muna Cmamud4eckul IPv6. Pazden Ethernet.

MapameTp OnucaHwue

Ethernet

MAC-anpec, mnpucBauBaeMblii uHTepdelicy. JlaHHBIH napameTp
HeoOXonuMoO 3ajaTh, eciau Bam mposaiizep noctyma K ceTd
WNuTepHer ucnons3yer npussasky k MAC-agpecy. Beenure B mose
MAC-anpec, 3aperucTpupOBaHHBIN y MpoBaiifiepa Mpy 3aKJII0OUEHUN
J0roBOpa.

UtoOslI moacTaBuTh B qanHoe noje MAC-aapec cereBoro aganrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOUTCS HACTpoOMKa
MAC-agpec MapIipyTu3atopa, CIBHHbTE IHepekimouatess KrnoHMpoBaTb
MAC-agpec Bawero ceteBoro apgantepa Bmpaso. Eciu
MEPeKIIoYaTeb  CABUHYT BIPABO, IIOJI€ HEAOCTYITHO IS
pPEeIaKTHPOBAHUS.

Uro6bl mojacTaBuTh B AanHoe moiie MAC-anpec MapuipyTusaropa,
nakmure kaonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJTYAHUIO (xHomka T0CTYIHA, €CIIH TMEPEKIIOYaTeNb CABHHYT
BIIPaBO).

MTU MaxkcuManbpHBINA pa3Mep Makera, mepegaBaeMoro uatepdeiicom.
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IPv6

PucyHok 53. CmpaHuuya dobasneHusi coeOuHeHusi muna Cmamud4eckuti IPv6. Pa3zden IPv6.

MapameTp OnucaHwue

IPv6

Jlna muna Cmamuyeckuit IPv6

IPv6-agpec Beenure B mosie IPv6-agpec naHHOTO COeTMHEHUS.
MNpedumkc Jimna npedukca moacetu. OOBIYHO UCTIONB3YETCS 3HAUCHUE 64.
Bsenute azpec IPv6-mmro3a, HUCIIOJIB3yEMOT'0 TaHHBIM

IPv6-agpec wnro3a
COCINHCHUEM.

MepBuYHbLIN IPV6 DNS-
cepBep/BTOpUYHbLIN
IPv6 DNS-cepBep

Brenure aapeca nepsuyHoro u BropuuHoro DNS-cepsepos IPv6 B
COOTBETCTBYIOIIUE MOJIS.

Jlna muna /lunamuueckuit IPv6

B packpsiBaromiemMcs CIHMCKe BbIOEpHTE METOJ Ha3HadeHus IPv6-
MonyunTb IPV6 aapeca IS JAHHOTO COCIMHEHHWS WM OCTaBbT€ 3HAuYCHUE
ABTOMaTU4YECKWN.

CaBuHBTE TEPEKI0YaTe b BIIPaBO, uTOOBI aapec I[Pv6-mniro3a
LUnto3 yepe3 SLAAC | nasnavaics  aBTOMATHYECKH C  IOMOINBIO  OECKOHTEKCTHOM
aBTOKOHpUrypaumu (Stateless Address Autoconfiguration, SLAAC).

Anpec [Pv6-numro3a. Ilone nocTymHO Ui pelnakTHpOBaHUS, €CIU

IPv6-appec wnio3a
P nepexmodarens LLnto3 yepe3 SLAAC caBuHyT BIICBO.

CaBrHBTE TIEpEKITIoUaTellb BIIpaBo, uToOsl agpec DNS-cepsepa [Pv6
HasHavasucs aproMartuyeckd. [Ipu stom mnoss MepBUYHbIN IPV6
DNS-cepBep u BtopuuHbin IPv6 DNS-cepBep HemocTymHb
JUISL peIaKTHPOBAHHUSL.

Monyuntb anpec DNS-
cepBepa
aBTOMaTU4eCKHM
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MapameTp OnucaHune

MepBuYHbLIN IPV6 DNS-
cepBep/BTOpUYHbLIN
IPv6 DNS-cepBep

Brenute aapeca mepsuunoro u BropuuHoro DNS-cepsepoB [Pv6 B
COOTBETCTBYIOIIME TOJISI.

PaaHoe
. CeTeBoi 3kpaH
Ping

M3onupoBaTh coefiuHeHVe

PucyHok 54. CmpaHuuya 0obasneHusi coeOuHeHusi muna Cmamud4eckull IPv6. Pa3den Pa3Hoe.

MapameTp OnucaHwue

Pa3Hoe

Ecnu nepexitoyarens CABUHYT BIPABO, aKTUBUPYETCS MEXaHU3M
3alUThl YCTPOMCTB JIOKATbHOW CETH OT BHEIIHUX MOJIKIIOYEHHI
CeTeBoM 3KpaH (Hampumep, MpH MOMBITKE NOdy4YeHus: nHbopMaluu o0 ycTpoicTBax
CeTH WU «B3JOMa» OJHOTO W3 YCTPOWCTB). [[msi mOBBIIEHUS
0€30MacCHOCTH HE PEKOMEHYETCsl OTKIIIOUATh JAHHYIO (DYHKITHUIO.

Ecnu nepexirouaTens CABMHYT BIPaBO, MapLIpyTHU3aTOp OTBEYAET
Ha ping-3arpockl U3 BHEIIHEH CeTH 4epe3 JaHHoe coequHeHue. s

Pin
g TIOBBIIIICHUST O€30MacHOCTH PEKOMEHIYETCSl OTKIIYaTh JaHHYFO
GbyHKIHIO.
Ecnmu  mepekimiouarens — COIBUHYT — BIPaBO,  MapUIpyTHU3aTOp
U3onupoBaTtb UCHOJNb3YeT aJbTEPHATUBHYIO TaOJMIly MapIIpyTH3alMUd IS
coeAnHeHue JAHHOTO COeAMHEHUs. BxiarounTe (YHKIHIO, TOJIBKO €CIIU 3TOTO

TpeOyeT Bam nposaiinep.

[Tocrne 3amanus BceX HEOOXOAUMBIX 3HaueHn HaxkmuTe kHonky MPUMEHUTD.
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PyKOBO,D,CTBO nonb3oBartens

WAN-coeduHeHue muna PPPoE

Ha crtpanuiie co3aaHusi COSAMHCHUs Mepeinre Ha BKiIaaky Bce HacTpoMKku. 3arem BeiOepute
COOTBETCTBYIOIICE 3HAUCHHE B CITHICKEe TUM COeAMHEHUS U 3aj1aiiTe HeOOXO0JMMbIC TTApaMETPBI.

Tun coeguHeHna

PPPOE -

@ BxniouMTL coenuHeHne

WA coequHEHnA"

@ Konuqecmeo cumscnos SonxHo Boime He bonee 32

PucyHok 55. CmpaHuua dobasneHusi coeduHeHusi murna PPPoE. Bbibop murna coeOuHeHUs.

MapameTp OnucaHne

C,I[BI/IHI)TG NEPECKIYATEIIb BIIPaBoO, IIT061>I BKJIFOUUTHL JAHHOC
COCINHCHUC.

BknounTb coeanHeHune
CJIBI/IHBTG HepeKHIOaneHL BJIEBO, qTO6I>I OTKJIFOUUTH JAaHHOC

COCIUHCHUC.

Locmynno monvKko 6 pacuupenHom pesxicume.

Nmsa coeanHeHus
HazBanue coenuHenus 11t y1o0HOH HaeHTH(GUKAINN.
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Ethernet

MAC-agpec*

28:3B:82:75:A1:0F

KnouupoeaTe MAC-agpec Bawero ceTeBoro
agantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 56. CmpaHuya dobasneHusi coeduHeHusi muna PPPoE. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdelicy. JlaHHBIH mapamerp
HeoOXoIuMO 3aiaTh, eciau Bam mpoBaiizep ngocTtynma K ceTH
WHurepHer ucnons3yer npusssky k MAC-agpecy. Beenure B nose
MAC-anpec, 3aperucTpupOBaHHBIN y IpoBaiiiepa MpH 3aKJIIOUEHUN
ZI0roBOpa.

UYtoOsl moacTaBuTh B AaHHOE mosie MAC-aapec ceTeBoro ajganrtepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HACTpOiiKa
MAC-agpec MaplipyTu3aTtopa, CABHHbTE Mepekimouarear KrioHupoBaTtb
MAC-agpec Bawero ceteBoro apantepa Bmpaso. Eciu
nepeKIoyaTelb  CABUHYT  BIOPaBO, TMOJI€  HEJOCTYMHO  JJIA
PEAaKTUPOBAHUS.

Uto0s! moacTaBUTh B AaHHOe moiie MAC-anpec MapuipyTusaropa,
naxmure kHonky BOCCTAHOBWUTb MAC-AOPEC 11O
YMOJTYHAHUIO (xHomKa 10CTYyIMHA, €CIIU MEPEKITIoYaTeb CABUHYT
BIIPABO).

MTU MaxkcuManpHBIN pa3Mep Mmakera, mepeaaBaeMoro naTepdeiicom.
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PPP

J Bes aBropnaayum

Wwms nonbaosatens*

Maponk* @

MwmA cepeuca

MTU*

1492

MpoToKon ayTEHTRMKALAN

AUTO -
® Keep Alive

LCP uHrepean”

30

LCP npoeans™

3

J= CoeguHenne no TpeBosaHuio

MaKcMMmanbHOE BpEMA HEAKTMBHOCTH (B CeryHOax)

0

J PPP IP pacwwpeHue

Otnagka PPP

PucyHok 57. CmpaHuya dobasneHus coeduHeHusi muna PPPoE. Pa3desn PPP.

MapameTp OnucaHwue

PPP

C,Z[BI/IHBTG NEPCKIIOYATCIIb BIPAaBO, €CJIU Ui JOCTYyIIa B I/IHTepHeT

be3 aBTOopMu3auuu
Bawm He HYXHO BBOJAUTH UM ITOJIB30BATECIIA U MIAPOJIb.

Umsa nonb3oBaTens Wms mons3oBatenst (JIOTHH) Ui JocTyna B IHTepHeT.

[Tapone mnsa  pgocrtyma B HatepHer. Haxmure Ha 3HA4YOK

fapone MokasaTtb (&), 4uroOBl 0TOOpPA3UTh BBEICHHBIH apPOJb.
Uma cepBuca Nmst PPPoE-cepBepa, BEIIOTHSIONIETO ay TEHTH(PUKAIHUIO.
MTU MaxkcuManbHBIN pa3Mep makera, nepeaaBaeMoro nHTepdeiicom.
MpoTokon BriGepute u3 crnmcka HEOOXOAUMBIM METON ayTEHTU(UKAIIUU WU
ayteHTUduKaummn ocraBbte 3HaucHre AUTO.
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MapameTp OnucaHune

(Iloooeporcusamv nooknouenue) CABUHBTE TIEPEKITIOYATENh BIIPABO,

4TOOBI MapIIPyTU3aTOP MOAICPKUBAT COSTUHEHHE C TPOBAHICPOM,
. Jake KOrJa COEJMHEHHE HEaKTUBHO B TEUYEHHE OIPEeICHHOTO
Keep Alive P

nepuona BpeMmeHH. Ecim  mepekiouatens  CABUHYT — BIIPABoO,
JNOCTYIHBIMU  JJIsl  pelakThupoBaHus crtaHoBstcss monss LCP

mHTepBan u LCP npoBanbl. 3aiaiite HeoOX0AUMbIC 3HAYCHUSI.

ChnBuHBTE TEpEKNIIOYATeh  BIPABO, €CIM  XOTUTE, YTOOBI
MapHIpyTU3aTOp yCTaHaBiIMBald coeAuHeHue ¢ VHTepHer 1o
TpeboBanuio. B mone MakcumanbHOoe BpeMsi HeaKTUBHOCTU
3ajiaiiTe BpeMs MpocTosi (B CEKyHax), MOcjae KOTOPOro COeIMHEHUE
ABTOMATHUYECKU Pa3pPhIBACTCSI.

CoeanHeHue no
TpeboBaHuo

Jnst TOaKIIIOYeHHsI K CeTM HEKOTOPBIX MPOBaiiiepoB HEOOXOIUMO
BKJIIOUUTH JaHHBIA mapamerp. Eciau Bam nposaidinep TpeOyer
PPP IP pacwupeHune up P P P TPeby
HCIIOJIB30BaTh JaHHBIM  IapaMeTp, CABHUHBTEC TICPCKITIOYATEIIb

BIIPABO.

C,[[BI/IHBTG MEPCKII0YATC/Ib BIIPABO, €CJIN XOTHUTC, YTOOBI B KypHal

OTtnaaka PPP
3aHOCHJIACh BCsA OTJIaJOYHas I/IH(i)OpMaI_[I/ISI o PPP -COCIUHCHUIO.
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PasHoe

® NaAT
@ Cereroii akpaH
Ping

HSOﬂHpOBaTb CcoeiMHeHWNe

PucyHok 58. CmpaHuuya 0obasneHusi coeduHeHusi muna PPPoE. Pa3den Pa3Hoe.

MapameTp OnucaHune

Pa3Hoe

Ecnu mepexitouaTenb CABUHYT BIpaBo, (YHKIHUS MPeoOpa3oBaHUS
NAT CETEeBBIX aIPECOB BKIItoueHa. He oTkimtouaiiTe QyHKIUIO, €CITH 3TOTO
He TpeOyet Bar mpoBaiinep.

Ecan nepexirouarens CIBUHYT BIIPABO, aKTHUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJIBHOMW CETH OT BHEIIHMX MOAKIHOYCHUN
CeTeBoM 3KpaH (HanpuMep, MpH MOIBITKE MOIyYeHHs HHPOpMAIK 00 yCTpOKCTBax
CeTH WM «B3JIOMa» OJHOTO M3 YyCTpoucTB). /Iyl MOBBILLIEHUS
0€30MacCHOCTH HE PEKOMEHIYETCS OTKIIIOYaTh JaHHYIO (PYHKITHIO.

Ecan nepekirouarenb CABHHYT BIPAaBO, MAapLIPYTH3aTOpP OTBEYAET
Ha ping-3arpochl U3 BHEIIHEH ceTH uepes3 JaHHoe coenuHeHue. Jlis

Pin
9 TOBBIMICHUST OE30MACHOCTH PEKOMEHIYETCsS OTKIIYaTh JaHHYIO
GdbyHKIHIO.
Ecnu mepexirouaTens CIBUHYT BIPaBO, MapIIPyTH3aTOP UCTIONB3YET
U3onupoBaTtb QTPTCPHATHBHYIO  TAONWIly  MapIIpyTHU3allMd IS JaHHOTO
coeAuHeHue coeauHeHus. Brirrounte hyHKIHIO, TOJIBKO €CJin 3TOTo Tpedyer Barr

MpoBaiep.

[Mocrne 3amanus Bcex HE0OXOIUMBIX 3HaYeHui Haxkmute kKHonky MTPUMEHUTD.

[Tocne naxatuss Ha kHomky MPUMEHWTD otkpoercs OkHO aisi co3laHMs JIOTONHHTEILHOTO
COCTMHEHHSI.

Ecnu Bam nposaiinep npeaoctasnsieT Bam 10CTyn K JIOKaJbHBIM CepBUCAM (HalpUMep, ayIuo- U
BUJICOpECYpCcaM), BBIOEpUTE CYIIECTBYIOIEE COCIWHEHHE WM YCTAaHOBHUTE IEepeKtoyaTelib B
HOJIOKEeHHEe CO3AaTb HOBOe coeauHeHue. 3atem Haxmure kHonky OK. Ha otobGpasusmieiicst
CTpaHMIle 3a/1aiiTe mapaMmeTpsl s coeanHeHus tuna Junamudeckuid [IPv4 unu Cratudeckuit [Pv4
u Haxxmurte kHonky MPUMEHWUTb. Haxvute knonky HA3A[, uTo0Ob! 3a1aTh Apyrue HACTPOWKH
s coenuHeHns tuia PPPoE.

Ecnu Bam He Hy)XHO co3/7aBaTh JOMOJHUTEIbHOE coeanHeHue, Haxkmute kHonky MPOMYCTUTD.
[Tpu sTom oTtkpoetes ctpanuina Hactponkn / UHTepHeT / WAN.
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WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha crtpanuiie co3aaHusi COSAMHCHUs Mepeinre Ha BKiIaaky Bce HacTpoMKku. 3arem BeiOepute
COOTBETCTBYIOIICE 3HAUCHHE B CITHICKEe TUM COeAMHEHUS U 3aj1aiiTe HeOOXO0JMMbIC TTApaMETPBI.

Tun coeguteHna

PPPoE IPv6 -

@ BxnouuTL coenuHeHre

Mma coeamHEHnA"

@ Konuwecmeo cumeoncs domwtio Boime He bonee 32

PucyHok 59. CmpaHuya dobaseneHusi coeOuHeHusi murnia PPPoE IPv6. Bbibop muna coeduHeHUs.

MapameTp OnucaHne

C,Z[BI/IHI)TG NEPCKIYaTEeIIb  BIIPaBo, IITO61>I BKJIFOUHUTH JAHHOC
COCINHCHUC.

BknounTb coeanHeHune
CJIBI/IHI)TG nepeKﬂ}oanenL BJIEBO, '—ITO6I>I OTKJIFOYUTh JAaHHOC

COCIMHCHHUC.

J{ocmynHo moabko 8 pacuiupeHHom pexcume.
Nma coeanHeHuns

HazBanue coennHenus 11 y100HOH HaeHTH()HUKAINN.
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Ethernet

MAC-agpec*

28:3B:82:75:A1:0F

KnouupoeaTe MAC-agpec Bawero ceTeBoro
agantepa (00:13:46:62:2F:4C)

MTU*

1500

PucyHok 60. CmpaHuya 0obasneHusi coeduHeHusi muna PPPoOE IPv6. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdelicy. JlaHHBIH mapamerp
HeoOXoIuMO 3aiaTh, eciau Bam mpoBaiizep ngocTtynma K ceTH
WHurepHer ucnons3yer npusssky k MAC-agpecy. Beenure B nose
MAC-anpec, 3aperucTpupOBaHHBIN y IpoBaiiiepa MpH 3aKJIIOUEHUN
ZI0roBOpa.

UYtoOsl moacTaBuTh B AaHHOE mosie MAC-aapec ceTeBoro ajganrtepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HACTpOiiKa
MAC-agpec MaplipyTu3aTtopa, CABHHbTE Mepekimouarear KrioHupoBaTtb
MAC-agpec Bawero ceteBoro apantepa Bmpaso. Eciu
nepeKIoyaTelb  CABUHYT  BIOPaBO, TMOJI€  HEJOCTYMHO  JJIA
PEAaKTUPOBAHUS.

Uto0s! moacTaBUTh B AaHHOe moiie MAC-anpec MapuipyTusaropa,
naxmure kHonky BOCCTAHOBWUTb MAC-AOPEC 11O
YMOJTYHAHUIO (xHomKa 10CTYyIMHA, €CIIU MEPEKITIoYaTeb CABUHYT
BIIPABO).

MTU MaxkcuManpHBIN pa3Mep Mmakera, mepeaaBaeMoro naTepdeiicom.
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PPP

J Bes aBropnaayum

Wwms nonbaosatens*

Maponk* @

MwmA cepeuca

MTU*

1492

MpoToKon ayTEHTRMKALAN

AUTO -
® Keep Alive

LCP uHrepean”

30

LCP npoeans™

3

J= CoeguHenne no TpeBosaHuio

MaKcMMmanbHOE BpEMA HEAKTMBHOCTH (B CeryHOax)

0

J PPP IP pacwwpeHue

Otnagka PPP

PucyHok 61. CmpaHuya 0obasneHusi coeduHeHusi muna PPPoOE IPv6. Pasden PPP.

MapameTp OnucaHwue

PPP

CI[BI/IHLTG IICPCKIYATECIIb BIIPaBO, €CJIU JIA JOCTVYIIA B HNutepuer
Be3 aBTOpM3aLMM p paso, y p
Bawm He HY>XHO BBOJAUTH UMSI ITOJIB30BATEIIS U ITAPOJIb.

Umsa nonb3oBaTens Nms nonws3oBarens (10ruH) s gocrymna B UHTepHer.

[Tapons mna poctyna B MaTepHer. Haxkmure Ha 3HaA4o0K

faponk MNMokasaTtb (&), uToOBI 0OTOOpA3UTh BBEICHHBIH TTAPOJIb.
Umsa cepBuca Nwms PPPoE-cepBepa, BBITIONHSIONMIETO ay TEHTU(DUKAIINIO.
MTU MakcumManbHBIN pa3Mep Makera, nepeaaBaeMoro naTepdeicom.
MpoTokon BriGepute u3 crnmcka HEOOXOIUMBIM METOA ayTeHTU(DHUKAUUA WU
ayteHTUdukKaummn ocrasbte 3HaucHre AUTO.
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MapameTp OnucaHune

(Iloooeporcusams nooxnouenue) CIBUHBTE TIEPEKIIOUATENH BIPABO,

4TO0BI MapIIPyTU3ATOP MOJJICPKUBAI COCANHECHHE C TPOBaepoM,
. Jake KOrJa COCJMHEHHE HEaKTHBHO B TEYCHHE OIPEIEICHHOTO
Keep Alive P

nepuoga BpeMmeHH. Ecim  mepekiodatens CABHHYT — BIIPaBO,
JOCTYIHBIMU  JIJIsl  pelaKkTHpoBaHus cTaHoBsrcs monsi LCP

uHTepBan u LCP npoBanbl. 3ajiaiite HeoOX0aUMbIe 3HAUCHUSI.

CnBuHBTE TEpeKIoYarTelh  BIPABO, €CIM  XOTHTE, YTOOBI
MapUIpyTU3aTOp yCTaHaBiIuBajd coeauHeHue ¢ HMHTepHer 1o
TpeboBanmio. B mone MakcumanbHoe BpeMsi HeaKTUBHOCTU
3a/aiiTe BpeMs NpocTos (B CeKyHIax), Mocjie KOTOPOro COeTUHEHHE
ABTOMATHUYECKU Pa3phIBACTCSI.

CoeauHeHue no
TpeboBaHuo

Jlisg moAKIroYeHHs K CeTSM HEKOTOPBIX MpOoBaiiiepoB HEOOXOIMMO
BKJIIOUATHL JaHHBIN mapamerp. Eciau Bam mposaiinep TpeOyer
PPP IP pacwupeHue up P P P Tpevy
HCIIOJIB30BaTh AJaHHBIKM IapaMeTp, CABUHBTE IICPEKIIIOYATEIID

BIIPABO.

CI[BI/IHLTC MEPCKI0YATEIb BIIPaBO, €CJIU XOTHUTC, YTOOLI B KypHal

OTtnaaka PPP
3aHOCHJIACh BCs oTaaouHas nHdopmarus o PPP-coegunenuto.
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IP

Mony4uts IPvE

ABTOMaTHYECKM -

@ LWnio3 uepes SLAAC

. Monyunts agpec DNS-cepsepa aBTOMaTUYECKK

PucyHok 62. CmpaHuya dobaeneHusi coeOuHeHusi murnia PPPoE IPv6. Pa3sden IP.

MapameTp OnucaHwue

IP

B packpeiBatomemMcsi crimcke BBIOEpUTE MeTOA HazHadeHust [Pvo-

MonyunTb IPV6 aapeca N JAHHOTO COCIMHEHUS WIM OCTaBbTE 3HAYCHHE
ABTOMaTU4YeCKuU.

CaBuHBTE TeEpeKiIouaTeNb BIpaBo, 4ToOBl anpec [Pv6-mutosa
LWWnto3 yepe3 SLAAC | nasHauajncs  aBTOMAaTHYECKH C  IIOMOINBIO  OSCKOHTEKCTHOM
aBTOoKOH(pUTypatuu (Stateless Address Autoconfiguration, SLAAC).

Anpec IPv6-numo3a. [losne mocTymHO A peaakTUPOBAHUS, €CIIH

IPv6-agpec winto3a
AP nepexirodarens LLNo3 yepes SLAAC ciasunHyT BiieBO.

CnBuHBTE MEpEKIIOYATENb BIpaBo, 4ToOkl anpec DNS-cepsepa IPv6
HasHayacs aBroMarudeckd. IIpu stom mons lMepBUYHBLIN IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemnocTymHbl
JUIS peIaKTUPOBAHUSL.

MonyunTtb agpec
DNS-cepBepa
aBTOMaTUYeCKMN

MepBnYHbIK IPV6 DNS-
cepBep/BTOprUYHbIN
IPv6 DNS-cepBep

Brenute aapeca nepuuHoro u sropuyHoro [IPv6 DNS-cepepoB B
COOTBETCTBYIOIIUE TOJIS.

CtpaHuua 71 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300 .
HacTpoiika maplipyTtusatopa
PykoBoacTBo nonb3oBartensi

PazHoe
@ Cereroii skpaH
Ping

MaonupoBaTk coefjuHeHWe

PucyHok 63. CmpaHuya dobasneHusi coeduHeHusi murnia PPPoE IPv6. Pasden Pa3Hoe.

MapameTp OnucaHne

Pa3Hoe

Tonvxo ons muna PPPoE Dual Stack.

NAT Ecnu mepexnrouarens CABUHYT BIpaBo, (PyHKIMS MpeoOpa3oBaHUS
CETeBBIX aJipecoB BKItoueHa. He oTkitouaiite GyHKIUIO, €CIIH 3TOTO
He TpeOyeT Bam npoBaiinep.

Ecnu nmepekirouatenb CABHUHYT BIPaBO, AKTHBHUPYETCS MEXaHHM3M
3alIUThl YCTPOMCTB JIOKAJIbHOM CETH OT BHELIHMX IOJKIFOYEHHH
CeTeBOM 3KpaH (HampuMep, MpH MONbITKE NOTy4YeHUs: UH(POpMAIMU 00 yCTpoicTBaxX
CeTH WM «B3JIOMa» OJHOIO M3 YCTpPOHCTB). Jlis mMOBBILIEHUS
0€30IaCHOCTH HE PEKOMEHIYeTCs OTKIIIOYaTh JaHHYIO (PYHKIHIO.

Eciu NEPpCKI0YATCIb CABUHYT BIIPABO, MapHIpyTHU3aTOp OTBCYACT
Ha ping—3anpocm W3 BHEIIHEH ceTH 4epe3 JaHHOC COCANHCHUC. I[J'IH

Pin
9 MOBBIIIEHUST 0E30MaCHOCTH PEKOMEHAYETCS OTKII0YaTh JaHHYIO
¢byHKIHIO.
Ecnu nepexmtouaTenb CIBUHYT BIPAaBO, MAapLIPYyTU3ATOP UCIIONIb3YET
U3onupoBaTtb QIPTCPHATHBHYIO  TAaONUIly  MaplmpyTH3alUd  JUIs  JIaHHOTO
coeAnHeHue coeanHeHus. Bxutounte (hyHKIMIO, TOJIBKO €CJin 3TOro Tpedyet Bar

MpoBaep.

[Tocne 3amanus Bcex HeoOXxoauMbIx 3HaueHui HakmuTe kHonky MPUMEHUTDb.
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WAN-coeduHeHue muna PPTP unu L2TP

Ha crtpanuiie co3aaHusi COSAMHCHUs Mepeinre Ha BKiIaaky Bce HacTpoMKku. 3arem BeiOepute
COOTBETCTBYIOIICE 3HAUCHHE B CITHICKEe TUM COeAMHEHUS U 3aj1aiiTe HeOOXO0JMMbIC TTApaMETPBI.

Tun cosgnHeHna

PPTP -

#® BxnounTs coenHeHne

Mma coeguHeHnA”

(D) Konuuecmso cumeonos dommwo Geime He Gonee 32

PucyHok 64. CmpaHuya dobasneHusi coeduHeHust muna PPTP. Bbeibop muna coeduHeHus.

MapameTp OnucaHune

CJIBI/IHBTG MNEPCKI0YaTC]Ib BIIPaBoO, YTOOBl BKJIIOYUTH JaHHOC

COCIUMHCHUC.

Bknountb coeanHeHne
CI[BI/IHBTG NEpCKI0YaTesib  BJICBO, YTOOBI OTKIIFOYUTH JaHHOC

COCOIUMHCHUC.

Jlocmynno moavKo 6 pacuupeHHom percume.
Nma coeanHeHunn

HazBanue coenuuenus s y1o0HOH HaeHTH()UKALNY.
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PyKOBO,EI,CTBO nonb3oBartens

PPP

bea aBTopU3aL MK

MNaponw* o

Anpec VPN-cepeepa”

MTU*

1456

MpoToken ayTeHTURHUKALMM

AUTO -

MpoTokon WHhPosaHKa

Bes wudpposadma -
® Keep Alive

LCP unTepsan*

30

LCP npozans*

3

CoefuHeHue no TpeGoBaHnio

MakcumansHoe BpeMA HeaKTUBHOCTM (B ceryHaan)

0

[ononHKTENbHbIE ONUUKA
QOtnapka PPP

. BrnioumTe MPPC

PucyHok 65. CmpaHuya dobaeneHus coeduHeHust munia PPTP. Pasden PPP.

MapameTp OnucaHune

PPP

C,Z[BPIHBTC MEPCKIYATECIIb BIIPABO, €CJIN Ui JOCTYyIIa B I/IHTCpHeT
be3 aBTOpM3aLMKn
Bawm ne HYXXHO BBOAWUTL UMH ITOJIB30BATCIIA U MAPOJIb.

Uma nonb3oBartens Nwms monws3oBarens (moruH) ais qocrymna B UHTepHer.

[Tapons nmna pocryma B MuTepHer. Haxxkmute Ha 3HadoK

Maponb N
MNMokasaTtb (&), uToOB 0TOOpA3UTh BBEICHHBIH NAPOJIb.

Appec VPN-cepBepa | IP- wiu URL-aagpec PPTP- unu L2TP-cepepa ayrenTudukanuu.

MTU MakcumanbHbIH pa3Mep nakera, nepegaBaeMoro nHrepdencom.
MpoTokon Bribepure u3 crmcka HEOOXOIMMBIH METOJ| ayTeHTU(HUKAIMA WIN
ayTeHTUpUKauum octaBbte 3Hauenue AUTO.
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MapameTp OnucaHune

Hacrpoiika mmdposanus no npotokoiry MPPE.

* bBbe3 wudpoBaHna - MPPE-um¢ppoBanue He mpuMeHsIeTCSI.

« MPPE 40/128 bit — npumensiercs MPPE-tmdpoBanue ¢
mtnHOM Kirroya 40 wim 128 our.

MpoTokon *  MPPE 40 bit — npumensiercs MPPE-mmmdpoBanue ¢ qimHOR

wndpoBaHuA kiaroda 40 Ourt.
* MPPE 128 bit - npumensercs MPPE-mmdpoBanne c

JUTHHOM KJIroya 128 our.

MPPE-mudpoBanue mnpuMeHsieTcss TOJbKO B clydyasX, Korua B
packpeiBaroieMcss  cnucke  [poTokon  ayTteHTudmKauuum
BeiaesieHo 3nauenne MS-CHAP, MS-CHAPV2 unu AUTO.

(IToooepaicusamsv nooknrouenue) CIBUHBTE IEPEKIIIOYATEND BIPABO,
9TOOBI MapIIPYTU3ATOP MOAACPKUBAII COSIMHCHHUE C IIPOBANIEPOM,
. Jake KOrJa COCIMHEHHE HEAKTHBHO B TEUYCHHUE OMPEICIEHHOTO
Keep Alive

neproga BpeMeHH. Eciu TmepekimouaTellb  CABHHYT — BIIPAaBoO,
noctynHeiMu  craHoBircss mons LCP  wuHtepBan u LCP

npoBan.bl. 3aaaiTe HEOOXOIUMbIE 3HAYCHUS.

ChnBuHbTE  TeEpeKtoyaTeNlb  BIPABO, €CIU  XOTUTE, YTOOBI
MapIIpyTU3aTOp yCTaHaBIWBal coeAuHeHHe ¢ VIHTepHeT 10

CoeaguHeHue no
TpeboBanuo. B moie MakcumanbHoe BpeMsi HEaKTUBHOCTM

Tpeb6oBaHuIO .
3a/1aiiTe BpeMsi mpocTost (B CEKyHAaX), OCJIEe KOTOPOrO COETMHEHUE
ABTOMATHUYCCKHU PA3PbIBACTCH.
JononHutenbHble JlomoHUTENbHBIE OMIMU JIeMOHa pppd, KOTOpbIE HEOOXOIUMO
onuumnum 3a1aThb AJis1 JaHHOT'O COCANHCHUS. Heobsazamenvuoiii napawemp.

CI[BI/IHLTG MNEPCKI0YATC/Ib BIIPAaBO, CCJIIM XOTHUTE, 9TOOBI B JKypHal

Otnapka PPP
3aHOCHJIACh BCA OTJIaJO04YHasA I/IH(I)OpMaI_II/ISI I10 PPP-COGI{I/IHGHI/IIO.

(Microsoft Point-to-Point Compression)
Tonvxo ons nooknouenus muna PPTP.

Bknrounts MPPC CI[BI/IHBTG MEPCKIOYATCIIb BIIpaBo, €Clin JJIs HaCTpOﬁKH
COCAUHCHMUA HeO6XOI[I/IMO HCIIOJIB30BAaThb (I)YHKI_II/IIO CXXaTusa JaHHBIX.

ChnBuHbTE TepeKItoyaTellb BIEBO, YTOOBI OTKIIOYHTH JAaHHYIO
byHKIHIO.
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PazHoe

@ nNaT

@ cCereroii skpan
Ping

WM3onupoBatk coedWHeHWe

PucyHok 66. CmpaHuya dobaeneHus coeOuHeHusi murnia PPTP. Pa3desn Pa3Hoe.

MapameTp OnucaHune

Pa3Hoe

Ecnu mepexitouaTenb CABUHYT BIpaBo, (YHKIHUS MPeoOpa3oBaHUS
NAT CETEeBBIX aIPECOB BKIItoueHa. He oTkimtouaiiTe QyHKIUIO, €CITH 3TOTO
He TpeOyet Bar mpoBaiinep.

Ecan nepexirouarens CIBUHYT BIIPABO, aKTHUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJIBHOMW CETH OT BHEIIHMX MOAKIHOYCHUN
CeTeBoM 3KpaH (HanpuMep, MpH MOIBITKE MOIyYeHHs HHPOpMAIK 00 yCTpOKCTBax
CeTH WM «B3JIOMa» OJHOTO M3 YyCTpoucTB). /Iyl MOBBILLIEHUS
0€30MacCHOCTH HE PEKOMEHIYETCS OTKIIIOYaTh JaHHYIO (PYHKITHIO.

Ecan nepekirouarenb CABHHYT BIPAaBO, MAapLIPYTH3aTOpP OTBEYAET
Ha ping-3arpochl U3 BHEIIHEH ceTH uepes3 JaHHoe coenuHeHue. Jlis

Pin
9 TOBBIMICHUST OE30MACHOCTH PEKOMEHIYETCsS OTKIIYaTh JaHHYIO
GdbyHKIHIO.
Ecnu mepexirouaTens CIBUHYT BIPaBO, MapIIPyTH3aTOP UCTIONB3YET
U3onupoBaTtb QTPTCPHATHBHYIO  TAONWIly  MapIIpyTHU3allMd IS JaHHOTO
coeAuHeHue coeauHeHus. Brirrounte hyHKIHIO, TOJIBKO €CJin 3TOTo Tpedyer Barr

MpoBaiep.

[Mocrne 3amanus Bcex HE0OXOIUMBIX 3HaYeHui Haxkmute kKHonky MTPUMEHUTD.

[Tocne naxatus Ha kHonmky MPUMEHWUTD ortkpoercss okHO Uit JONOJHUTEIBHOW HACTPOWKHU
COCTMHEHHSI.

Ecin Bpl mmanumpyere wucnonb3oBarh aaHHoe WAN-coenuHeHue Ui NOAKIIOUEHUS K CETH
WHTepHeT, yCTaHOBUTE IEpeKitodaTe]b B mojoxeHue K ceTu WUHTepHeT. 3arem BbiOepute
CYLIECTBYIOIIIEE COSMHEHUE, KOTOpOoe OyAeT ucronb3oBaThes 1t noctyna k PPTP/L2TP-cepsepy,
MJIM YCTAHOBUTE NECPEKIIIOYATEIIb B IIOJI0XKCHHE CO34aTb HOBOe CoeaAUHEeHue.

Ecnu Bbl y:xe HaCTpOWIH MOAKIIOYEHUE K ceTH MHTEpHET M IUIAHUPYETE HMCHOJIb30BATH JTAHHOE
WAN-coeauHeHne TOIBKO JUIsl TOAKIIOYEHHS K BHUPTYaJlbHOM YaCTHOM CETH, YCTAaHOBUTE
NePEKIII0YAaTelTh B MOJI0XKEeHHE K BAPTYarnbHOW YaCTHOW CeTM.

Haxwmute kHonky OK.
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VLAN

Ha crpanune Hactponku / UHTepHeT / VLAN Bbl MokeTe peiakTHPOBATh CYIICCTBYIOIINE HITH
co3znaBaTh HoBble BupryanbHble ceTH (VLAN), Hanpumep, 1yis pasrpaHuueHus] Tpaduka HIH
co3nanus nonoiHuTenbHbIX WAN-uHTEpdeiicos.

ITo ymomyanuio B cucteMe Mapupyrtusaropa co3nano 2 VLAN-cern.

* lan — qis LAN-untepdetica, cogepxut LAN-noptsl 1 Wi-Fi-cetu. Bbl He MOkeTe ynanuTh
naHHyto VLAN-cets.

* wan — ans1 WAN-untepdeiica, conepxut nopt WAN. Bel MoxkeTe pejakTHpOBaTh JaHHYIO
VLAN-ceTh unm yaauTs ee.

Cnucok VLAN +

|:| Wma Tun HeTernpoBaHHsie NopTs TerMpoBaHHsIi nopT VLAN ID BxnioueHo
D lan HeTtermposaHHeii LAN LAN1T, LAN2, LAN3, LAN4, wifi1 - - Oa

|:| wan HeTternposaHHeiid NAT WAN - - Oa

PucyHok 67. CmpaHuya Hacmpolku / UhmepHem / VLAN.

Ecnmu Ber xotute co3gath VLAN-ceTh ¢ kakumu-im60o LAN-nopramu winm poctynHbiMu Wi-Fi-
CeTSIMH MapIIpyTHU3aTOpa, MPEIBAPUTEIBHO YIAJIUTEe COOTBETCTBYIOIIME 3amucu u3 cetu lan Ha
naHHO#M crpanune. s sToro BeiOeputTe cTpoky lan. Ha oTkpbiBiIeics cTpaHuile B pasjeie
HeTernpoBaHHble NOPTbl cHUMUTE (IIAXKOK, PACHOIOKEHHBIH ClieBa OT COOTBETCTBYIOIICTO
aneMeHnTa, 1 Haxxmute kHonky MPUMEHUTDb.

Yr1o06sl co3nath HOBYI0O VLAN-cets, Haskmute kHonky JIOBABUTD ( -+ ).

HeTeFMDOBElHHbIe nopThbl

LAN3
@ Bxnioyeno O

@ Mpurenames napavempesi 3mod VLAN D wifi2-na

Tun
Bridge -
Terwpo BaHHblE MNOPTLI

] WAN

() rpynna domxma codepiams xoms G 00U MEZUPOSAHHEIN MO

PucyHok 68. CmpaHuya dobasneHust VLAN-cemu.

CtpaHuua 77 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300

PyKOBO,D,CTBO nonb3oBartens

HacTtpowka maplupytusatopa

Bsl MokeTe 3a1aTh ciaenyoue napameTpsl:

MapameTp

Nma

Hazpanne VLAN-cetu i yno6Ho# nieHTUUKAINN.

BkniouyeHo

CnaBuHbTE MEPEeKITI0YaTENb BIIPAaBO, YTOOBI pa3peuuThb
UcIoJib3oBaume co3nasaemoit VLAN-cern.

Tun

Tuo VLAN-cern.

* HeternpoBaHHbin NAT. Cerhb HaHHOTO THIIA SIBIISIETCS
BHEIIIHUM COCTUHCHUEM C TPAHCISAIMEN aapecoB; OOBIYHO
UCTIONIB3YETCS IS Tepefiadydl HEeTErMPOBAHHOTO TpaduKa.
[Tpu BBIOOpe 3Toro 3HaueHus moise VLAN ID wm pasnen
TernpoBaHHble NOPTbl He oToOpaxaroTcs. B cucteme
MOXET CYIIECTBOBAThH TOJBKO OJ{HA CETh JTAHHOTO THIIA.

* TernpoBaHHbIM NAT. Cerp maHHOrO THIIA SBIISIETCS
BHEIIIHUM COCIUHCHUEM C TPAHCISAIMEN aapecoB; OOBIYHO
UCTIONB3YeTCsT Ul MOAKIIOYEHUS K ceTd HTepHer.
BriocneictBuu ceth, HACHTU(HUKATOP KOTOPOU OIMpPE/CIiCH B
noie VLAN ID, ucnone3yercs B kauecTBe uHTepdeiica npu
cosmannn WAN-coenunenus (Ha ctpanuiie Hactpowuku /
MUHTepHeT / WAN). Ilpu BeIOOpE 3TOr0 3HAYEHHUS paszel
HeTernpoBaHHbIe MOPTbI He OTOOpaXxkaeTcsl.

* Bridge. Cerp naHHOrO THHA SBISETCS NPO3PAYHBIM
COEIMHEHWEM BHYTPEHHETO IOpTa C OJHUM M3 BHEUIHHX
NOAKIIIOYCHU; OOBIYHO WCIIONB3YETCS sl MOIKIIOYCHUS
IPTV-npucrasoxk.

VLAN ID

Wnentudpukarop VLAN-ceTH.

HeTernpoBaHHble
nopTbl

B nanHoM pasnmene ortoOpaxkarorcs moptel U Wi-Fi-cetn
MapIIpyTU3aTopa, TOCTYIHbIC 11 100aBneHus B VLAN-ceTs.

Jiis noGaBiieHusT KakOro-imOO 3JIEMEHTa YCTAaHOBHUTE (IIAXKOK,
pacmoIOKEHHBIN ClIeBa OT HETO.

Jnst  ymameHdss Kakoro-imOo  dJeMEHTa CHUMHTE  (DIIaXOK,
pacmoIOKEHHBIN CIIEBA OT HETO.

TernpoBaHHbIe NOPTHI

Boibepure noctynmHoe 3HaueHHME, UTOObI HA3HAYUTh €ro s
cozmaBaeMoii VLAN-cern. Jlns sToro ycraHoBuTe (JIaxok,
PacIoJIOKEHHBIN CeBa OT COOTBETCTBYIOLIETO MOPTa.

Haxxwmure xnonky MPUMEHUTD.

UtoOel pemakTupoBaTh cymiecTByiomyo VLAN-ceTb, BbIOEpUTE COOTBETCTBYIOIIYIO CTPOKY
B Tabnuie. Ha oTkphIBIICiics cTpaHuiie u3MeHuTe napamerpsl 1 Haxmute kHonky MPUMEHUTD.
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YroOwl yranuTh cymiectBytomyo VLAN-ceTs, ycTaHOBHUTE (PIIaskOK cieBa OT COOTBETCTBYIOIIEH

cTpoku Tabnuibl U Haxmute kaonky YAAJIUTb (ﬁ ).
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DNS

Ha ctpanuiie Hactponku /| UHTepHeT / DNS Bor Moxere 100aBUTh B CHCTEMY CepBEpbl UMEH
(DNS-cepsepsbl).

DNS-cepBepbl (cepBephl MMEH) 1cnonbayoTes Ans onpeneneHns |P-afpeca No UMeHN cepsepa BO BHYTPEHHWX ceTsx unu ceth MHTepHeT.
Bel moxeTe BpY4YHYH 3a[aTb ajpeca Takux CepBepOB Ha ,.'J,aHHOPl CTpaHWLg WNni HacTpOWTE aBTOMaTUYeCcKoe nonyvyeHue agpecos DNS-
CepBepoB OT NPoBalaepa NPW YCTAHOBKE COeIMHEHMS.
DNS IPv4 DNS IPv6
Bpyunyto 1 BpyuHyio
® Wnios no ymonuaHmio ® Wnios no ymonuaHmio

WHTepdedc

XocThl +

He nobaeneHo HW ogHoMo XocTa

PucyHok 69. CmpaHuya Hacmpoliku / UhmepHem / DNS.

DNS-cepBeprl ucnosb3yrores A onpexaeneHus [P-agpeca mo mMmeHHM cepBepa BO BHYTPEHHHUX
ceTax win cetu VHTepHeT (Kak IpaBWJIO, YKa3bIBAIOTCA IPOBAiAEpOM WIM Ha3HAYarOTCs
aJIMUHUCTPATOPOM CETH).

Bbl MOXxeTe BpyuHyrO 3aJaTh ajpeca TAaKUX CEpBEPOB Ha JAHHOW CTPAaHULE WM HACTPOUTh
aBTOMaTHYeCKoe Noiy4yeHue agpecoB DNS-cepBepoB 0T mpoBaiiiepa npu yCTaHOBKE COEMHEHUS.

H[ZI/I HCIOJIb30BAHHUHU BCTPOCHHOI'O DHCP-CC[)B@[!& HA3HAYCHHUE CETEBBLIX MApPaAMETPOB (B

B T1oMm unciae DNS-cepBepoB) KIIMEHTAM OCYIIECTBIIETCI ABTOMATHYECKH.

YToOBI HACTPOUTH aBTOMAaTHYECKOE MONTydeHue agpecoB DNS-cepBepoB, CBHHBTE MEPEKITIOYATENb
BpyuHyto BieBo (s npotokona IPv4 — B paznene DNS IPv4, s npotokona IPv6 — B pazaene
DNS IPv6). 3arem cnBunbTe nepekitodatens LLM0O3 no ymonyaHuio sieso u Beioepute WAN-
COeIMHEHHE, KOTOpoe OyJeT HCIONb30BaThCs JUISi aBTOMAaTHYECKOro HoiydeHust ajapecoB DNS-
cepBepos, B ciiucke UHTepdenc. Eciu Bel xotute, 4T00BI MapiipyTu3atop ucmnoib3oBan WAN-
COEIMHEHHE IO YMOJYAHMIO JJIsl moxydeHus anpecoB DNS-cepBepoB, CIBHHBTE HMEpEKIIIOYATENh
LLinto3 no ymonyaHuto Bmpaso. 3atem Haxmute kaonky MIPUMEHUTDb.
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Yrober 3amate DNS-cepBep BpyuHYIO, CIABHHBTE IMepekiodyareab BPYYHYH BrnpaBo (mis
npotokoisa IPv4 — B paznene DNS IPv4, nins nporokona IPv6 — B paznenc DNS IPv6). B pasnene
CepBepbl umeH IPv4 uiu CepBepbl UMeH IPv6 naxxmurte knonky JJOBABUTb CEPBEP u
B oToOpasuBuieiica cTpoke BBenute I[P-azpec DNS-cepBepa. 3aTreM HaXMHUTE KHOIIKY
NMPUMEHUTD.

Yrtob6s! yaanute DNS-cepBep co cTpaHHMIlbl, HOKMHUTE Ha 3HA40K YAANUTb (*) B CTPOKe ajapeca, a
3areM Haxkmute kHonky MPUMEHUTD.

Ecnu HeoOxoammo, Bel MoxkeTe co3maaTth COOCTBEHHBIE alpecHble pecypcHble 3amucu DNS. Jlms

storo Haxxmute kHOoNKy JIOBABUTD ( —+ ) B paznene XOCThbl.

JlobaBneHue xocTa X

HazeaHue™

COXPAHWUTL

PucyHok 70. OkHo dobasneHusi DNS-3anucu.

B mone IP-agpec 3anaiite anpec y3na U3 BHyTpEeHHEH WM BHENTHEH ceTH. Bel MokeTe BBHIOpATh
YCTPOWCTBO, MOJIKIIOYEHHOE K JIOKAIBHOW CETHU MaplIPyTH3aTOpa B JaHHBIM MOMEHT. [ 3TOro B
PacKpBIBAIOIIEMCsI CITUCKE BBIOEPUTE COOTBETCTBYIOUMi [P-ampec (mmpm 3TOM moje 3amoHUTCS
aBToMaTnuecku). B mone Ha3BaHue 3amaiite JOMEHHOE MMs, KOTOPOMY OYJET COOTBETCTBOBAThH
3anannbiil [P-anpec. Haxxmure knonky COXPAHUTD.

YrtoObl 3amaTh Jpyrue MmapaMeTpbl Ui Kakoi-muOo 3amucu, B paszaene XOCTbl BbIOEpUTE
COOTBETCTBYIOIYIO CTPOKY B Tabiuie. B oTKpbIBIIEMCS OKHE U3MEHUTE HEOOXOAMMbIE MapaMeTphbl
u Haxkmute kHonky COXPAHUTD.

YrtoObl ynaauTh 3amuch, B paszfene XOCTbl YCTaHOBHTE ()IaKOK ClIEBa OT COOTBETCTBYOLIEH
cTpoku Tabmmisl 1 HaxmuTe kHorky YAANMUTb ([1)).

[Tocre 3aBepiieHust padboThl ¢ 3anucsamu Haxmurte kHonky MPUMEHUTD.
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Hacmpoluku / PezepeuposaHue WAN

Ha crpanunie Hactponkn /| PesepBupoBaHne WAN Brl mMoxere akTHBHPOBATh (PYHKIIHIO
pesepupoBanust WAN-coennHeHMs, KOTOpasi obecnieunt Bam HenmpepbIBHOE MOAKITIOUEHNE K CETH
Hutepuer. B ciyyae oOpbiBa OCHOBHOTO COEAMHEHMS MAapIHIPyTH3aTOpP AKTUBUPYET pe3epBHOE
COCIIMHEHHE, a TI0CJIe BOCCTAHOBJICHUSI PabOTOCIIOCOOHOCTH OCHOBHOTO KaHajla CHOBA MCIOJIb3YET
€ro M OTKJII0YaeT Pe3epPBHBIN.

@ Bwiounts
OcHOBHOE CoefMHEHNE WHTepean npoBepku (B cekyHaax)*
WAN - 10
PesepeHOe coeguHeHne™ TaiiM-ayT npoeepKy (B cekyHgax)®
Dynamic_IPv4_57 - 3
TecToBbIi xoCT [IP)* KOMWUECTEO MPOBEPOK AKTMEHOTO COBLMHEHUA™
8.8.8.8 3

Konnm4ecTeo NpoBepOoK HEaKTUBHOMD COegMHEHUA™

5

NPUMEHUTD

PucyHok 71. CmpaHuya Hacmpoltku / PezepsuposaHue WAN.

UroObl HACTpOUTh (YHKIMIO pE3EepPBUPOBAaHUS, CO3/laliTe OCHOBHOE H pe3epBHOoe WAN-
coenuHenusi. [locne co3manust coeauHeHMH mepedauTe Ha cTpanuny HacTtpouku |/
PesepBupoBaHne WAN, casunbTe mnepekirodarear BKIAKOYUTL BopaBo U 3ajpaiTe
HEOOXOAMMBbIC 3HAYCHUS B MOJISIX, OTOOPA3UBLIMXCS HAa CTPAHHMIIE.

MapameTp OnucaHune

B packpeiBaromemcst crincke Beioepute WAN-coeqmHeHne, KOTopoe
OcHoBHOe coeaunHeHue
OyZleT UCIOJIb30BATHCS KAK OCHOBHOE.

B packpeiBaromemcs criucke Beioepute WAN-coequHenne, KoTopoe
Pe3epBHoe coeauvHeHue
OyZeT HCII0JIb30BaThCsl KAK PE3EPBHOE.

. [P-agpec w3 BHEmHEH CEeTH, IOCTYMHOCTH KOTOpPOro OyaeT
TecTOBbIN XOCT )
IIPOBEPATH MapUIPyTU3aTOp € nomolisio Mexanusma ICMP ping.

Ilepyon BpemeHM (B CEKyHJax) MEXIy MOINBITKAMH IPOBEPUTH
MUHTepBan npoBepku COCTOSIHUE€ OCHOBHOTO coeauHeHus. [lo ymonuanuio 3amaHo
3gauenue 10.

[lepuon BpemeHn (B CeKyHIaxX), BBIIEJICHHBIH Ha TMOIBITKY
NPOBEPUTH COCTOSIHUE OCHOBHOTO coeauHeHus. llo ucreueHnn
Tanm-ayT NpoOBEpPKU | JTaHHOTO IIEPUOAa BPEMEHH BHYTPEHHSS CHCTEMa MapIIpyTH3aTopa
MPUHUMAET pEIIeHHEe O BKIOYEHUH U (WIU) BBIKIIIOYEHHUH
pe3epBHOro coequHeHus. [1o ymonuanuto 3a1aHo 3HaYeHue 3.
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MapameTp OnucaHne

KonnuectBo ~ 3ampocos, OTNpaBJICHHBIX Ui IPOBEPKHU
KonnyecTBO NpOBEpPOK | paboTOCIIOCOOHOCTH OCHOBHOTO COSIMHEHHMS, KOT/Ia OHO HAXOIUTCS
aKTUBHOro coeAMHEeHUs1 | B aKTUBHOM COCTOSIHUM (MapLIpyTH3aTOp HCHOJb3YeT OCHOBHOE

COCAMHCHHUEC B KAUCCTBC COCANMHCHUA 110 YMOJ'I‘-IaHI/II-O).

KonnuectBo 3aIpocoB, OTIHPABJICHHBIX JJIs1 IMPOBEPKHU
KonunyecTtBO npoBepoK

HeaKTUBHOro
coeAuHeHunA

pa6OTOCHOCO6HOCTI/I OCHOBHOT'O COCIMHCHUS, KOT'Jla OHO HAaXOJUTCs
B HCAKTHUBHOM COCTOSAHHNH (MapmpmiaTop HCIIOJIB3YCT PE3CPBHOC
COCANMHCHHUEC B KAUYCCTBC COCANMHCHUA I10 YMOJ'I‘IaHI/II-O).

[Tocne 3amanus Bcex HeoOXoauMbIx 3HaueHui HakmuTe kHonky MPUMEHUTDb.
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Hacmpoltku / BecnposodHasi cemb

Ha ctpanunie Hactpouku /| BecnpoBoaHasa ceTb Bbl MOXeTe M3MEHNUTh OCHOBHBIC HACTPONKHU
s OecrpoBOMHOTO  HMHTepdeiica MapmpyTuzaropa, a TakkKe HACTPOUTh OCHOBHYIO |
JIOTIOJTHUTEIBHYIO OECTIPOBOHBIEC CETH.

O6LWwume HacTPOMKN Cetb Wi-Fi

. BrntoumTs GecnpoBogHoOe COEAMHEHWE WMma cetn (SSID)*
DIR-XXX-A10F

BECNpOBCOHON PEXKUM

802.11 B/G/N mixed - @ Konuyecmeo cumaonos donHo Geime He Gomee 32

@ BuiGpath kaHan aBTOMaTH4ECKH CpuiTe SSID

@ Hassanus Gecnposodnod cemu (S51D) ne Gydem omobfpaxamscs 6 CIUCKS
. BKNIOUMTE AONOMHNUTENEHLIE KaHATLI
mog. K cHpBIMOoD Cemu MomHO

AocmymHeix Gecnpoacdi Uy KL

nodKMOYUMBCR, 8PYYHYH Yradae SSID mouku docmyna
@ Brumatue! Yempolcmao aemoMamuyecky seibupasm oduq us

AocmynHeIx cmandg

UMeneHEIX Kananos. Hexomopeie MaKCUMaNbHOS KOMMUECTED KIMEHTOR®

0

KIUeHMb He Noddepxuaaram pabomy Ha JononHuUmensHsIx kaqanax {12-t u
13-0). Ecnu Bbi He MOMEMe NOGKMIOYUMBES K GeCAPOS0AH0T Cemu & duanasoHe

2.4 TU & MEYBHUE HECKONBRUX MUHYTN, CABUHBME NEPERMOHament
"Brmoqume doNonHUMENbAbIE KaHans" aneso. ] BHITIOYUTEL OrpaH1yeHUe CKoOpocTy
Kanan

. Bewats GecnpoBogHylo CeTk
auto (kanan 13)

@ OanHaa ghyHKUUA NOZE0NASM SKITHONUME LTU SEIKTHHUME SSUSHUE

BKNIOYKTL NepUoguyecKoe CKaHMpOBaHue dantoll GecnposodHo

Maowem Bsims UCNONB30BaHa COBMECTHO C peXuMon "KnueHm Wi-Fi"

SIMIU, HE OMKMoYaR paduomodyne yo

Mepwog ckaHMpOBaHUA (B ceryHoax)

60 A M3onAuMA KIWeHTOB

@ Brokuposams mpaghux Mexdy yempodcmeanu, MOSKTIOHEHHBIMU K MOHKE

docmyna

PucyHok 72. OcHogHble HacmpoUku 6ecriposodHol 5ioKkanbHoOU cemu.

B pasnene O6wme HaCTPONKM T0CTYITHBI CCIYIOIIHNE TTapaMETPhI:

MapameTp OnucaHue

Uro0bl paspemmTh HUcHoib3oBaHue Wi-Fi-coennHeHus, CIBUHBTE

Bkntounts HepeKII0YaTellb BIIPABo.
6ecnpoBoaHoe o eE
COBMHOHME UYroObl 3ampeTuth wucnoib3oBanue Wi-Fi-coequHenus, CIBUHBTE

MEPCKI0YATCIIb BJICBO.

Pexxum paboThl OECIPOBOJHOTO COCAMHEHUS MAapIIPyTH3ATOPA.
. AHHBI TMAPAMETP ONPEAEISIET CTAaHAAPThl YCTPOWCTB, KOTOPBIE
BecnpoBoaHON pexum A paMe1p orp . P }: P ’ P
cMoryt pabortatb B Bameit OecnpoBonHoil cetu. Bribepute

H€06XOI[I/IMOG 3HAYCHUC U3 PACKPBIBAIOIICTOCA CIIMCKA.

BbiGpaTb kKaHan CaBuHBTE MEpPEKII0YaTeNb BIPABO, YTOOBI MapIIPYTH3aTOp CaM
aBTOMaTU4YeCKMA BI)I6I/IpaJ'I KaHaJl C HAUMCHBIIIMMHU ITIOMEXaMU.
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MapameTp OnucaHune

Ecnu nepekitouatens CIBUHYT BJIEBO, YCTPOHMCTBO aBTOMATUYECKU

Bknouutb
AONonHUTenbHbIE
KaHanbl

BBHIOMpAET OAMH U3 JOCTYHHBIX CTAaHAAPTHBIX KaHaioB. Jlis
WCIIOIb30BaHUS  JOTIOJHUTENBHBIX KaHaioB (12-ro u 13-10)
CABHHbBTE MEPEKITI0YATEh BIPABO.

HOMep KaHalia 6CCHpOBOI[HOFO COCIUHCHMU.

Uto6b!l BbIOpATh KaHa BPYUHYIO, IIEJIKHUTE JIEBOM KHOIKON MBIIIIH,
B OTKDBIBIIEMCSI OKHE BBIOEpUTE KaHal W HAKMUTE KHOIKY
COXPAHUTb. [leiictBue [OOCTYMHO, €CIH  IIEPEKII0YATEIb

Kanan BbiGpaTb KaHan aBTOMaTU4Y€CKMU CIBHHYT BIIEBO.

Uto0bl MapHIpyTH3aTOp BbIOpas KaHall, HAUMEHEee 3arpy>KeHHBIH B
. '
JaHHBIH MOMEHT, Ha)kMHUTe Ha 3Hauok OB6HOBUTBL ((11)). 3Havok

oTtoOpakaeTcs, ecnd  Tepekimodatens BblOpaTb  KaHan
dBTOMaTU4Y€CKN CABUHYT BIIPABO.

CnBuHbTe TMeEpeKtoYaTenb BIOPABO, YTOOBI  MapIIpyTHU3ATOP

BknounTtb BBINIOJIHSJI  MOMCK CBOOOJHOIrO KaHaja 4Yepe3 OIpeJeleHHbIe
nepuoauyeckoe MPOMEXYTKH BpeMeHH. Eciau mepexiroyaTeslb CIBUHYT BIIPaBo,
CKaHupoBaHue none [lepnon CKaHMPOBAHUA CTaHOBUTCS JOCTYITHBIM JIJISt
pEeAaKTHPOBAHUS.

VKaxuTe IIepuol BpeMeHU (B CEKyHIax , d€pE€3 KOTO Bl OyIer
Mepuoa ckaHnpoBaHuUs pHo Bp ( yHax), Hep P A

IMPOHUCXOJUTH ITIOBTOPHOC CKAHUPOBAHHUE KaHAJIOB.

[Mocne u3menenus mapamerpoB Haxxmurte kHonky MPUMEHUTD.

YroObl M3MEHUTh HACTPOWKM OCHOBHOM OecripoBojHO#l cetu, B pazaene CeTb Wi-Fi uzmenure
HeoOxonumbIe apameTpsl 1 Haxxkmute kHonky MPUMEHUTD.
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BbI Takke MOXKeTe CO3lIaTh JOTOJIHUTEIBHYK OCCIPOBOIHYIO CETh. J[JIs1 3TOr0 HaAKMUTE KHOIKY
OOBABUTb WI-FI CETb. Ha otkpsiBiiiciics cTpaHuIle 3aaiiTe COOTBETCTBYIOIIHE MapaMETPhI.

Cetb Wi-Fi HacTtpoiku beaonacHoCTH
WMma cetk (SSID) CeTenan ayTeHTNMKaLNR
DIR-XXX-A10F.2 WPAZ-PSK v
@ Kanuqecmeo cumsonos donmHo Oeime He Gonee 32 MNapone PSK*
LT o

J CkpbiTb SSID

® Anuxa napons donwra Seime om 8 do 63 ASCH cumeonos
@ Haszsanue GecnposodHod cemu (S510) He Gydem omobpaxamscs & criucke
docrmymHbix Gecnposcdtbix cemed y KnueHmoda. K ckpeimod Cemu MomHo .
’ Tun wudpoeaHnA
ROKMONUMEER, 8pYYHYH0 ykasae SSID mouku docmyna

AES -
MaKCHManbHOE KOMMYECTEO KWEHTOE™
0 Mepron oGHOBNEHMA PYNNOECID KNioYa (28 cekyHaax)”

3600

) BrniounTs orpaHi4yeHe CKOpocTu

# Beuwars GecniposoaHyto ceTh
@ [akHasn ghyHrUUS NOZE0NSSM SKTHYLME WU SEIKTINUME SELYSHUE
danHol GecnpoendHol cemu, He omrnoyad paduomodyis yompodcmaa.

Mowxem Beime Ucone30eaHa coaMecmAio ¢ pexumont "Knuenm Wi-Fi"

) M3onAuna knueHToB

@ Enokuposams mpadbuk Mexdy yempodcmeamu, ModrMOYEHHLIMU K MOYKE

docryna
A BKNHOUWTE MOCTEBYID CETh

@ BrmoHume 20cmesyie cemb, Ymobbr usonuposams Wi-Fi-knuenmos om
LAN cemu

NPUMEHUTB

PucyHok 73. CosdaHue becripo8odHol fioKkaibHOU cemu.

MapameTp OnucaHwue

Cetb Wi-Fi

Hazssanue 6ecn OBO,HHOﬁ cetu. Ha3zBaHne MOXET COCTOATHL U3 an
Wms ceTn (SSID) P dp
" JIATUHCKHUX 6YKB

Ecnn nepexiroyaTens CABUHYT BIIPAaBO, APYTHE IIOJIb30BATEIN HE
cMmoryT Buaerh Bamy Wi-Fi-cetb. He pexomMeHayeTcss CKpbIBaTh
CkpbiTb SSID 4 Y P Y P

ceTb, TaKk Kak JaHHag (QYyHKOUS  YCIOXKHIET  Mpolecc
[IEpBOHAYAJILHON HACTPOUKU CETH.

VuukaneHelii uaeHtugukarop Wi-Fi-cetn. JlanHoe 3HaueHue
OTIpeJIeNIAeTCsl TapaMeTpaMH MaplipyTu3aTopa, Bel HE MoxeTe ero
n3MeHuTh. [lone oroOpaskaeTcs B HacTpoiiKax y»Ke CyIIeCTBYIOLICH

BSSID

CCTH.
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MapameTp OnucaHune

MakcumanbHOE€ ~ KOJIMYECTBO  YCTPOMCTB,  KOTOpPBIE  MOTYT

MakcumanbHoe MOJIKIIIOUUTHCS K OecripoBOAHOMN ceTu. Ecnu ycTaHOBJIEHO 3HaUEHUE
KONMINYEeCTBO KIMEeHTOB | 0, yCTpONCTBO HE OIrPAaHUYMBAET KOJIMYECTBO IOJKIFOYEHHBIX

KIINCHTOB.

ChaBuHBTE  TEpeKIIOYaTeNlb  BOpPaBO,  YTOOBI  OTPAaHUYHTH
MaKCHMAJIBHYIO IMIPOITYCKHYIO CIIOCOOHOCTH OecrnpoBOIHOM ceTu. B

BKNOYMTL otoOpasuBiiemcsi mnoie OrpaHM4YeHUe CKOPOCTM 3ajaiite
orpaHu4yeHne CKOpPOCTH | MAKCHMAIbHOE 3HAYCHHE CKOPOCTH (B MbuT/C).

CnBuHbTE TMepeKiIoYaredb BIEBO, YTOOBI HE OrpaHUYMBATh
MaKCHUMaJIbHYIO MPOITYCKHYIO CHOCOOHOCTD.

Ecnmu mepexirovarenah CABHHYT BJICBO, YCTPOWCTBA HE MOTYT
BewaTtb 6ecnpoBOAHYIO| TOAKIIOYATECS K OecrpoBoaHOM ceTd. [Ipu 3TOM MapiipyTH3atop

ceTb MOXET TOJKIIOYAaThCsl K JPYrol TOYKE JOCTynma B KauecTBE
Wi-Fi-knuenra.

C)IBI/IHBTC NEPCKI0YATCIIb BIIpaBo, YTOOBI I10JIB30BAaTCIIN

N3onsaumna KnmeHToB . .
6CCHpOB0)IHOI/I CCTU HC MOTI'JIU B3aUMOJCUCTBOBATH ApPYT C APYTOM.

OyHKIMS JOCTYNMHA JUJIs JOTMOJIHUTEIbHONH OECHpOBOMHOI CeTH.
CaBuHBTE TEpeKIoYaTeNlb  BMOPABO, €CIH  XOTUTE, UYTOOBI

BknounTb rocrteByro N N N
YCTPOUCTBA, NMOAKIIOYNUBIIUCCA K HJOIIOJHUTCIBHOU 6eCHpOBO,I[HOI/I

ceTb B .
ceTd, ObUTM HM30JMPOBAHBI OT YCTPOWCTB M PECYpCOB JIOKATBHOU

CETH MaplIpyTHU3aTOpa.

CtpaHuua 87 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300

HacTtpowka maplupytusatopa
PykoBoacTBo nonb3oBartensi

B pazmene HacTpomkm 6e3onacHOCTM Brl MoXeTe H3MEHHUTH IMapaMeTpbl 0e30MacHOCTH
OECIIPOBOTHOM CETH.

[To ymomuanuto uis OecripoBOaHOW ceTw 3amaH TUN ceteBor ayreHTudukaimu WPA2-PSK. B
kauectBe maposst PSK ucnons3yercs WPS PIN ¢ Hakieliku co mTpux-KoaoM.

HacTpolikn 6ezonacHocTu

CeTeBan ayTeHTHRHKaLWA

Open -

WEP

WPA

WPA2

WPA-PSK

WPA2-PSK

WPA/WPAZ mixed
WPA-PSK/WPA2-PSK mixed

PucyHok 74. Tunbl aymeHmugbukayuu, noddep>xusaembie Mapuipymu3amopom.

MapuipyTuzaTop nNoaaepKHUBAeT CIEAYIOIINE TUITbI ay TeHTU(PHKALUH:

Tun ayTeHTUMKaLKN OnucaHue

OtkpeiTass ayTeHTHPUKAUS (C BO3MOXKHOCTBIO HCIIOIH30BAHUS
Open WEP-mmm¢ppoBanust Uit  peXUMOB  OECIIPOBOJHOM  CeTH, HE
MOJIEPKUBAOIIMX yCTpoiicTBa cranapra 802.11n).

AyTeHTH)HUKAIUSA ¢ OOIUM KIIFOUOM JUTMHOW 64 OuT wim 128 Our ¢
HCIIOJIb30BAHUEM WEP-mm¢ppoBanus. JlaHHbII THUII
WEP ayTeHTH()HUKAIMU HEAOCTyIeH, ecau Ha crpanuine Hactpowukm /
BecnpoBoaHas ceTb B ciiicke BecnpoBoAHON peXuUM 3aaax
PEXUM, OAJEPKUBAOLUHI ycTporcTBa ctanaapra 802.11n.

Aytentudukanus no TtexHonorun WPA ¢ ucnonb3oBaHHEM

WPA
RADIUS-cepgepa.
WPA-PSK Aytentudukanust mo TexHoigorun WPA ¢ ucnonb3oBaHHEM
PSK-kmntoya.
Aytentudukamus mo TexHoimorun WPA2 ¢ wucnonbp3oBaHHEM
WPA2
RADIUS-cepsepa.
WPA2-PSK Aytentudukamus mo TexHojgoruu WPA2 ¢ wucmonb3oBaHHEM

PSK-kiroua.

KomOunupoBansblii Tun ayrentuduxanuu. [Ipu BbiOOpe naHHOTO
. 3HA4YeHHUs1 K OECIPOBOAHOM CETH MOTYT MOJKIIIOYATHCS YCTPOUCTBA
WPA/WPA2 mixed P y YETPOETRA,

ucnionp3yrompe Tun ayreHtudukammun  WPA, u  ycrpoiicTsa,
ucnonp3yomnue Tun ayrentudukanin WPA2.

KombOunupoBanusiii Tun ayrentuduxamnuu. [Ipu BeIOOpe AaHHOTO

WPA-PSK/WPA2-PSK | 3HaueHust k OeCIpOBOTHON CETH MOTYT TOIKIIOUAThCS YCTPOHCTBA,
mixed ucnosp3yronme tun ayreHrudpukanuun WPA-PSK, u ycrpoiictsa,

ucnons3yronue tun ayrentudukamun WPA2-PSK.
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Jlns wcnonb3oBanus TunoB ayreHTudukannn WPA, WPA2 u WPA/WPA2 mixed

B geobOxoammo Hasmune RADIUS-cepsepa.

[Tpu BeIOOpe 3Hauenuss Open win WEP B criucke CeTeBas ayTeHTUPUKALUA Ha cTpaHHIe
OTOOpaXKAIOTCs CIEAYIOIINEe HACTPOUKH (HEIOCTYIHBI JIJII PEKUMOB pabOThl OECIIPOBOJIHON CETH,
noiepkuBaromux crasaapt 802.11n):

HacTpoiikn 6e3onacHocTu

CeTeEan ayTeHTHEHKaLWA

Open -

. Brniounte wndposaHne WEP

Homep knioua no yMormasme

3 -

. Kniou wwppoeanms WEP kak HEX

@ anuna knrova WEP domira Bbime 10 unu 26 cumsonos.

* ©

PucyHok 75. 3HaueHue Open e packpbigatowemcsi criucke Cemeeast aymeHmudpukayusi.

MapameTp OnucaHne

Tonvko onst muna aymenmugpurxayuu Open.

YroOsl aKTUBHUPOBATH WEP-umdposanue, CIABHUHBTE

Bkniounts HEPEKIIIoYaTellb BIOpPaBo. IIpy 3TOM Ha CTpaHHUIE OTOOpa3ATCs
wudgposaHue WEP packpeiBaroiuiics cnucok Homep Knwoya no ymonyvaHuio,
nepekiatouaresib Knod wndposanma WEP kak HEX u uetsipe
nojst Knoy wndpoBaHus.

Howmep kntoya no Homep xmroua (ot 1-ro 10 4-ro), KoTopblil OyIeT HCIOJIb30BATHCS
yMon4yaHuio st WEP-mudpoBanus.
Knioy wmncppoBanua | Cusunbte HEePEeKITI0YaTeIh BIIPaBO, 9TOOBI 3a7aTh
WEP kak HEX HIECTHAIIIATEPUYHOE YHCIIO B KQUeCTBE KITF0Ya JUTsl MH(POBaHUSI.

Kntoun ans WEP-mmudposanus. [Ipu mmdpoBanuu ucnonb3yercs
KJIFOY, HOMEp KOTOPOTo yKa3aH B pacKpbIBaromemcs crucke Homep
Kno4vya no ymonyaHuro. HeoOXxonumo 3amoiHUTH BCe MOJIS.
Haxmute Ha 3Hauok [lokasaTtb (&), utoObl 0TOOPa3HTH

Knou wudpoBaHus
(1-4)

BBEJIEHHBIN KITIOY.
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IMpu BeIOOpe 3HaucHuss WPA-PSK, WPA2-PSK wimn WPA-PSK/WPA2-PSK mixed na
CTpaHHIE OTOOPAKAIOTCS CIIEAYIOLINE HACTPOUKU:

HacTpoiikn 6esonacHocTH

CeTenan ayTeHTHDUKALMA

WPA2-PSK -

MNapons PSK*

POTTTTen o
@ Onuxa napens donxna Geime om 8 do 63 ASCI cumsonos

Tun wrthposaHua®

AES -

Mepwon o6HOBNEHWA TPYNNOBOTD KNoYa (B ceryHoax)®

3600

PucyHok 76. 3HayeHue WPA2-PSK e packpbigatoujemcs criucke Cemeeast aymeHmugbukayusi.

MapameTp OnucaHue

[Mapons pns WPA-mmdposanus. Ilaposns MOXXET COCTOATh U3
udp, JTATUHCKUX OYKB BEPXHEro U HUKHETO PErucTpa U APYrux
Maponb PSK CHMBOJIOB, JOCTYIIHBIX B aMEPMKAHCKOM PACKIIAJKE KIABHATYPbI’.
Haxxmure Ha 3Hadok [lokasaTb (&»), uyToOBI 0TOOpa3UTH
BBEJICHHBIN M1apOJIb.

Tun wudpoBaHus Mexanusm mudposanus: TKIP, AES win TKIP+AES.
[lepron BpemeHd (B CEKyHIax), IO HCTEUYCHUH KOTOPOTO
MNepuon o6HOBNEHUSA TEHEPHUPYETCsl HOBBIA KIFOY JUIsi MIH(POBAHUS MO TEXHOJIOTHH
rpynnoBoOro Krnro4a WPA. Ecnu B 1aHHOM 1o yka3aHO 3HadeHue 0, K4

OOHOBIATHCA HE OyJIeT.

2 0-9, A-Z, a-z, mpoben, "#$%&'()*+,-./;<=>2@[\]" *{|}~.

CtpaHuua 90 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300 .
HacTpoiika maplipyTtusatopa
PykoBoacTBo nonb3oBartensi

ITpu BeiGOpe 3Hauenuss WPA, WPA2 win WPA/WPA2 mixed Ha crpanuiie oToOpakaroTcs
CIEQYIOIINE HACTPOUKH:

HacTtpoiikn 6ezonacHocTu

CeTepan ayTeHTUUKaLUna

WPA2 -

WPA2 npengapuTensHas ayTeHTMUKaL WA

IP-anpec RADIUS-cepeepa”

192.168.0.254

Mopt RADIUS-cepeepa®

1812

RADIUS KN4 WibpoaaHns*

dlink

Tun wudposaHna®

AES -

Mepwon 06HOBNEHWA MOYNNOBOID KNOYa (8 CeryHoax)”

3600

PucyHok 77. BHauyeHue WPA2 8 packpbigarouiemcs criucke Cemesasi aymeHmughukayusi.

MapameTp OnucaHune

C)IBI/IHBTG MEPCKI0YATCIIb BIIpaBo, YTOOBI AKTUBUPOBATH

WPA2 npeaBaputenbHas
ayTeHTUdukKaumsa

MPEBAPUTEILHYI0  ayTCHTH()HUKAIIIO HCIIOJIb30BaHUH

texnomorun WPA2 (orobpakaetcs tonbko mist tunoB WPA2 u
WPA/WPA2 mixed).

pu

IP-appec RADIUS-

cepeepa [P-anpec RADIUS-cepBepa.

Mopt RADIUS-cepBepa | Homep nopra RADIUS-cepBepa.

ITapons, MCITOIBE3YEMBIN MapIIPpYyTH3aTOPOM JJIS B3aUMOJIEHCTBHS
RADIUS knioy oI, Y pIipy P

¢ RADIUS-cepBepoM (3HaUEHHE PTOrO mapaMeTpa ONPEIEICHO B
wudpoBaHuA PBEPOM ( P pé Ope

Hactpoiikax RADIUS-cepsepa).

Tun wncppoBaHus

Mexanusm mudposanus: TKIP, AES wnun TKIP+AES.

NMepnon o6HOBNEHUS
rpynnoBoOro Krkou4a

[leprog BpemeHu (B CeKyHAax), MO MCTEYEHHUH KOTOPOTO
TCHEPHUPYETCS] HOBBIA KIIIOY Uil MIM(POBAHUS 1O TEXHOJIOTHU
WPA. Eciu B pgaHHOM mosie yka3aHo 3HaueHue 0, Koy

OOHOBJISAITbCS HE OYJIET.

[Tocrne 3ananus HEOOXOAUMBIX apameTpoB HaxxmuTe kHonky MPUMEHUTD.

Urobbl 3a7aTh JApyrue mapaMeTpbl Uil OCHOBHOW WM JIONOJHUTENbHOM CceTH, BbIOepuTe
COOTBETCTBYIOIIYIO CTPOKY B TaOJHUIE M HaXMUTE JICBYIO KHONKY MbIIKA. Ha OTKphIBIICHCS

CTpaHHIIE U3MEHUTE HEOOXOaMMBIe mapameTpbl 1 HaxkmuTe kHonky MPUMEHUTDb.
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YT0o0BI YAAJIUTb JOIOJHUTCIILHYIO 6ecnpOBo,tu10 CCTb, YCTAHOBUTC (bna>1<01<, paCHOHO)KeHHLIﬁ

clieBa OT COOTBETCTBYIOMIEH cTpoku B Tabmuiue, n Haxwmute kuomky YOAAJIUTb ([1]). 3atem
Haxxmure kHonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBartens

Hacmpouku / Cemb

YroObl HACTPOUTH JIOKATBHBINA UHTEp(dEiic MapIpyTH3aTOpa, nepeiaure Ha ctpanully HacTponkm
| CeTb.

IPv4

[Mepeiinure Ha BriIaaky IPv4, utoObl w3menuts I[Pv4-agpec wmapmpyTusaTopa, HACcTPOHTH
BcTpoeHHbli DHCP-cepBep unu 3anats cBs3ku [Pv4-anpecos u MAC-aapecos.

JNlokanbHbIA IP

|P-agpec”

192.168.0.1

Macka nopceTu*

255.255.255.0

Wma ycTpoicTea

dlinkrouter.local

PucyHok 78. Hacmpolika nokanbHo20 uHmepdgpelica. Bknadka IPv4. Pasden JlokanbHbIU IP.

MapameTp OnucaHune

NokanbHbIN IP

Tomvko 6 peocumax Tovyka 0Oocmyna, [Moemopumens u
Knuenm.

BLI6epI/ITC HeO6XO,I[I/IMOC 3HAYCHHUC B PACKPLIBAOIIEMCS CITMCKE.

e Cratunyeckun — [P-aapec Mapumpytuzaropa, Macka
Pexxum HasHauyeHus Ap pLIpy pa,

i ™ U IP-a IITI03a 3aJaI0TCSI BPYUHYIO.
nokanbHoro IP-agpeca OAce JIpeC MIUTI03a 3a1a0TCA BPYTHYIO

* [OWHaAMMYECKMW — MapumpyTH3aTOp  aBTOMATHYECKU
nosyyaetT 3T napameTpbl oT DHCP-cepBepa nokanbHOM
CeTM WM OT MapuipyTu3aTopa, K KOTOPOMY OH
MOJIKJTFOUMIICSL.

IP-anpec [P-agpec mapupyTtusaropa B JIOKaIbHON nojicetd. Ilo ymosuaHuio
AP 3a1aHo 3HaueHne 192.168.0.1.

Macka nokanpHOW mnoacerd. [lo ymonmuaHuio 3agaHO 3HAYCHHE

Macka noaceTu 255.255.255.0.

Tonvko 6 pescumax Toyka docmyna, [Mloemopumenb u
Knuenm.

[P-anpec nuiro3a, KOTOPBIA HCIOJIB3YETCS MApPLIPYTU3ATOPOM ISt
coeUHEHHs ¢ ceTbio MHTepHeT (Hampumep, IS CHHXPOHHU3AIUU
cuctremHoro BpemeHu ¢ NTP-cepepom). Heobszamenvhbiil

IP-appec wnio3a

napamemp.
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MapameTp OnucaHune

o Mg ycrpolicTBa, mpuBs3aHHoe K ero IP-anpecy B JOKalnbHOHI
Mms ycTpoincTBa yeIp > 1P pecy
MOJICETH.

OuHamuueckne IP

Pexkim AMHaMMUeCckoro HazHauenun [P-agpecos

DHCP-cepeep -

Hauanereih IP*

192.168.0.100

KoHeuHwid [P

192.168.0.200

1440

@ Dns relay

PucyHok 79. Hacmpolika nokanbHo20 uHmepdgpetica. Bknadka IPv4. Pasden QuHamu4deckue IP.

MapameTp OnucaHue

OnHamunueckue IP

Pexxum paboter DHCP-cepBepa mapiipyTu3zaTopa.

*  OTKnYeHo - DHCP-cepsep MapLIpyTU3aTOpa
BBIKJIIOUEH, [P-afpeca KiiMeHTaM Ha3HAYAIOTCSA BPYUHYIO.

* DHCP-cepBep - MmapuipyTH3atop aBTOMATHYECKH

HasHayaeT [P-agpeca kiMeHTaM Ha OCHOBAHUU 3aJaHHBIX
Pexum auHamnyeckoro napametpoB. [lpu BbIOOpe 3TOr0 3HAYCHUS HA BKIAKE
Ha3HauveHus IP-appecoB otobpaxatorcs nonst HavyanbHbii IP, KoHeuHbit IP,
Bpewmsa apeHAabl u nepexiitouatess DNS relay.

* DHCP relay — s wasnauenust IP-aapecoB kimeHTam
ucnonsiyetcs BHemHuit DHCP-cepsep. [Ipu BbiOOpe 3TOTO
3HAYCHUs Ha BKJIaJaKe ortoOpaxkatorcs mois |P BHeluHero
DHCP-cepBepa u Option 82 Remote ID.

. Havanenenii  IP-anpec mnyna aapecos, kotopsie DHCP-cepse
HavyanbHbIn IP P Y P p PBep
BbIAACT KIIMCHTAaM.

. Koneunrrii IP-anpec nyia agpecos, kotopeie DHCP-cepBep BbImaeT
KoHeuHbIn IP pec 1y P P PBep
KIMEHTaM.

[Tepuon Bpemenn, Ha kotopsii DHCP-cepBep mapuipytuzatopa
npenocrapisger [P-aapec kiaueHTy (MO MCTEYEHHHM 3TOTO IMEpUOaA
Bpems apeHabl [P-anpec oT3pIBaeTcs U MOXET OBITH OTJAH JAPYroMy YCTPOWCTBY,
€CITH HE MOCTYIHJIIO MOATBEPKICHHE 0 HEOOXOUMOCTH COXPaHEHUS
storo [P-anpeca).
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MapameTp OnucaHne

CnBuHbTE  TEpEKIIOYATENb  BIOPaBO,  UYTOOBI  yCTPOMCTBA,

MOJKIIOYEHHBIE K MapuipyTH3aTopy, B KadecTBe aapeca DNS-
cepBepa MoJyyald apec MaplIpyTU3aTopa.

DNS relay ChaBuHbTE  TEpPEKIIOYATeNIb  BJIEBO,  YTOOBI  YCTpOWMCTBA,
NOJKJIIOYEHHBbIE K MapuipyTH3aTopy, B KadecTtBe aapeca DNS-
cepBepa IOJydYald aApec, IepelaHHbld MPOBaWAECpPOM  HIIH
yka3zaHHblil Ha ctpanuie HacTponku / UHTepHeT / DNS.

IP-anpec Bemnero DHCP-cepBepa, kotopsiii Ha3HauaeT [P-anpeca
KIIMEHTaM MapIIpyTH3aTOpa.

IP BHewHero DHCP- | Ecmu Bel xoTuTe ykaszars Heckonbko [P-anpecoB, HaXMUTE KHONKY
cepBepa OOBABMUTDb u B oToOpasuBieiics crpoke BBenute [P-aapec.

YToObl yaanuTh agpec, HAKMHUTE Ha 3HA4YOK YAANUTb (*) B CTpOKe
anmpeca.

3Hauenne monsa Remote ID DHCP-onmmu 82 B COOTBETCTBHU CO

crannaptroM RFC3046.
Option 82 Remote ID

He 3anonusiite nose, ecnu Bamn npoBaiiaep wiv aaMUHHCTPATOP

BHemHero DHCP-cepBepa He IpeocTaBuil TaKOE 3HaUEHUE.

[Mocrne 3amanus Bcex HE0OXOIUMBIX 3HaYeHui Haxkmute kKHonky MTPUMEHUTD.

B pasgene Onuumn DHCP Bbi MoxeTe M3MEHUTH 3HAUCHUS, MEPeIaBacMbIe 10 YMOJIYAHUIO, IS
HekoTopbix omnuui npotokoida DHCP (IP-agpec, macka moacetn, DNS-cepBepbl) niam ykas3arb
JIOTIOJIHUTENbHBIE MapaMeTpbl, KoTopble BcTpoeHHbIE DHCP-cepBep noimkeH nepenaTh KIMEHTam
JUISl HACTPOMKHM JIOKAJIbHOM CETH.

Onuywun DHCP +

He cosgaHo Hu ogHoro npaswna gna DHCP-onuwi

PucyHok 80. Pa3den dnsi Hacmpotku onyut DHCP.

Jns aroro Haxmute kHonky JJOBABUTD ( -+ ).

Onuwm DHCP

Wzeectrbie DHCP-onuwan

BriBepute onuuu -

3HaueHWe onuuM*

) MpuHyguTensHo

PucyHok 81. OkHo dnsi Hacmpolku onuyuu DHCP.
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B otkpeiBIIEMCS OKHE BBl MOXETE 3a1aTh CIEAYOLIME TAPAMETPBI:

MapameTp OnucaHne

U3BecTHble DHCP- B packpsiBaromemMcsi CHMCKE BBIOEPHUTE  OIIHIO, KOTOPYIO
onuuu HE0OXOAMMO HACTPOUTH.
3HayeHue onuumn 3agaiTe 3HaYeHNE A1 BBIACIICHHON OIIIHM.

CnBunbTe nepexioyaTens BieBo, uToosr DHCP-cepBep nepenasan

NMpuHyaAuTenbHo
BBI6paHHYIO ONIHUIO TOJIBKO B CJIydac 3a1poca CO CTOPOHBI KJIMCHTA.

[Tocrne 3ananust HEOOXOAUMBIX NapameTpoB HaxxmuTe kHonky MPUMEHUTD.

UT0oOB!I H3MEHUTH TTAPAMETPHI OMIIUHU, BEHIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B TAOJIHIIC M HAXKMHTE
JIEBYI0O KHOTIKY MBIIIA. B OTKpBIBIIEMCSI OKHE M3MEHHTE HEOOXOJMMBIE MapaMeTphl U HAKMHTE

kaonky MPUMEHUTD.
UTo0B! yIaIUTh 3HAYCHHE KAKOH-JIMOO OIIMH, YCTAHOBUTE (PIIaXKOK ClIeBa OT COOTBETCTBYIOIIEH
cTpoku B Tabauue u Haxxmute kaonky YOAJIUTb ([11). 3atem naxmute knonky MPUMEHUTD.

B pasnene Ctatnyeckue IP Bol moxere 3amath cBsizku [P-anpecoB u MAC-aapecoB (Ha3HAYUTh
nocTosiHHbINA [Pv4-anpec B JOKalbHOM ceTu NIl yCTporcTBa ¢ omnpeneneHHbiM MAC-aapecom).
MapmpyTtuzarop HazHadaeT [Pv4-anpeca B COOTBETCTBUM € CO3IaHHBIMH CBSI3KaMH, TOJBKO €CIIU
DHCP-cepBep BriatodeH (B pasneie [AuHamudeckue IP B crimcke PeXxum amHamuyeckoro
Ha3Ha4veHus IP-agpecoB srieineno 3naucare DHCP-cepBep).

CTtatnyeckne |P M3BECTHbIE KIMEHTbI —+

[na Toro yTobel NpuBA3aTe IP-agpec k MAC-agpecy, BolDepuTe YCTPORCTBO M3 CMIMCKa NOOKMIOYEHHLIX KNWEHTOB MNKU AoDaBLTe HOBOE YCTPOWCTBO

PucyHok 82. Pa3den 0t co3daHusi cesizok MAC-IPvA4.

YroOsl co3nath cBsizky MAC-IPv4, naxxmure kaonky JJOBABUTb (+ ). B oTKpBIBIIEMCST OKHE
B nosie IP-appec Beeaute [Pv4-aapec, KoTopeiii OyIeT MPUCBOEH YCTPOMCTBY U3 JIOKAJIBHOM CETH,
B nole MAC-agpec — MAC-aapec storo ycrpoiictea. B moie UMms ycTponcTBa 3amaiite

Ha3BaHHUE JJIs YCTPOMCTBA B CETH Ui YJOOHOM MIACHTU(UKALUKN (HeobA3amenbHblll napamemp).
Haxxmure knonky MPUMEHUTD.

Hns Toro uro6sl mocmotpers MAC-agpeca yCTpOWCTB, MOAKIIOYEHHBIX K MapIIPyTH3aTOpy B
nanubii MoMeHT, HaxMuTe kHonky U3BECTHbBIE KITMEHTbDI. B otkphiBiiemMcst okHe BhIOEpUTE
HeoOxoauMoe ycrpoiictBo u Haxkmute kHONKy OK. UToObl B OKHEe 0TOOpasmics akTyalbHbIH
CIIHCOK MOKITIOYEHHBIX yCTpOUcTB, Haxkmute kHonky OBHOBUTD.
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YroObl M3MEHUTH cylecTByroulyto cBsi3ky MAC-IPv4, BbeiOepuTe COOTBETCTBYIOUIYIO CTPOKY B
TabMUIE M HAXMHUTE JICBYIO KHOIIKY MBIIIM. B OTKpbIBIIEMCS OKHE H3MEHHMTE HEOO0XOAHMMBIE
napametpsl U Haxmute kHoniky TPUMEHUTD.

YroObl ynanuTh CBSI3KY, YCTaHOBHTE ()JIaXKOK CJI€Ba OT COOTBETCTBYIOWIEH CTPOKM B TaOJHUIE H

naxvure kanonky YOANUTD ([1]). 3atem naxmute xnonxky MPUMEHWUTb. Brr taroke Moskete
yAQIUTh CBSA3KY B OKHE H3MEHEHUS ITapaMeTpOB.
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IPv6

[Mepeiinure Ha Bkimaaky IPv6, utoObl m3menuts IPv6-ampec mapuipyTu3aTtopa W HAacTPOHTH
napameTpsl HazHaueHust [Pv6-aapecos.

JlokanbHbii IPvE
Pexun Ha3H3UeHWA nokaneHoro [Pve-agpeca

[enerwposanue npedukca -

IPvE-agpec

fd1::1

Npedurc

64

PucyHok 83. Hacmpolika riokanbHo20 uHmepdabelica. Bknadka IPv6. Pa3den JlokanbHbil IPv6.

MapameTp OnucaHwue

JNokanbHbIN IPV6

Bri6epute HE0OX0IMMOE 3HaUEHNE B PACKPBIBAIOIIEMCSI CITHCKE.

Pexum Ha3HauyeHus * Cratunyeckum — IPv6-aapec u nmpedukc 3a1aeTcsi BpyUHYHO.
nokansHoro IPv6- * [enernpoBaHue npedmkca —  MapuIpyTH3ATOP
appeca

3anpamuBaeTr npedukc mis dhopmupoBanus [Pv6e-ampeca y
BBIIIIECTOSIIIETO MapIIPyTU3ATOPA.

[Pv6-agpec  mapuipyTtuszatopa B JIoOKaibHOM — moacetn. Ilo
yMoidaHuioo 3anaHo 3HadeHue £dO01::1. Ilome pocrtymHO [uis

IPv6-agpec
pENAKTHPOBaHMs, €CId B COUCKe PeXWMM Ha3HavyeHus
nokanbHoro IPv6-agpeca soineneno 3nauenre CTaTUMECKUN.
Nnunaa npedukca moacetu. 1o ymMomvaHHiO 3a7aHO 3HaueHHe 64.
[Tose MOCTYHHO I PENAKTUPOBAHUSA, €CIU B CHUCKe PeXum
Mpedukc AOCTY AL pedl P ’

Ha3Ha4vyeHusi nokanbHoro IPv6-agpeca BoifcicHO 3HAYCHHE
CraTnyeckui.
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OuHamuyeckune IPvE

HMM AMHIMWUECKOTD HazHaueHns [PvE-agpecos
Stateful -
Hauansruit IPvE*

fd01::2

KoHeuHeii [PvE*

TQ1 AT A AT

E|. €MA apeHAkLl (B MAHYTAX
1440
PucyHok 84. Hacmpolika nokanbHo20 uHmepdgelica. Bknadka IPv6. Pasden uHamu4veckue IPv6.

MapameTp OnucaHune

OvuHamunyeckue IPv6

Bri6epuTe He0OX0AMMOE 3HAUCHHUE B PACKPBIBAIOIIEMCS CITHCKE.

* OTknwoyeHo - [Pv6-agpeca KJIMEHTaAM Ha3HAYAIOTCS
Pexum BpY4HYIO.
AnHamu4eckoro » Stateful (3asucumwviii) — Bcrpoennsiii DHCPv6-ceprep
HasHauyeHus IPv6- MapILIpyTH3aTOpa pasfacT aapeca U3 Juana3oHa, 3aJaHHOro
appecos noiassmu HayanbHbIn IPv6 u KoHeuHbin IPV6.

» Stateless (nesasucumoiil) — xnuentsl Gopmupyor IPv6-
aJipeca CaMOCTOSTEIIbHO HA OCHOBAHUH TPEeQHKCa.

Hauaneneiii [Pv6-anpec myna aapecos, koropsie DHCPv6-cepsep
BBIJIACT KITUCHTAaM.

HavanbHbin IPV6

Koneunsiii IPv6-aapec myna anpecoB, xkotopsie DHCPv6-cepBep
BBIJIACT KJIMCHTaM.

KoHeu4HbIn IPV6

Ilepuon Bpemenu, Ha KoTopeiii I[Pv6-ampec mnpemocTaBiseTcs
KIIMCHTY. Ilome AOCTYIIHO IJId pCAaKTUPOBAHUA, CCIIM B Pa3nciic
NokanbHbit IPv6 B comcke PeXumM  HasHavyeHus
nokanbHoro IPv6-agpeca soieneno 3uauenrne CTaTU4ECKUN.

Bpemsa apeHAabl

[Tocne 3apanus Bcex HeoOXxoauMbIx 3HaueHui HaxkmuTe kHonky MPUMEHUTD.
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B pasmene Ctatudveckume IP Brei moxere 3amath cBs3ku [Pv6-ampecoB m MAC-ampecos
(Ha3HauuTh NocTosiHHBIA [Pv6-anpec B nokanpHOM cetu A ycTpoiicTBa ¢ onpeneneHHbiM MAC-
angpecoM). Mapuipytuzatop HasHauaet [Pv6-anpeca B COOTBETCTBHMU C CO3JaHHBIMH CBSI3KAMU,
TOJBKO ecnu B pazgene [AuHamuyeckue IPv6 B crnucke PexXum AuMHaMmu4yeckoro
Ha3Ha4veHus IPv6-appecoB BriencHo 3HaucHue Stateful.

CTatundeckue IP W3BECTHBIE KNUEHTBI

[Ona Toro 4yTobel npueasaTe IP-agpec k MAC-agpecy, ebibepuTe YCTPOACTBO M3 CNMCKA NOAKMKHYEHHEBIX KNMEHTOB MNW A0DaBbTe HOBOE YCTPOWCTEO

PucyHok 85. Pa3den 0 co3daHusi cesizok MAC-IPv6.

YroOsl coznath cBsi3ky MAC-IPv6, naxxmure kHonky JJOBABUTb (+ ). B oTkphIBIIEMCST OKHE
B nosie IP-appec Beenute [Pv6-anpec, KOTOpIN OyIeT MPUCBOEH YCTPOMCTBY M3 JIOKAIHHOW CETH,
B nmone MAC-agpec — MAC-aapec storo ycrpoiictBa. B mone UMA ycTpoucTBa 3anaiite

Ha3BaHHE Ul YCTPOWCTBA B CETH Ul YAOOHOW HICHTH(OUKALUH (HeoOA3amenbHblll napamemp).
Haxxmure knonky MPUMEHUTDb.

Jns toro utoObl mocMorperh MAC-aapeca yCTPOWCTB, MOJAKIIOYEHHBIX K MapUIPYTH3aToOpy B
nanubii MoMeHT, HaxmuTe kHonky U3BECTHbBIE KITMEHTbDI. B otkpriBiiemcst okHe BhIOEpUTE
HeoOxoauMoe ycTporcTBo u Haxkmure KHONKy OK. UtoObl B OkHE OTOOpa3mics akTyalbHBIN
CIMCOK HOJIKTIOUEHHBIX yeTpoiicTB, HaxkmuTe kHonky OBHOBUTD.

Yro0Obl M3MEHUTH CyllecTBYoIIy0 cBsi3ky MAC-IPv6, BbIOEpUTE COOTBETCTBYIOIIYIO CTPOKY B
TabJlMle U HAXMUTE JIEBYI0 KHONKY MbIIK. B OTKphIBIIEMCS OKHE H3MEHUTE HE0OXOIUMbIe
napameTpsl U Haxmute kHonky MPUMEHUTD.

YroOBl ynanuTh CBSI3KY, YCTAaHOBHTE (UIaXKOK CJI€Ba OT COOTBETCTBYIOIIEH CTPOKM B TaONHIE H

Haxxmute kaonky YAAJIUTb ([1)). 3atem naxmure xnonky MPUMEHWUTb. Bel Takxke Moxere
YIAIUTh CBS3KY B OKHE H3MCHEHUS ITapaMeTPOB.
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PyKOBO,D,CTBO nonb3oBartens

®yHkyuu / Mexxcemeesou 3kpaH

IP-bunetp

Ha crpanuiie ®yHKkumm /| MexxceteBom 3kpaH / IP-counbTp Bl MokeTe co3aath nmpaBuia is
00pabOTKH CETEBBIX MAKETOB, & TAK)KE H3MEHUTH WIIN YAAJIUTh PaHee CO3IaHHbIE MTPAaBUIIA.

duneTpbl

He coagaHo HW ofHoro npaeuna ans IP-uneTpos
OOBABUTb

Pucyrok 86. CmpaHuua ®@yHkyuu / Mexxcemesol akpaH / IP-¢punbmp.

YTo0OBI CcOo31aTh HOBOC IMpaBUIO O6pa6OTKI/I CETCBbIX ITaK€TOB, HaXMHUTEC KHOIIKY

OOBABUTb ().
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[MaBHLIE HACTPONKK IP-agpec nctouHuka

. BKNouuTE npaewnno @ Boi Moxeme yxazams duanasoH IP-adpecos, oduHounsll IP-adpec unu IP-
adpec nodcemu (Hanpumep, 10.10.10.70/24 Gna adpecauuu IPv4 uiu
2001:0db8:85a3:08d3.1315.8c2e.0370.7532/64 dna adpecauuu IPvE)

Mms®
o 3anath kax

[uana3oH N oauHouHLIA IP-agpec -
@ Konuwecmao cumeanos donwHo Oeims He Gonee 32
Oehctave
PaspelwmTs - HauaneHeli IPv4-agpec -
MpoTokon
TCP/UDP - KoHeyHbI |Pv4-agpec -
Bepcun IP
IPv4 -
IP-agpec HasHauyeHus MopThl
@ Bui Mowemes yrasams duanason IP-adpecos, odudcyHsil [P-adpec unu 1P- @ Bai Moxeme yxasambs 0GUH NODM, HECKOMLKO MOPIMOS YEPES SaMAMY
adpec nodcemu (Hanpumep, 10.10.10.10/24 dnr adpecavuy IPv4 unu {ranpumep, 80,90) unu duanasoH Nopmos Yepes dacemodue (Hanpumep, 80:90)
2001:0db8:85a3:08d3:1319.:8c2e.0370:7532/64 dna adpecavuu IPvE)
3apaTb Kak MopT HasHa4yeHWa
[WanazoH UNK oAWHOYHEIR IP-agpec -

J  3apaTb NOPT MCTOYHUKA BPYUHYID

HauyaneHblid IPv4-agpec -
KoHeuHwlit IPvd-agpec -

MPUMEHWTb

PucyHok 87. CmpaHuya dobaeneHus npasuna 05151 06pabomku cemeabix nakemos.

Br1 MokeTe 3a1aTh ClIeyIoNue mapaMmeTphl:

MapameTp OnucaHue

O6wme HaCTPOUKMU

Yro0bI AKTUBUPOBATH IIPABUJIO, CABUHBTC IMEPCKIOYATEIIb BIIPABO.
Bknouutb npaBuno
Y100BI OTKIIIOYUTH IMpaBHJI0, CABUHBTC MECPCKIIOYATCIIb BJICBO.

HasBanue mpaBwia nnsi yaoOHoW wmaeHTudUKauu. MoxeT ObITh

Uma
MIPOU3BOJILHBIM.
JlelicTBue, KOTOPOE BBIMIOJIHAET JAHHOE MPABUIIO.
* Paspewmntb - paspemaer rmnepegadyy — MMaKeTOB B
DencrBue COOTBETCTBUH C KPUTEPUIMHU, 3aJaHHBIMU IIPABUIIOM.
« 3anpetuTb — 3ampemiaeT  meperady — MakeToB B

COOTBETCTBUM C KPUTCPUAMH, 3aTaHHBIMU IIPABUJIOM.
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HacTtpowka maplupytusatopa

MapameTp OnucaxHune

MpoTokon [Iporoxon ans  mepenaud  CeTeBBIX  MakeToB.  Bribepurte
HE00X0IMMOE 3HAYCHUE M3 PACKPBIBAIOIIETOCS CITUCKA.
Bepcus IP-mipoTokona, ainsi KOTOpoW OyAeT MPUMEHSATHCS IaHHOE
Bepcus IP MIPaBUIIO. Bri6epute COOTBETCTBYIOIIIEE 3HAYCHHE u3
PaCKPBIBAFOIIETOCS CITUCKA.
IP-agpec nucroyHuka
3apaTtb Kak Bri6epute HE0OX0AMMOE 3HAUEHHE U3 PACKPBIBAIOLIETOCS CIHCKA.

HavanbHbI IPV4-agpec
/ HayanbHbIN IPV6-
apgpec

Havanehsiit [Pv4- wn [Pv6-anpec nuanazoHa agpecoB UCTOYHHKA.

Ecnu HCO6XOI[I/IMO 3a1aTb O,[[I/IHO‘-IHI:IIZ aZpecC, OCTaBbTC IIOJIC
KoHeuHbin IPv4-agpec /| KoHeuHbIn IPv6-agpec mycTbim.

Bb1 MosxeTe BBIOpaTh yCTPOHCTBO, MOAKIIOYEHHOE K JIOKAJIHHON CeTH
MapIIpyTU3aTOpa B JaHHBIA MOMEHT. {711 3TOr0 B PacKpbIBAIOLIEMCS
cnucke BbIOepuTe coorBercTBYIoUMi IPv4- umm IPv6-aapec (mipu
9TOM I10JI€ 3aIlIOJIHUTCS aBTOMAaTUYECKH).

KoHeuHbIn IPVv4-appec /

KoHeuHbin IPv6-agpec

Koneunsiit [IPv4- nnu IPv6-agpec auanasoHa aapecoB HCTOUYHHUKA.

IPv4-agpec nogcetun /
IPv6-agpec noacetu

IPv4- wim IPv6-agpec moxacetn uctounuka. Ilone oroOpaxkaercs,
€ClIM B cIicke 3aAaTh KaK BoiaesncHo 3HaueHue NoaceTnb.

IP-apgpec HasHa4vyeHus

3agaTtb Kak

BLIGepI/ITC HGO6XO,Z[I/IMO€‘ 3HAYCHUC U3 PACKPBIBAIOMICTOCA CITMCKA.

HavanbHbin IPv4-agpec
| HayanbHbIn IPV6-
appec

Hauanensiit [IPv4- unu [Pv6-aapec nuana3oHa aapecoB Ha3HAYCHUS.

Ecin weoOxomumo 3adaTh OJMHOYHBIM aJpec, OCTAaBbTE IIOJIE
KoHeuHbin IPv4-aapec /| KoHeuHbIn IPv6-agpec nycTobim.

Bb1 MoXkeTe BBIOpaTh yCTPONWCTBO, MOAKIIOUEHHOE K JIOKATbHON CETH
MapuIpyTH3aTopa B TaHHBII MOMEHT. J{JIst 5TOTO B paCKpBIBAIOIIEMCS
criucke BbIOepuTe cooTBeTcTBYIomuid IPv4 mmm IPv6-ampec (npwm
9TOM TI0JIC 3aMIOJTHUTCS ABTOMATHUYECKH ).

KoHe4yHbin IPv4-agpec /

KoHeuHbIn IPV6-agpec

Koneunsrit [Pv4- wm [Pv6-anpec nuama3zona aapecoB Ha3HAUYCHHUS.

IPv4-appec noacetun /
IPv6-agpec noacetun

[Pv4- unu IPv6-anpec moacetn HazHauenus. [lone otoOpakaercs,
€clIM B cicKe 3aA4aTh Kak BoiaeneHo 3Hauenue Moacers.
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MapameTp OnucaHune

MopTbl

[Topr IP-agpeca Ha3zHaueHusa. Bbl MoOxkeTe ykasaTb OIUH IIOPT,
MopT HasHayeHUs HECKOJIBKO IIOPTOB 4Yepe3 3alsaTyl0 WIHM [JHana3oH IOPTOB 4Yepes
IBOCTOYHE.

CaBuHBTE IEPEKIIOYATENIHL BIIPABO, 4TOOBI yKa3arThk mopT 1P-ampeca
3apatb nopt P pago, Y P P

UCTOYHMKAa Bpy4Hylo. [lpm stom ortoOpaxkaercs mone [lopT
MCTOYHMKA BPY4HYIO

UCTOYHUKA.

[Topr IP-ampeca ucrounuka. Bbl MoxeTre yka3aTb OJIHMH IIOPT,
MopT NCTOYHMKA HECKOJIBKO IIOPTOB Ye€pe3 3aIATyH0 WIM JWala3oH MOPTOB 4Yepes
JIBOCTOYHE.

Haxxmure kHonky MPUMEHUTD.

UroObl 3amaTh Jpyrue mapamerpbl Jjs Kakoro-Iu0o NpaBuia, BBIOEPHTE COOTBETCTBYIOIIYIO

CTpoKy B Tabmuiie. Ha OTKpbIBIIClCS CTpaHUIE M3MEHHTE HEOOXOAMMBIE TTApaMETPhl U HAKMHTE
knornky MPUMEHUTD.

UTo0B! ynaduTh MPaBWIO, YCTAHOBHUTE (DIIAKOK CJIeBa OT COOTBETCTBYIOMIEH CTPOKH TAOIHUIBI U

F—9
Haxmute kHonky YOAJIUTD ([ ). Bel Taroke MoxeTe ynanuTh IPaBUIO HA CTPAHMIIE H3MEHEHHS
napameTpoB.
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DMZ

DMZ-30Ha mipencTaBisieT coOOW y3el MU CETMEHT CETH, PACTOJIOKEHHBIH «MEXIy» BHYTpEHHEH
(JloxanmpHOM) W BHemHed (TioOanbHOM) ceTsmu. Peanmmzamuss DMZ-30HBI B MapHipyTH3aToOpe
HoJpa3yMeBaeT BO3MOXKHOCTh MEpelaur 3ampoca, NPUIIEIIIEro U3 BHEIIHEH ceTH Ha Kakoi-110o
MOPT MapLIPyTU3aTOpa, HA YKA3aHHBIN y3€] BHYTPECHHEH CETH.

Ha crpanuiie ®yHKumm /| MexxceteBon akpaH / DMZ Bri moxkete 3amath IP-anpec DMZ-y3na B
JIOKAJIbHOM CETH.

DMZ

BrkniounTb

BrnioumTe NAT Loopback

PucyHok 88. CmpaHuya ®yHkuyuu / Mexxcemeeou akpaH / DMZ.
Jnst onpenenennss DMZ-30HbI CIBHHBTE MepeKitoyaresib BKNHOYUTB BripaBo.

Beenute IP-anpec y3na Bameii nokamsHO#i cetn B mone IP-agpec. Bol moxere BbIOpaTh
YCTPOWCTBO, MOJAKJIIOYEHHOE K JIOKAJIBHOW CETHU MapLIPyTU3aTOpa B JaHHBIM MOMEHT. [l 3TOro B
PaCKpBIBAIOIIEMCSI CIUCKE BBIOEPUTE COOTBETCTBYIOUMi [P-ampec (mpu sToM moje 3amoHUTCA
ABTOMATUYECKH).

Cnsunbre mnepekiaiouaresis Bknounte NAT Loopback BnpaBo, 4ToObI monb30BaTen
JIOKAJIbHOM ceTH MapIlpyTHU3aTopa MOTiau oopamaTthes K DMZ-y3ny, ucnons3ys BHemHuit [P-agpec
MapuipyTtuzaropa win ero DDNS-ums (ecnu Hactpoen DDNS-cepsuc). [lonb3oBaTenu u3 BHeHEH
ceTu o0paIarTcs K MapuIpyTu3aTopy mo stomy ke aapecy (wm DDNS-umenn).

Haxwmure kaonky MPUMEHUTD.

[Tpu aktuBupoBanHOM DMZ-30HE Bech TpaduK, MOCTyHAIOMIMI Ha HEKOTOPBIA MOPT MHTEpderica
WAN wmapuipytuzatopa, OyAeT nepeHanpaBisThCsl Ha aHAJIOTWYHBINA MOPT ykazaHHoro IP-angpeca.
Takxke ciieyeT y4uThIBaTh, YTO OOJBUIMI NPUOPUTET UMEIOT BUPTYaAJIbHBIE CEPBEPHI, T.€. €CIU
CO3/IaH BHPTYaJIbHBIA cepBep ¢ BHEIIHEro moprta 80 Ha KakoW-TMOO MOPT CETEBOTO YCTPOWCTBA B
JIOKaJIbHOM CeTH MapIlpyTU3aTopa, TO MOJIb30BATEIN, HAXOIALINECS B IJ100aIbHOM CETH, TP BBOJIE
anpeca http://wan_IP mapuwpyTusaTopa B aJpecHOH CTpOKe Opay3epa NONaayT HE Ha IIOPT
80 IP-axgpeca, ykazanHoro Ha crpanuiie ®yHKUum / MexxceteBomn akpaH / DMZ, a na nopr u IP-
azpec, 3aJJaHHbIC 111 COOTBETCTBYIOLETO BUPTYaJIbHOTO CEpBEpa.

Hns ynanenuss DMZ-30HbI caBuHbTE mepekimodarens BKAKYMTL BIeBO M HaKMHTE KHOIKY
NMPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBartens

MAC-cbunbTp

Ha crpanuinie ®yHkummn /| MexceteBon 3kpaH /| MAC-punbTp Bbl MoXeTe HACTPOHWTH
bunbTpanuio mo MAC-aapecam JUist KOMITBIOTEPOB B JIOKAJIBHOM CETH MapIIpyTH3aTOPA.

Pesum No yMonqaHuie

PaspewuTb -

Cn1coK UCKITHYeHUI +

He cospaxo Hu opHoro npasuna ana MAC-gunetpos

PucyHok 89. CmpaHuua ®yHkyuu / Mexxcemeeou akpaH / MAC-ghunbmp.

UroObl HACTpOUTH (UIBTPALIMIO [UIA BCEX YCTPOMCTB CETH MAapUIPyTH3aTOpa, BBHIOEPHUTE
Heo0XoauMoe JeiicTBre B cucke PeXXUm no ymonyasuio:

* Pa3pewnTb — paspemiaeT IOCTYH K CETH MapuIpyTH3aTopa M K ceTd MHTepHeT mis
YCTPOMCTB JIOKAJIbHO! CETHU (JJaHHOE 3HAYCHHE 3aJJaHO 110 YMOJIYaHUIO);

e 3anpeTuUTb — 3ampeniaeT JOCTYH K CEeTH MapIIpyTH3aTopa sl YCTPOWCTB JIOKAIBbHOMN

CCTH.

Bbl MOXX€T€ HCHO0Ib30BaTh PEIKUM 3a|'|peTV|Tb, TOJBKO €CIOHM Ha JaHHOW CTPAHUIIC

u CYIIICCTBYET XOTs ObI OJIHO aKTUBHOE MPABUJIO, Pa3pEIIaloniee JIOCTYI K CETH YCTPOMWCTRA.

Uto6wl co3gath mpaBuio (ykazatb MAC-agpec ycTpoicTBa, JUisi KOTOPOro OyAeT MPUMEHSATHCS

pexuM orpanudenuii), Haxvute knonky [JJOBABUTD ( + ).

[obaeneHune npaBuna X

@ BT Npasuno

Pazpewmts -

COXPAHWUTBE

Pucyrok 90. OkHo dobasrnieHus npasurna ons MAC-¢unbmpa.
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B otkpeiBIIEMCS OKHE BBl MOXETE 3a1aTh CIEAYOLIME TAPAMETPBI:

MapameTp OnucaHune

UToObl aKTUBHPOBATH MTPABUIIO, CIBUHBTE MEPEKIII0YATENhb BIPABO.
Bknrountb npaBuno
YroObl OTKIIIOYUTH MPABUIIO, CIBUHBTE IEPEKIIOYATEINb BIEBO.

JlelictBue, KOTOPOE BBITOJIHAET JAaHHOE IPABUIIO.

e 3anpeTtuTb — 3ampemaer JOCTyn K cetd VHTepHeT s
ycTpoiicTBa ¢ 3agaHHbIM MAC-agpecom, faxe eclid pexuM
10 YMOJIYAHHIO Pa3pelIaeT AOCTYyI Ul BCEX YCTPOMCTB.

Dencrteue

* PaspewmTb — paspemiaet J0CTyI K CETH MapIIpyTH3aToOpa
u k cetu WurtepHer mis ycrtpoiictBa ¢ 3amaHHbIM MAC-
aZpecoM, JaXe €CIM pPEeKUM IO YMOJYAHHIO 3allpelnaeT

JIOCTYT JJIsl BCEX YCTPOMCTB.
MAC-anpec yCTpoHCTBa M3 JOKAIbHOW CETH MapuIpyTHU3aTtopa. Bel
MOXETe BBIOpaTh YCTPOMCTBO, MOAKIIOYEHHOE K JIOKAJIHHOW CeTH
MAC-appec MapiipyTuzaropa B JaHHBIA ~ MoOMeHT. [lnsg  3rtoro B

PaCKpBIBAIOIEMCSI CIIUCKE BBIOEPUTE COOTBETCTBYIOLIEE YCTPONUCTBO
(Ipy 3TOM 10JI€ 3aMIOJIHUTCS ABTOMAaTHUECKH).

Hazsanue yCTpOMCTBa U1 ya00HO# UACHTU(UKAITUN

Uma ycTponctBa .
(neobsi3amenvublii napamemp). MOXeT OBITh TPOU3BOJIHHBIM.

[Mocrne 3amanus HeoOXoauMBIX apametpoB Haxkmute kHonky COXPAHUTD.

UroObl 3ajaTh JApyrue mapaMeTpbl A Kakoro-iu0o MpaBuia, BbIOEPUTE COOTBETCTBYIOIIYIO
CTPOKY B Tabnuie. B oTKpbIBIIEMCSl OKHE U3MEHUTE HEOOXOUMbIE MapaMeTPhbl K HAKMUTE KHOIIKY

COXPAHUTb.
YToOBI yAanuTh MPaBUIIO, YCTAHOBHUTE (DIA)KOK ClieBa OT COOTBETCTBYIOUICH CTPOKM TAOIHIBI U

F—
naxvure knonky YOANMUTb ([11]). Bol Takke MoxeTe ymaiuTh NpPaBUIO B OKHE HU3MEHEHHU
apaMeTpPOB.
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PyKOBO,D,CTBO nonb3oBartens

dunbTp Web-cantos

Ha crpanune ®yHKuumn /| MexceteBon akpaH /| ®unbtp Web-cantoB Ber moxeTe 3anath
OTpaHMYCHUS Ha TIOCEHIEHHE HEKOTOPHIX Web-caiiToB, a TakXe OMNpENeUTh YCTPOWCTBA, IS
KOTOPBIX OYAyT NPUMEHSATHCS 3aaHHbIC OTPAHHUCHHUS.

Bel MokeTe 3afaTb OrpaHWHeHmMA Ha nocelleHne HeKoTopbIX web-caidToB. MNpasuna MoKHO NPUMEHUTE K YCTpoRcTBaM, KoTopulie fobaBnets! B
CNUCOK, MNA KO BCEM, KpOME }"CTPOIFICTB W3 CNUCKa.

BrnmiounTe

Apnpeca KnueHTbl

PUNETPAaUWA a0pecos PUNETPAUMA KNHEHTOR

BnokvpoBaTk ykazaHHele afpeca - Bce, kpome yCTDOWCTB M3 cnvcka -
URL-agpec Coenapetve ¢ wabnoHom Mms MAC-anpec

PucyHok 91. CmpaHuya ®yHkuyuu / Mexxcemeeol akpaH / dunbsmp Web-caiimoes.

YroOwr Bktounth URL-QuieTp, ciBuHBTE Nepekiodarens BKNIOYUTL BIpaBo, a 3aTeM BRIOEpPHUTE
pexuM B criucke PUNbTpauna aapecos:

* bnokupoBaTb yKasaHHble agpeca — Tpu BBIOOpE ATOrO 3HAYCHHS MAapIIPYTH3ATOP
OJIOKHMpPYET JIOCTYT KO BCeM web-caiitaM, 3alaHHbIM B paszenc Agpeca;

 bnokupoBaTb Bce agpeca, KpoMe YyKa3aHHbIX — mpu BbIOOpE 3TOr0 3HAYCHUS
MapIIpyTH3aTOP pa3pelmiaet JOCTYI TOJIbKO K web-caiitaM, 3alaHHBIM B pasnenic Agpeca,
1 OJIOKHPYET TOCTYII KO BCEM OCTAIbHBIM CaiTaM.
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YroOsl nobaBute URL-anpeca, kK KOTOpbIM OyJeT MPUMEHATHCS 3aJJaHHbIM peXuM (QuiIbTpanuu, B

paznene Appeca naxmure kaonky JJOBABUTb (+ ). B oTtkpeiBmiemcsi okHe Bbl MoOxere
3a/1aTh CJICAYIONINE MTapaMeTphl:

MapameTp OnucaHwue

URL-apgpec URL-anpec, uacth URL-azmpeca wiu KI104eBOE CIOBO.

Bri6epute HEOOX0IMMOE 3HaUCHNE B PACKPBIBAIOIIEMCSI CTIHCKE.

* MonHoe
COBIIaaaThb CO 3HAYCHUECM, 3aIaHHBIM B ITOJIC BBIIIIC.

3ampamMBaeMblii  aapec JOJDKEH TOYHO

® Hauvano - 3aHpaH_II/IBaeMBII71 aJpeC NOJDKCH HAYHUHATBCA CO
3HAYCHUA, 3aJaHHOI'O B I10JIC BBIIIC.

CoBnageHue c

LWabnoHoMm
* KoHew - 3ampammBaeMblii agpec JODKEH OKAaHYHMBATHCS

3HAa4YCHUCM, 3aJaHHBIM B I10JIC BBIIIC.

* YactunyHoe — SaHpaI_HI/IBaeMHﬁ aapec OOJDKEH COACPIKATH
3HA4YCHHUCEC, 3aJaHHOC B I10JIC BBIIIEC, B JIF000I CBOEH YacTH.

YroObl ynanuTh Kakoi-mubo azapec u3 crnucka URL-ampecoB, ycraHoBuTe (iakok cieBa OT

F—3
COOTBETCTBYIOMIEH cTpoku Tabnumsl 1 Haxwmute kHomky YOANUTb ([1]). Ber taxke mosxere
yIAIHUTh aJpeC B OKHE H3MCHEHHSI TapaMeTpPOB.

B pasnene KnueHTbl Bbl MoxeTe omnpenenuTh yCTPOWCTBA, IS KOTOPBIX OyayT JEHCTBOBATh
3aJlaHHbIC OrpaHu4YcHUs. BpiOepuTe HeoOXoaMMoe 3HaYeHUE B criicke PUNbTpaLUA KNUEHTOB:

* YcTpoMcTBa M3 CNMUCKA — mpu BHIOOpPE ITOr0 3HAYCHHS MApIIPyTU3ATOpP HPUMEHSIET
OTpaHUYCHUS TOJIBKO K YCTPOWCTBAM, 3aJJaHHBIM B pa3zeic KnueHTsbl;

* Bce, KpoMe YyCTPOUCTB U3 CMMUCKA — IIpH BEIOOPE STOr0 3HAYEHHs MapIIPYTU3ATOP HE
NPUMEHSCT OTPAaHMYCHHUS K YCTpOicTBaM, 3aaHHbIM B paszene KrMeHTbl, Ho npuMeHsieT
OTrpaHUYEHUS K OCTAJIbHBIM yCTPOUCTBAM.

YT1oObl 100aBUTH KJIMCHTA B CIHCOK, B pasaenc KnueHTbl naxmure knonky JJOBABUTb (+ ).

B otkpsiBiiemcst okue B mosie MAC-agpec seeaure MAC-aapec ycTpoicTBa U3 JOKAJIbHOMN CETH.
Bl MokeTe BBIOpaTh YCTPOMCTBO, MOJKIIOUEHHOE K JOKAIBHOM CETH MapIIpyTH3aTopa B JTaHHBIN
MOMEHT. JIj1s1 3TOr0 B pacKphIBAIOIIEMCS CITUCKE BBIOEPHUTE COOTBETCTBYIOIICE YCTPOHCTBO (IpH
9TOM II0JIE 3alOJIHUTCS aBTOMarudecku). 3areM B mnose MM 3anaiite Ha3BaHHWe sl YCTpOMCTBa
111 ynoonoi uaeHtudukanuu u Haxmute knonky COXPAHUTD.

YT00BI YAAJIUTh KIIMCHTAa W3 CIIMCKA, YCTAHOBUTC (I)J'IEDKOK cji€Ba OT COOTBeTCTBYIOH_[eﬁ CTPOKU

F—
Tabmunsl 1 Haxkmute knonky YOANMUTb ([U]). Be Takke MokeTe yaamuTh KIHEHTa B OKHE
U3MEHEHUSI TAPaMETPOB.

[Tocne 3aBepienus HacTpoiiku URL-punbrpa Haskmure kHonky MPUMEHUTD.
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PyKOBO,D,CTBO nonb3oBartens

3awmTta ot DoS

Ha crtpanuie ®PyHkummn / MexceteBon 3kpaH / 3awmrta ot DoS Bei MokeTe HacTpouWTh
3amuTy 0T DoS-aTtak pa3inyHOro THIIA.

DoS-ataka (Denial of Service, omkaz 6 obcayacuearnuu) — 3TO THI CETEBOW aTaKu, MPU KOTOPOU
3MIOYMBIIIJICHHUKA MOTYT CYIIECTBEHHO CHHM3UTh MPOU3BOJUTEIHLHOCTh MaplIpyTH3aTopa |
MIOJIKJTFOUYEHHBIX K HEMY YCTPOWCTB, a TaKKe BbI3BaTh COOM B WX paboTe, OTIpaBiisis OOJBIIOE
KOJIMYECTBO OJHOTHUITHBIX 3aIPOCOB.

® Bt

@ Brniowerue DOS-thunsr IHEYUMETEHOMY

CHUMEHURD ofled npousendu

[ns kaxporo ucTodHUKa Opyrue HacTpolku
TCPISYN ] TCP/UDP cKaHWpOBaHWe NOPTOB
TCP/FIN J» IPLand
UDP ] IP Spoof
ICMP ] IP TearDrop
TCP scan

TCP/SYN ¢ gaHHbIMK
UDP Bomb

Bnokvpoeka atakywwero |P

PucyHok 92. CmpaHuya ®yHkyuu / Mexcemeeoli akpaH / 3aujuma om DoS.

YT1o0Ob!I BKIIOUNTH 3aUTy OT DoS-arak, ciBuHbTe nepexiodarens BKAYMTL Brpaso. [Ipu sTom
Ha CTpaHHIle 0TOOpakaroTCs paszessl [INA KaXaoro UCToOYHUKA u [lpyrue HaCTPOMKM.
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B pasnene [na KaXXaoro MCTOYHMKA Bbl MokeTe BKITFOUNTH 3aIlIUTy OT OCHOBHBIX BHI0B DoOS-
aTax.

MapameTp OnucaHune

TCP/SYN Bxitoyaer 3amuTy OT OOJBIIOrO KOJMYECTBA 3alpoCcoB Ha
noakmoueHue (TCP-maketoB ¢ ¢arom SYN).
TCP/FIN Bxitoyaer 3amuTy OT OOJBIIOrO KOJMYECTBA 3alpocoB Ha
3aBepuienne coequHeHus (TCP-makeToB ¢ ¢arom FIN).
UDP Bxuttouaer 3amuty ot 60bmoro konmyectsa UDP-nakeToB.
ICMP Bxuttouaer 3amury ot 6osbioro konndectsa ICMP-nakeTos.

CIBUHBTE COOTBETCTBYIOIIME IMEpPEKIIOYaTeN BIpaBo. B moire MOPOF, COOTBETCTBYIOIIEM
MEePEKITI0YATENI0, 3a/1allTe MAKCUMAIIBHOE KOJIMYECTBO MAKETOB, MOCTYMAOIIKX ¢ ogHoro [P-agpeca
B CEKYH]ly. 3HAaYeHUE JAHHOTO TOJs JOHKHO OBITh Oousbiie Hysst (Hampumep, 200). 3arem B
paszzneine [Jpyrme HaCTPOMKMU caBuHbTE Mepekiodareir BrokupoBka atakyrowero IP sopaso
U B oroOpasuBiieMcs mojic Bpemsi OGNMOKMPOBKM 3anaiite mepuon Og0kupoBkH I[P-aapeca
UCTOYHUKA B ceKyHAax (Hampumep, 120). IIpu npeBbllIeHUH MOPOrOBOTO 3HAUYEHUS HCTOYHUK
nakeToB OyaeT 3a0J0KHPOBaH HA 3a/IaHHBIN MEPHO]] BPEMEHHU.

B pasaeiic ,El,pyrue HaCTpOﬁ KU Brl MoxeTe AKTUBUPOBATDH AOIOJIHUTCIBHBIC CITIOCOOBI 3alllUThI.

MapameTp OnucaHune

brnoxupyer wucrounuk TCP- wnm UDP-nakeToB, npoBepsomux
COCTOSIHME TOPTOB, €CIIM MapuIpyTHU3aTop noiydaetr Oosbiie 200
3alpoOCOB B CEKyHAY C omHoro u toro e I[P-ampeca. McTounuk
Oymer 3a0NOKMpOBaH Ha BpeMms, 3agaHHoe B rmole Bpems
TCP/UDP ONOKMPOBKM (mosie  oTOOpaXkaeTcs, eClH  MepeKIYaTes b
ckaHupoBaHue noptos | brokuposka aTakytoulero IP capunyt Brpaso).

Ecnu nepexioyarens CABUHYT BIPABO, HA CTPaHMIIE OTOOpa)KaeTcs
nepexiodyaresis BblcOKas 4yBCTBUTENbHOCTb. AKTHBUpYiiTE
HACTPOIKY, 4TOObI MapuIpyTU3aTOp OJOKMPOBAJ UCTOUHUK, €CIIU OH
npuckutaeT 6osbine 10 3apocoB B CEKYHITY.

bnokupyer TCP-nakersl ¢ ¢umarom SYN, B koropbix [P-ampec u
IP Land HOMEp IOpTa OTHpaBUTENs coBmamaeT c¢ [P-ampecom m HOMEpom
HOpTa MOJTyYaTes.

bioxupyeT nakersl, B KOTOpbIX [P-agpec mcTrouHuMka coBmajgaer ¢

IP Spoof
P LAN IP-agpecom mapuipyTuszaropa.
brokupyer dpparmenTupoBannsie [P-makeTsI, eciu mpu cOOpKe dTHX
IP TearDrop pyer bp P P p
MaKeTOB BO3MOJKHA OIITHOKA.
TCP scan brnoxupyet TCP-nakeTsl ¢ HEIOMYCTUMBIMU (hIIaraMu.
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MapameTp OnucaHune

TCP/SYN ¢ gaHHbIMM brnoxupyer  TCP-maketst ¢  ¢marom SYN, ecau  oHH

(bpal"MeHTI/IpOBaHBI HIIA COACPIKAT JaHHBIC.

binokupyer UDP-makersl, ecnu OHH cOAEp:KAaT HEKOPPEKTHBIE

UDP Bomb
CITy>KeOHBIC TaHHBIC.
CIBHHBTE MEPEKIIOYATEh BIPABO, YTOOBI OJOKUPOBATH HCTOYHUKH
MAKeTOB, 3allMTa MPOTHB KOTOPHIX AKTUBUPOBAaHA B pasfelie
BrnokupoBka

[pyrvue HaCTPOMKMU, Ha ompe/IeICHHbIIH epruo/] BpeMeHu. 3a1aiTe
HE00X0/lMMOE 3HAa4YeHHWE B CEKyHJIaX B OTOOpa3MBLIEMCS I10JIe
Bpems 611oKnpoBKu.

aTakyrouwero IP

[Tocne 3amanus HEOOXOAUMBIX MapameTpoB Haxxmute kHonky MPUMEHUTD.

CtpaHnuua 112 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300 .
HacTpoiika maplipyTtusatopa

PyKOBO,D,CTBO nonb3oBartens

®yukyuu / Wi-Fi

YnpaBJsieHUe KJIMeHTaMu

Ha crpanuiie ®yHkumm /| Wi-Fi / YnpaBneHue knueHTamm Bol MoXeTe MPOCMOTPETH CITUCOK

OecIpOBOHBIX KIMEHTOB, MOAKIIOYEHHBIX K MapIIPyTU3ATOPY .

Cnucok Wi-Fi-knneHTtos OBHOBWTbL
Crimcok 6eCI'IpOBO,EI,HbIJ( KNWEHTOB, NOAKMHHEHHBIX K MapLpyTU3aTopy

I:I Wmsa ycTpoiictea MAC-agpec Mma cetn (SSID) YpoBeHb curHana Bpems nogknrodeHus

O - D8:CE:3A:43:10:8D DIR-XXX-A10F = 100% 1 MUH.

PucyHok 93. CmpaHuya 0ns ynpassieHusi NoOKoYeHHbIMU 6ecripo8odHbIMU yecmpolcmeamu.

Eciu HeoOXoauMO OTKIIOYHTHh KaKOe-THOO YCTPOMCTBO OT OECHpPOBOJHON CETH, yCTaHOBUTE
bnaxxok B cTpoke, conepxkameii MAC-agpec 3TOro YCTpPOWCTBA, W HAXKMHUTE KHOIKY

OTKINIOYUTD.

UroObl Ha CTpaHWIle OTOOpasWiach camas akTyalbHas uWHpopMalus 00 yCTpoiCTBax,
MOJKJTFOUEHHBIX K OecrpoBoaHo# cetH, HaxkmuTe kHonky OBHOBUTD.
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WPS

Ha crpanunie @PyHkuum [ Wi-Fi /| WPS Bbl Moxere akTHBHpPOBaTh (DYHKIIMIO HACTPONKH
OecIpoBOTHOM CETH, a TAaKXKe BBIOPATh CIIOCO0 MOAKIIOUEHHUS K OECTIPOBOIHOM CETH.

Oyuknuss WPS mno3BosisseT aBTOMATUYECKHM HACTPOUTH 3alUIICHHYI OECIPOBOJHYIO CETh.
YcrpoiicTBa, MoAKII0OYaeMble K OECIIPOBOIHON CETH MapIIpyTH3aTOpa ¢ noMolnbto GpyHkiun WPS,
JOJIKHBI TIOJIZICPKUBATH TaHHYIO (DYHKITHUIO.

' Oyukims WPS 1o3BosiseT 106aBIATh YCTPOWCTBA TOIBKO K OCHOBHOW OECIIPOBOIHOM
E  CEeTHW MapuipyTH3aTopa.

JL11s KCTIONBb30BaHMS ATON (DYHKIIMK HE0OXOIMMO 3apaHee 3a/1aTh IS OECIPOBOIHON CETH
U ceTeBol ayrenTrdukanuu Open ¢ BuikmoyenHbiM mudpposanrnem, WPA2-PSK wiu
WPA-PSK/WPA2-PSK mixed ¢ meronom mubposanus AES. Ecau 3amanel apyrue
HACTPO#KK 6e30macHOCTH, 3aeMeHThl cTpanuiiel WPS HenocTynHbI.

WPS

dyrkuma WPS nossonset aeToMaTUYECKW HACTPOMTE 3allmileHHyo BecnpoBogHyto ceTb. YeTpolicTsa, noakniodaemsle k GecnposofHoil ceti
MapLupyTH3aTopa ¢ noMowubio dyHkumkn WPS, nonxHel noaoepxneaTe JaHHy dyHKUMIO.

BbIKNHOYUTb WPS

Ynpaenexnue WPS WHdopmaums

Cratyc WPS: CKOHMrypHpoBaHo

YCTAHOBWTb COEQUHEHME
Mmsa cetw (SSID): DIR-XXX-A10F

CeTesas ayTeHTUDNKALMA: Open
@ Bxniouats Wi-Fi npu akTusaumm dyHkumn WPS ¢ -
MOMOLLbH0 2NMAPaTHON KHOMKM Wwchposatie: NONE

OBHOBHTbH CBPOCWTb KOHOUIYPALIMIO

NEPEXMOYAIMEND SEE0, i

aayull gyHruuy WPS cr

PucyHok 94. CmpaHuua 0nsi Hacmpouku ¢yHkyuu WPS.

Ber moxere aktuBupoBath ¢yHkmuio WPS ¢ momompio web-uHTEpdeiica M C MOMOIIBIO
annapartHoil kHoniku WPS/RESET na xopnyce yctpoiicTsa.

YroOrl akTHBHpOBaTh PyHKIMIO WPS ¢ MOMOIIBI0 KHONIKK Ha KOPITyCe, CIBUHBTE MEPEKIIoYaTesb
Bknroyate Wi-Fi npu aktmBauun c¢pyHkummn WPS ¢ nomouwbio annapatHOM KHOMKU
BIIpaBO. 3aTeM IpU BKIOYEHHOM YycrpoiictBe HaxxmutTe kHonky WPS/RESET u otnycrure.
Ceroaunonusiii uHaukarop becnposognas cers/WPS noikeH HauaTh MenaeHHO muratb. Kpome
TOT0, TIPY HAXATHH HA KHOTIKY BKJIFOYaeTCs OecripoBOAHON nHTEp(deiic yCcTpoiicTBa, eclii paHee OH
OBLJT BBIKJTFOYCH.
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Ecnu Bbl XoTHTe 3anpeTuTh akTUBaio GyHKIuM WPS ¢ moMoIpio KHOIIKM Ha KOPITyce, CIBUHBTE
nepexaouaresis Bkrovate Wi-Fi npu  aktmBaumm cdyHkumm WPS ¢ nomoubio
annapaTtHOM KHOMKW BieBo u ybOemutech, uro ¢yHkuus WPS He akTuBHpOBaHa B
web-uHTepdeiice ycTpoicTBa.

UroObr aktuBupoBaTh ¢(yHkmumro WPS ¢ momompio web-unTepdeiica, HaKMUTE KHOTIKY

BKITIOYNTb WPS.

Ecim ¢pynkius WPS akTuBupoBaHa, Ha CTpaHHUIe AOCTyIeH pa3aen MHdpopmauumsa.

MapameTp OnucaHue

Cocrosiaue ¢pynkuun WPS:
* CKOH(urypupoBaHO  (3agaHbl  BCe  HEOOXOAUMBIE
HACTPOWKH, OTH HACTPOWKH OyIyT MCHOIB30BAHBI TIPU
CTaHOBKE OECIIPOBOIHOIO COSIMHEHUS),
Cratyc WPS 4 P )
* He ckoHdurypupoBaHo (mocie akTuBanuu (yHKIIHA
WPS HazBanue cetm W Kimo4 mUGpoBaHUS OyIyT 3aaHbl
ABTOMATUYECKH, THIT CETEBOM ayTeHTU(PUKAIIMN U3MEHUTCS Ha
WPA2-PSK).
MUma cetu (SSID) HasBanue cetr MapuipyTH3aropa.
CeTteBas Tun  cereBoii  ayTeHTH(UKAUM,  33JaHHBIA  JUII  CETH
ayTeHTUdMKauus MaplIpyTH3aTopa.
WundpoBaHue Texymuit Tun mmdpoBanus, 3aJaHHBINA JISI CETH MapIIpyTH3aTOPA.
Texymmuit  mapons  mupoBaHUsA,  3aJaHHBIN J1  CEeTH
Maponb PSK Y P Pp A 8
MapIIpyTu3aropa.
Haxwmute KHOMKY At OOHOBICHHS AAHHBIX, MPEACTABICHHBIX Ha
OBHOBUTb : v A 8 pedt
JAaHHOMW CTpaHUIIE.
CBPOCUTb H . 5 . o WPS
aXMHTE KHOIIKY /7151 cOpoca mapaMeTpoB (pyHKINN .
KOH®OUIYPALIMIO Y AU COPOSA THAPANMETPOR By HIEH
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HacTtpowka maplupytusatopa

PykoBoacTBo nonb3osaTens

Ucnonb3oesaHue ¢pyHkyuu WPS u3 web-unmepdpetca

Jns moakirodeHHss K OCHOBHOM OecrnpoBOJHONM cet ¢ momoribio ¢GyHkiuu WPS BbimonHuTe

NEPCUUCIICHHBIC HUKEC Ilel\/JICTBI/IH.

1.
2.

Haxxmure knonky BKITFOUUTb WPS.
B paznene YnpaBneHue WPS naxmure knonky YCTAHOBUTb COEOUHEHUE.

Breibepute meron PBC B mnporpammHOoM oOecriedeHMH O€CpOBOJIHOIO YCTpOICTBa,
HOAKIJIF0YaEMOro K OECIIpOBOIHOIL CeTH.

HaxxmMuTe COOTBETCTBYIOIIYIO KHONKY Ha KOPIyCe WJIM B HPOTPAMMHOM OOECIIC€YCHUU
0ecrpoBOTHOTO YCTPOICTBA, MOAKIIOYAEMOT0 K OECIIPOBOHOM CETH.

Cpasy naxxmute kHonky COEAUHUTD B web-unrtepdeiice mapuipytusaropa.

Ucnonb3oeaHue pyHkyuu WPS 6e3 docmyna k web-unmepdgelicy

Br1 Mmoxere ucnonbs3zoBath GyHkuuo WPS, He oOpamrasce k web-uHTEepdeiicy mapuipyTuzaTopa.

J51st 5TOr0 HEOOXO0IMMO HACTPOUTH MApPIIPYTU3ATOP COOTBETCTBYIOIIUM 00pa3oM.

1.

3.

3amaiiTe COOTBETCTBYIONIME HACTPOWKM O€30MacHOCTH i OECHpPOBOIHOW  CETH
MapIIpyTU3aTopa.

Yoeaurecs, uro nepekiarodarens Bknrovare Wi-Fi npu aktnBaumm ¢pyHkuumn WPS ¢
NOMOLLbIO annapaTHOW KHOMKW CIBHHYT BIPARBO.

Haxxmure kHonky BKITFOUUTb WPS.

Brnocnenctsuu Bel Moxkere 106aBiATh yCTpOCTBa B OECIIPOBOJHYIO CETh IPOCTHIM Ha)KaTHEM Ha

kHoniky WPS/RESET mapuipyTtuzaropa.

1.

Breibepute meron PBC B mnporpammHOM oOecniedeHMH O€CIpOBOJIHOIO YCTpOICTBa,
HOJKJIF0YaeMOro K OeCIIPOBOIHON CETH.

HaxxmMuTe COOTBETCTBYIOIIYIO KHONKY Ha KOPIyCe WJIM B HPOTPAMMHOM OOECIIE€YeHUU
0ecrpoBOJHOIO YCTPOMCTBA, MOJKIIOYAEMOTO K O€CIIPOBOAHOM CETH.

Haxwmure xnHonky WPS/RESET wmapumpytusatopa u  ormyctute. CBETOIMOIHBIN
uHaukatop becnipoBoanasi cerb/WPS HauHeT MeUIEHHO MUTaTh.
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PykoBoacTBo nonb3oBartensi

WMM

Ha crpanuiie ®yHkummn | Wi-Fi / WMM Ber moxerte aktuBupoBaTh GyHkimoo Wi-Fi Multimedia
(WMM).

Oynkuus WMM peanusyer mexanm3Mm QoS st 6ecnipoBOAHBIX coenuHeHuid. OHa IMO3BOJIAET
VIYyYIIUTh KayecTBO mepeAaud MaHHbIX 1o Wi-Fi-cetu 3a cueT Ha3HaYeHUS MPHOPHUTETOB
pa3IMYHBIM THIAM Tpaduka.

Urobsl HacTpouTh (yHkmuio WMM, BbiOepure HEOOXOAMMOE NEHCTBHE B CIHCKE Pexum
paboThbl:

* ABTOMaTMYecKM — napamerpbl pyHkimun WMM HacTpauBaroTCs aBTOMAaTHYECKH (JaHHOE
3HA4YECHHE 331aHO 110 YMOIYAHHUIO).

*  BpyuHyr — napamerpsr pyHkimn WMM HacTpauBaroTcst Bpy4uHyo. [Ipu BeIOOpE 3TOTO
3HAYEHHUS Ha CTpaHHUIIe OTOOpaKaroTCs pas3zenasl Tovka goctyna u CtaHums.

* OTtknroYeHo — pyukimss WMM oTkiroueHa.

Wi-Fi Multimedia

MexaHuam YNyYLWEHNA Ka4ecTea pﬁ@OT:; 6ECF|)OBO,'JHOI:‘ cetn. He pPEKOMEHLYETCH CAMOCTOATENBHO M3MEHATEL 3aaHHble NapameTpbl

Pexum pafoTel

BpyuHyto -
Touka goctyna CraHuums
AC  AIFSN  CWMin  CWMax TXOP ACM  ACK AC AIFSN CWMin CWhax TXOP  ACM
BK 7 31 1023 0 off off BK 7 15 1023 0 off
BE 3 15 63 0 off off BE 3 15 1023 0 off
vl 1 7 15 94  off off Vi 2 7 15 94 off
VO 1 3 7 47 off off \Ye] 2 3 7 47 off

PucyHok 95. CmpaHuya 0nsi Hacmpouku ¢yHkyuu WMM.

B cucreme 3amadHbl Bce HEOOXOIMMBIE MApaMETPbBI JUIS gk WMM. HM3MmeneHnue
B  [mapaMeTpoB BPYYHVIO MOKET 0Ka3aTh HETATUBHOE BIIMSHME Ha Bamy 0ecripoBOIHYIO CETh.
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®yukuuss WMM no3BosisieT HazHavyaTh NPUOPUTETHI JIs YETHIPEX Kareropuil nocryna (Access
Category, AC):

*  BK (Background, ¢omnosviii pesxcum) — TpapuK C HH3KHM IMPHUOPUTETOM (3aJaHMs Ha
nevarth, 3arpy3ka (aiinos, mp.);

* BE (Best Effort, nyuwee xauecmeo u3 603mM024cH020) — TpauK OT yCTapeBIIUX yCTPOHCTB
WIN YCTPOICTB U MPUIIOKEHUH, KOTOpbIe He MOAIEepKUBAtOT GyHKIHI0 QOS;

* VI (Video, nepedaua 6uoeo);
* VO (Voice, nepeoaua 2onoca).

[TapameTpsl KaTeropuii JOCTyIa OMPEACICHBI KakK I caMoro MapipyTu3aropa (B pasuene To4vka
AOCTYyNa), Tak U JUist 0ECIIPOBOIHBIX YCTPOMCTB, MOAKIIOUCHHBIX K HeMy (B pasjaeie CTaHuumsA).

UroObl M3MEHUTHh NapaMeTphl KaKOW-THMOO KaTeropuu JOCTYIA, BBHIOEPHTE COOTBETCTBYIOUIYIO
CTPOKY M HaXMHUTE JIEBYI0 KHONKY MBIIIM. B OTKpBIBIIEMCS OKHE H3MEHHTE HEoOXOJIUMbIe
rapameTpsl.

Pepaktin poOBaHWE

TOUKM JocTyna:
Background

AIFSN*

CWhlin

31 -

CWhlax

1023 -

THOP*

I ACM

) ACK

COXPAHWUTb 3AKPBITE

PucyHok 96. OkHo Onisi usmeHeHus1 napamempos yHkuuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  koagghuyuenm
nepemMeHHO20 MeHCKaAOpo8020 UHMEPBAd.

AIFSN OTOT mapaMmeTp BIMSIET HAa BPEMEHHYIO 3aJIepXKKy MJsl JaHHOM
KaTeropuu noctyna. Yem MeHblIe 3HAYEHUE JAaHHOTO Mapamerpa,
TEM BBIIIE IPUOPUTET KATETOPUH JOCTYTIA.
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MapameTp OnucaHue

Contention Window Minimum — MuHuManibHull pazmep OKHA

KOHKYPEHMHO020 00CMYnd.

Contention Window Maximum — MAaxKcumanibHwvilli pasmep OKHA
KOHKYPEHMHO20 00Cmyna.

CWMin/CWMax

DTH MapaMeTpbl BIUSIOT HAa BPEMEHHYIO 3aCPXKKy U TaHHOM
kateropun mpoctymna. 3Hauenue moass CWMax He 10mkHO OBITH
menbie 3HadeHus mons CWMin. Uem MeHble pasHHIlAa MEKIY
sgauyenneM nojass CWMax u 3nauennem noias CWMin, tem Buime
MIPUOPHUTET KATETOPUH JOCTYTIA.

Transmission Opportunity — 03MONCHOCHb nepedaiu OaHHbIX.

TXOP Uem Oombllle 3HaYEHHE JAHHOTO MapaMeTpa, TEM BBIIIE MPHOPUTET
KaTeropuu JI0CTyIma.

Admission Control Mandatory — 00s3amenvhviti  KOHMPOb
oonycka.

ACM
Ecnu mepexirouaTens CABHHYT BIIPABO, YCTPOMCTBO HE MOXKET
UCTIOJIB30BaTh JIAHHYIO KaTErOpHUIO JOCTYyIIA.
Acknowledgment — noomeepacoenue npuema.
Peakiuss Ha 3ampochl OTKIMKAa BO BpeMs Iepeladyd JaHHBIX.
OTtobpaskaeTcst TOJIBKO B paszieie ToYKa gocTtyna.

ACK Ecnu nmepexitouaTens CIBUHYT BICBO, MApIIPYTH3aTOp OTBEYACT Ha

3aIPOCHI.

Ecnu  nmepexnmrouarens CABHHYT BIOpPaBO, MapUIpyTH3aTOp HE
OTBEYAET Ha 3aIPOCHI.

Haxxmure kHonky COXPAHUTD.
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PyKOBO,EI,CTBO nonb3oBartens

KnueHT

Ha crpanuiie ®yHKummn |/ Wi-Fi / KnuneHT Bsl MoXxeTe HAaCTpOMTH yCTPOMCTBO B KadecTBe
KJIMEHTA JUIS TTOIKITFOUCHUS K OECTIIPOBOTHON TOYKE JIOCTYIIA MM K CETH OECIPOBOIHOTO HHTEPHET-
npoBaiinepa (WISP).

® Brounts

. Bewars GecnpoeogHywo ceTk 2.4 Ty

MogknioueHue K ceTh

BeiGpaTk ceTk M3 cnvcKa -

NPUMEHUTL

Becnporogtie cetu OEHOBWUTE CMUCOK
Mms cetn (SSID) Hactpoiikn GesonacHocT Kanan

3 [SDK2] DIR-825ACG1-38B3-38B2 [WPA2-PSK] JAES] 1

% DIR-882 [WPA2-PSK] [AES] 1

PucyHok 97. CmpaHuua 05151 HacmpoUlKu Mapwpymusamopa 6 Kayecmee KiueHma.

YToObl HACTPOWUTH YCTPOWCTBO B KayeCTBE KIUCHTA, CABHHBTE IMepekiouarens BKNOUYUTb
BIpaBo. [Ipu 3TOM Ha cTpaHulle 0TOOpAXKAIOTCS CAEAYIOLIUE IIEMEHTHI:

MapameTp OnucaHne

Ecnu  mepexnrouaTens CHBHHYT BJIEBO, YCTPOMCTBa HE MOTYT
Bewartb 6ecnpoBogHytlo| moaxiwuateess kK Wi-Fi-cetn  mapupyrtuzatopa. Ilpu  atom

cetb 24 Ty MapIIpyTHU3aTOp MOXKET MOJKII0YAThCS K JIPYroid TOYKE AOCTYyTNa B
kauectBe Wi-Fi-knuenTa.

MopknioyeHme k ceTm | Crioco6 MOAKIIOUEHHs K APYTOii TOUKE JIOCTYIIA.

B paznmene BecnpoBoAgHble CeTU 0TOOpa)kaeTcsi CIUCOK JOCTYIHBIX OECIPOBOIHBIX CETEH.
YroObl Ha cTpaHMLEe OTOOpa3Uach camasl akTyajibHas MH(OpMaIHs O JOCTYIHBIX OECIIPOBOIHBIX

cersix, Haxxmute knonky OBHOBUTb CMUCOK.

UTOoOB!I MOJKITIOYUTHCS K KAaKOH-IMOO CETH W3 CIHCKA, BBIICIUTE HEOOXOANMYI ceTh. CIBUHBTE
nepekiaouaresis [apamMeTpbl CeTU BmpaBo, 4ToObI B OKHE OTOOpa3miach Ooyiee MOAPOOHas
uHPOpPMAITUSI O CETH, K KOTOPOH MOJKITI0YAeTCS MapIipyTu3arop. Eciu s moaKITioueHus K 3TOH
CeTH HYXEH TapoJib, BBEIUTE €ro B COOTBETCTByIomee moje. Haxmure KHOMKY

NOAKNIOYNTBLCA.
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PykoBoacTBo nonb3oBartensi

YToOBI MOAKIIOYNTECS K CKPBITOM ceTH, B packpbiBaromieMcsi crnucke lNogkniovyeHne K cetu
BeIOepHTe 3HaucHue MOAKMNIOYNTLCA K CKPbITOW ceTWU. Beenure HasBanue cetu B noje Mmsa
cetn (SSID). Eciu Heobxoaumo, 3anonuure noie BSSID. 3atem BoiOeprTe HEOOXOAUMBIN THIT
ayreHtudukanuu B ciucke CeTeBasi ayTeHTUMKaLMA.

s tunoB cereBoit aytentudukaimun Open u WEP Ha crpanuiie oToOpaxkatoTcsi ClICAyIOIIHE
HACTPOUKHU:

MapameTp OnucaHune

Tonvko 0 muna aymenmuguxayuu Open.

Urto6sl AKTUBUPOBATH WEP-mmudposanue, CIBHUHBTE

Bknounts HEPEKIIoYaTellb BIPaBo. IIpH 3TOM Ha CTpaHUIIE OTOOpa)KaeTCs
wudgposaHue WEP packpeiBaromuiics cnucok Homep Kro4ya no ymMomnyaHuio,
nepekiatouarens Knod wudposanna WEP kak HEX u detsipe
nojist Knoy wndpoBaHus.

Howmep kntoya no Homep xmroua (ot 1-ro 10 4-ro), KOTOphIA OyAET MCHOIB30BATHCS
yMon4aHuio s WEP-mudpoBanus.
Kntoy wudpoBaHua CnBuHbTE MEPEKITI0YATENb BITPABO, 9TOOBI 3aJ1aTh
WEP kak HEX MIECTHAAIATEPUIHOE YHUCIIO B KAYECTBE KITFOYA IS (P POBAHMS.

Kitoun ans WEP-umdpoBanus. [lpu mmdpoBannn ucnoiabzyercs
KJIF04, HOMEp KOTOpOTo yKa3aH B pacKkpbiBatroniemMcs criucke Homep
Kno4ya no ymonyaHuiro. HeoOxoaumo 3amojHUTh BCE IOJIA.
Haxxmure Ha 3Hauok [lokasaTb (&), 4roObl 0OTOOpa3’uThH
BBEJECHHBIN KIIIOY.

Hus tunoB cereBoii ayrentudukanuun WPA-PSK, WPA2-PSK u WPA-PSK/IWPA2-PSK
mixed Ha cTpaHuIle 0OTOOPAKAIOTCS CIICAYIOIINE OIS

MapameTp OnucaHune

[Mapons g WPA-mmdpoBanus. Haxmute Ha  3HAYOK

Knto4 wudpoBaHus
(1-4)

Maponb PSK .
MNMokasaTb (&), yToOB 0TOOPA3UTH BBEACHHBIN APOITh.

Tun wudpoBaHus Mexanusm mudposanus: TKIP, AES wiun TKIP+AES.

[Tocrne 3ananus mapametpoB Haxxmute kHonky MPUMEHUTD.

[Ipy nopxnroueHMH K OECpOBOJHOW TOYKE JOCTyna KaHan OecrnpoBogHoi cetn DIR-615
ABTOMATUYECKU MEPEKIIFOUNTCS Ha KaHall 3TOM TOYKHU JOCTYTIA.

Kpowme Toro, Ha cTpanmiie oToopazutcs pasaen MHpopmaumsa o noaknovYeHun, B kotopom Bel
CMOXKCTEC MMOCMOTPETL CTATYC INOAKIIOYCHHUA K CETU U OCHOBHBIC €€ ITapaMETPhI.

Ecnu Brl nogximrodaeTech K ceTH OecripoBOAHOTO HHTEpHET-TIpoBaiiaepa (WISP), mocne nHactpoiiku
YCTPOWCTBA B KauecTBE KIMEHTa HeoOXxonumo co3natb WAN-coeIuHEeHne ¢ COOTBETCTBYIOIIMMU
napametpamu 1yist uatepdeiica WLAN.
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PyKOBOJJ,CTBO nonb3oBartens

OrpaHuyeHue CKOpoCTH

Ha crpanuiie ®yHkummu |/ Wi-Fi / OrpaHuyeHue cKOpoOCTM Bbl MoxeTe OrpaHHYHTH
MaKCHMAJIbHYIO MPOIYCKHYIO CIIOCOOHOCTh HMCXOMSIIEr0 W BXOMAIIEro Tpaduka Ui KakI0ro
0ecrpoBOIHOTO KJIIMEHTa MapuIpyTu3aTopa mo ero MAC-aapecy.

OrpaHu4YeHne cKopocTy

He coapaHo HW ogHoro npaevna

LOBABUTb

PucyHok 98. CmpaHuya ®yHkyuu / Wi-Fi / OepaHu4eHue ckopocmu.

Ecnu Bbl XoTHTE OrpaHMYNTh MAaKCHMAaJbHYIO MPOIYCKHYIO CHOCOOHOCTh Tpaduka sl Kakoro-
71100 OeCpOBOAHOTO KIMEHTa MapIIpyTU3aTOpa, CO3aiTe COOTBETCTBYIONIEe MpaBmiio. [ sToro

naxmuTe kuonky JJOBABUTb ().

Jo6asneHue npasuna X

® BuioueHo

Mepenaya AaHHLIX

) be3s orpaHuyeHwii

MakcumaneHas ckopocTe (MEunT/cek)*

Mprem aaHHbIX

J  bes orpaHuueHwin

MakcumaneHan ckopocts (MBuT/cex)*

COXPAHUTBH

PucyHok 99. OkHo 0151 HacmpoUKu ogpaHU4eHUusi CKopocmu.
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B otkpeiBIIEMCS OKHE BBl MOXETE 3a1aTh CIEAYOLIME TAPAMETPBI:

MapameTp OnucaHune

Ecnum  nmepexkmrouaTens CABHHYT BIPAaBO, IMPABHIO AKTHBHO.
BknrouyeHo CaBuHBTE MEPEKITIOYATENb BIEBO, €CIIM XOTUTE OTKIIOYUTH JTAHHOE
MIPaBUIIO.
BBegure B mone MAC-ampec ycrpoiicTBa, IIf KOTOPOro OyIeT
MAC-agpec ¢ pec yceTp > P Yy
JeCTBOBATH JJAHHOE TIPABHUIIO.
Mepenpaya AaHHbIX
3amaiiTe MakCHMaJ bHOE 3HAYEHHE CKOPOCTH MCXOISIIETO Tpaduka
MakcumanbHasn -
CKOPOCTD (B MOuT/c) win caBUHBTE Nepekiouatesib Be3 orpaHnyeHumn
BIIPaBO, YTOOBI HE OIPAHUIMBATH CKOPOCTH UCXOISIIECTO TpaduKa.
Mpuem AaHHbIX
3amaiiTe MakCHMaJbHOE 3HAYEHHE CKOPOCTH BXOISIIETO Tpaduka
MakcumanbHasn -
CKOPOCTD (B MOuT/c) WM caBUHBTE Nepekiouatesir Be3 orpaHnyeHumn
BIIPABO, YTOOBI HE OTPAHUYNBATH CKOPOCTH BXOJSIIETO Tpaduka.

[Mocne 3amanus HeoOXoAUMbIX MapamerpoB Haxxmute kHonky COXPAHUTD.

UToOsI 3a1aTh ApyTUe MapaMeTphl sl KaKOTO-IM00 MpaBMiia, BRIOEPUTE HEOOXOIUMOE MPABHIIO U

Ha)XMHUTE JICBYIO KHOINKY MBIIIM. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOIHMMBIC MapameTpbl W
Haxxmure kHonky COXPAHUTD.

YroObl yJaiuTh Kakoe-JIn0o MpaBHIIO, YCTAHOBUTE (PIIaXKOK ClieBa OT COOTBETCTBYIOLIEH CTPOKHU

tabmuibl 1 Haxxmute kHonky YAAJIUTb (le ).
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I OMNOJZIHUTEJNILHO

Ha crpanunie pazmena ®yHkumu /| Wi-Fi /| [JononHuUTenbHO Brl MoxkeTe ONpeaeauTh
JIOTIOTHATEIHHBIC TTapaMeTPhl, BIUSIOIINE Ha padoTy Bamielr 6ecripoBoIHOM ceTH.

I/I3MeHeHI/I$I Ha[}aMeT[ZOB Ha QaHHOfI CT[Z&HI/IQQ MOI‘YT 0OKa3aThb HCraTMBHOC BJIHMIAHHC HaA
B  Bamy 6eclipoBOJIHYIO CETb.

LononHutenbHsle HacTponkn Wi-Fi

Bbl MoxeTe onpenennTe JONOMHNTENLHLIE NapaMeETPbl, BNMADLWME Ha paboTy Bawei GecnposoaHoii ceTu.

LupWHa kaHana Short G|

20/40 My - BKNHOYUTL -
@ Hcnonb306aHUE LWUPUHEI OOH0Z20 WU HECKOMbKUX KaHanos GecnpogodHol Mepwon BelaHnA beacon-HpeAmMos (B MHUNNMCEKYHIaxX)"

CEMU 0AHOBPEMEHHD 100

@ Tekyiwan wupuna kanana: 40 My
Mopor RTS (e Gantax)®

J»  AsTocornacoBanue 20/40 (Coexistence) 2347

A " { T . e
MowHocTE HanyyeHna (8 npouexTax) Mopor doparmeHTaunK (B banTax)’

100 v 2346
A 3anpeTuTe MyNLTUKAcT MNepwon DTIM (8 beacon-tpedmax)*
1

® Janpewaem ucnomeiceanus multicast-mpaghura (IGMP, SSDP um.n.) &

GecnposodHod cemu. B HEKOMOpLIX CMYYaAX NOIB0NAEM MO8LICUMS i
Bpemna Ge308ACTEMA A0 OTKNHYEHWA (B cexyHgax)®

0

Mpou3soAUMEnBEHOCTIE

0 AJanTUBHbIA PEXKUM

YmeHslwaem enuatue Ha pabomy dpyzux Gecnposodneix yempoldcms &
¥ APy L
FazpymeHHbix cpedax. Mowem cHUZUMb MpouseodumensHoCTs coBCmasHHoN

GecnposodHod cemu

PucyHok 100. CmpaHuya dononHumersbHbIX Hacmpoek 01151 becrnpo8odHoU cemu.

Ha cTpanurie npencTaBiieHbl CIEIYIONNAE YIEMEHTHI:

MapameTp OnucaHwue

[lupuna xanana g ycrpoicts ctanaapra 802.11n.

* 20MHz - ycrpoiictBa crtanmapra 802.11n paboratoT Ha
LUnpuHa kaHana KaHayax mupuHoi 20 MI .

* 20/40MHz - xmumentsl cranmapta 802.11n pabotatorT Ha
kaHanax mupuHoit 20 MI'n nnm 40 MI'n.
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PykoBoacTBo nonb3oBartensi

MapameTp OnucaHune

CaBuHbTe nepekiodarens BrpaBo, yToosl DIR-615 aBromatnuecku
BBIOMpa mupuHy KaHana (20 MI'y winm 40 MI'1r) B 3aBUCHMOCTH OT
ABTOCOrnacoBaHve | HajJuyus JAPYrHX TOYEK JOCTYIa B 30HE JCHCTBUS CBOCH CeTH (Takas
20/40 Coexistence HACTPOWKAa MOJKET CYIIECTBEHHO CHHU3UTh CKOPOCTh Iepelavn
TaHHBIX B ceTH). [lepexioyarenb OTOOpakaeTcs, €Cd B CIHCKe
LlWvpunHa kaHana seieneHo 3naucnue 20/40 MIMy,.

MoLHOCTb U3ny4YeHnsa | MomHOCTh epeaaTynka (B MPOIEHTAaXx).

ChaBuHbTE  mepekioyaTeNb ~ BIOPaBO,  YTOOBI  3alpeTHTh
MHOTOQJIPECHYI0 pacchlIKy (multicast) ams OecnpoBOAHON ceTu
Mapuipytuzaropa. CHOBUHBTE TEpEKIIOYaTeNlb  BIEBO, YTOOBI
paspemmth npuem multicast-tpagpuka ¢ WAN-coeauHeHus,
BbIJICNICHHOTO Ha cTpanuie ®yHKumu [/ [dononHutenbHo /
IGMP.

3an pPeTUTb MyJnbTUKACT

ChaBuHbBTE MeEpeKiIoYaTeslb BIPaBO, YTOOBI OecHpOBOAHASI CETh
MaplIpyTH3aTopa HeE cO3/JaBajia MOMEX pajgapam | JpYTuM
ApanTUBHBLIA PEXUM | MOOWIBHBIM WIM  (DUKCHPOBAaHHBIM  paguocucreMaMm. Takas
HACTpOMKa MOXET 3aMeIUIuTh paboTy OecpOBOAHOW ceTH
MapIIpyTH3aTopa.

3amuTHBIA WHTEpBad (B HaHOCeKyHOax). JlaHHBIM mapamerp
omnpenessieT MHTEpBal MEXKIYy CHMBOJIAMH, IEpEAaBaeMbIMU IIpU

B3aUMOJICIICTBUN MapuipyTusaropa c 0ecrpoBOIHBIMU
YCTPOMCTBAMM.
* BknounTb — MapuIpyTH3aTOp HCHOJB3YEeT KOPOTKUH

3alIUTHBIA ~ WMHTEpBal, MPOAODKUTEIBHOCTH  KOTOPOTO
cocraBisier 400 Hc. Tompko s  pexUMOB  pabOTHI
OecripoBOIHON ceTH, mojiep:kuBaronmx crangapt 8§02.11n
(cM. 3HaueHHE pacKphiBatolierocs cnucka becnpoBogHomn
pexum na crpanuie HacTtpouku / becnpoBopgHas
ceTb).

Short GI

*  BbIKNHYUTb — MapIIPyTHU3ATOP HCIIOJIB3YET CTaHIAPTHBIN
3alIUTHBIA ~ MHTEpBaJ, MPOJOJDKUTEIBHOCTh  KOTOPOTO
cocrtaBisteT 800 Hc.

Mepuopn BewaHus WurtepBan (B MHUIMCEKYHIAX) MEXIy OTIPAaBKOH IMaKeToOB s
beacon-hpenmoB CHHXPOHH3AIMU OECIIPOBOTHOMN CETH.

MuHnumanbHbI pasmep makera (B Oaiitax), ansi KoToporo Oyner
nepenaBatbest RTS-kanp.

Mopor RTS

MakcumanbHblii  pazMep HedparMeHTUpyeMoro  (HeIeIrMOro)
MNMopor chparmeHTaumm | makera (B Oaiitax). [lakersl Gonblero pasmepa (pparMeHTUPYIOTCS
(pa3buBarOTCS Ha YacTH).
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HacTtpowka maplupytusatopa
PykoBoacTBo nonb3oBartensi

MapameTp OnucaHune

KonuuectBo  beacon-dpeiimoB  mexnay  otnpaBkoid  DTIM-
Mepuvop DTIM cooOnieHn# (yBEIOMIICHHI O TIOCIICAYIONICH MHMPOKOBEINATSILHON
(broadcast) wm rpymnmoBoi (multicast) mepenaue).

HNutepBan (B cekyHOax) MeXAy TNPOBEPKAMH  aKTHBHOCTH
OECIIPOBOJIHBIX YCTPOMCTB, BXOMAIIMX B JIOKAJIbHYH ceTb. Eciu
3ajaHo 3HaueHue 0, MpoBepKa HE BBHITOIHICTCS.

Bpems 6e3pencreua oo
OTKIOYEHUsA

[Tocne n3amenenus napametpos Haxxmute kHonky MPUMEHUTD.
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HacTpoiika maplipyTtusatopa
PykoBoacTBo nonb3oBartensi

MAC-cbunbTp

Ha crpanune ®@yHkumnmn / Wi-Fi | MAC-cbunbTp Bol MmoxeTe onpenenuts cricok MAC-aapecos
YCTPOWCTB, KOTOphIe OYyIyT MMETh IOCTYIl K OecrnpoBoaHO# ceru, nubo 3amate MAC-ampeca

YCTpOﬁCTB, KOTOPBIC HEC CMOTYT IMOAKIIFOYAThCA K HEH.

' Pekomennyercss HactpanBarth Wi-Fi MAC-buieTp 4yepe3 OPOBOIHOE MOAKIIOYEHHUE K
m DIR-615.

MAC-cunsTp

DIR-XXX-A10F
(D) OtkniodeHo

dunesTpbl
He coagaro Hu oghoro npasuna ans MAC-cdunetpos

I Pexomennyetcs HacTpausatb Wi-Fi MAC-thunsTp yepea NnpoBoaHOE NOAKMIOHEHNE K YCTPOIACTBY

PucyHok 101. Cmparuua 0nsi Hacmpouku MAC-¢gunbsmpa 0ns 6ecripogodHol cemu.

[To ymommuanuro Wi-Fi MAC-¢unbTp OTKITFOUEH.

Hs mactpoiiku MAC-¢unbprpa cHawanma HeoOxomumo 3aaarh mpaBuia (ykasate MAC-aapeca
YCTPOMCTB, IJii KOTOPBIX OyIyT MPUMEHSTHCS PEKUMBI OTpaHUYCHUH, 3a/JlaBacMble Ha JTaHHON

crpanuie). [Jyis storo Haxxmure knonky JJOBABUTD ( + ).

[JobasneHue npaBuna

55D

DIR-XXX-A10F -

@ Ana dannod cemu MAC-hUnbmpe! OMKNCHEHE!

>-aapec”

Wma ycTpoiicTea
® Brounts

COXPAHUTb

PucyHok 102. OkHo 0nsi dobaeneHus npasuna MAC-¢gunbmpa.
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HacTpoiika maplipyTtusatopa
PykoBoacTBo nonb3oBartensi

Br1 MmoxkeTe 3a1aTh CJICAYIOIUC MapaMETphl:

MapameTp OnucaHune

becnipoBogHast ceTh, uIsi KOTOpOM OyneT OeHCTBOBATH JTaHHOE
SSID npaBuiio. Beibepute He0OX0AMMOE 3HAYCHHE B PACKPBIBAIOIIIEMCS
CITHCKE.

BBeaure B mone MAC-aapec ycTpoiicTBa, s KOTOPOTO OyAeT
MAC-aapec ¢ - pec yCcTp & p M
JIEHCTBOBATD 3a/IaHHBIA PEKUM OTPAHUYCHHA.

Hasanue  yctpoiictBa ans  ynoOHON — uaeHTU(UKAIMH

Uma ycTpouctea .
(neobsi3amenvublil napamemp). MoXeT OBITh TPOU3BOJIHHBIM.

Ecnu mepexitouatens CABUHYT BIIPaBO, MPAaBUJIO AKTHUBHO.
BknouuTtb CaBuHBTE TEPEKNIIOYaTeNbh BJIEBO, €CIH XOTHTE OTKIIOYHTH
JTAaHHOE TPaBUJIO.

[Mocne 3amanus HeoOXoaUMBIX apameTpoB Haxkmute kHonky COXPAHUTD.

UYroObl W3MEHUTHh MapameTpbl CYIICCTBYIONICTO TpaBwia, B pasaeic @®OURbTPbl BbiOepUTe
HEOOXOAMMOE MPAaBWIO M HAXKMHTE JIEBYIO KHONKY MBIIIH. B OTKpBIBIIEMCS OKHE H3MEHHTE
Hactpoiiku u Haxkmute kHonky COXPAHUTD.

UroObl yaanuTh Kakoe-Iu0O0 MPaBWIIO C JaHHOW CTpaHUIlb, B pazaeic ®PUIbTPbl yCTaHOBUTE
(b1aXoK, pacHOJIOKEHHBIM CleBa OT COOTBETCTBYIOIIETO TMpaBWJa, M HAXMHUTE KHOIKY

YOANUTD ([)).
[Tocne 3aganust mpaBui HEOOXOIMMO HACTPOUTH PEKUMBI OTPAaHUYECHUH.

YroObl OTKPHITH OECHPOBOJHYIO OCHOBHYHO WIIM JOMOJHHUTEIBHYIO CETh s ycTpoiictB, MAC-
ajzipeca KOTOPBIX YyKa3aHbl Ha JaHHOW CTPaHUIIE, M 3aKpBITh €€ JUIsl BCeX JAPYTHX YCTPOICTB,
BBIJICIIUTE CTPOKY CETH M HAXMHUTE JICBYIO KHOINKY MBIIIKM. B OTKpHIBIIEMCS OKHE CIBHHBTE
nepexiodarens Bkmounte MAC-cpunbTp Brpaso. [Ipu 310M 0TOOpa3UTCs pacKpbIBAIOIIUIACS
circok Pexxum orpaHnyeHnn MAC-cpunbTpa. Beibepute 3nauenue PaspelnaTtb u Haxmure
kuonky COXPAHUTD.

YT10oOBI 3aKpBITH OECIPOBOAHYIO CETh Ul YCTPOWCTB, ajpeca KOTOPBIX YKa3aHbl Ha JaHHOM
CTpaHHIle, B packpbiBaroiuemcs crnucke Pexum orpaHunveHun MAC-counbTpa Bbigennte
sHayeHue 3anpewartb u Haxmute knonky COXPAHUTDb.
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HacTpoiika maplipyTtusatopa

PyKOBO,EI,CTBO nonb3oBartens

®yHkyuu / [JonostHUMesr1IbHoO

UPNnP IGD

Ha crpanune ®yHkuun /| [OononHutenbHo / UPnP IGD Bsi Mmoxere paspemmrs
ucnoiabs3oBanue nporokoiaa UPnP IGD. Mapmpytuzatop ucnonssyer nporokon UPnP IGD s
ABTOMATHUYECKOW HACTPONKM CBOMX IapaMeTpOB Ui CETEBBIX MPHIOKEHHH, paboTa KOTOPBIX
TpeOyeT BXoAsdllee NOJKIIUYEHUE K MapIIPyTU3aTopYy.

® BouTE

IPv4 IGD

MpoTokon P-agpec BHyTperHWiA nopt BHewHrwii nopt OnucaHne

PucyHok 103. CmpaHuya ®yHkyuu / JononHumensHo / UPnP IGD.

Ecan Bwl xotute BPYYHYIO 3aJdaBaTb BCC I1apaMCTpPhI, HCO6XOI[I/IMBIG JJIA pa60TLI CCTCBBIX
NPWIOKCHUH, CABUHBTE IEpeKiItouaTe]b BKMAKOYMTBL BieBo. 3areM mepeiiuTe Ha CTPaHUILY
®yHkuum |/ [dononHutenbHo / BupTyanbHble cepBepbl u 33aaiiTe HEOOXOAUMbBIC
HaCTPOMKH.

Ecnu Bl xoTuTe pazpemnts ucnonb3zoBanue nporokosna UPnP IGD B mapuipytuzatope, ciBUHbTE
nepekirovaTesb BKIYNUTBL Bripago.

[Ipy ucnonp30BaHMU MNPOTOKOJNA HA CTPaHMIIE OTOOpa)karoTCs IMapamMeTpbl MaplIpyTHU3aTopa,
HAaCTPOCHHBIE ABTOMATHYECKU:

MapameTp OnucaHune

I'IpOTOKon HpOTOKOJ'I 00MeHa CeTeBLIMU ITaKETAMM.

IP-appec IP-agpec kiMeHTa, HAXOAALIErOCs B JIOKAJIBHOM CETH.

[Topt IP-agpeca kimeHTa, HAa KOTOPBIA OyneT mepeaspecoBbIBATHCS

BHyTpeHHU nopT
TpauK C BHEITHETO TOPTa MapIIPyTH3ATOPA.

Buemnuii nmopt wmapupyrtusaropa, TpadguK € KOTOpPOro Oyner

BHewHun nopt
nepeaapecoBbiBaThes Ha [P-anpec knnenra.

OnucaHue Nudopmanus, nepegaBaeMas KIMEHTCKAM CETEBBIM MTPHIIOKEHUEM.
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PykoBoacTBo nonb3oBartensi

YnaneHHbIA poCTyn

Ha crpannne ®@yHKumu /| [JononHutenbHo / YAaneHHbIW AOCTyNn Brl MoxeTe co31aTh
npaBuiIa Ui YIaJeHHOTO JOCTYIa K MapiuipyTu3aropy. 110 yMOTYaHHIO TOCTYIT K MapIIPyTH3ATOPY
U3 BHEIIHEH ceTd 3akpbiT. Ecimu Bam HEOOXOAMMO OTKpBITH JOCTYI K MAapIIpyTH3aToOpy U3
BHEIIHEH CETH — CO3/IaliTe COOTBETCTBYIOIINE MPABHIIA.

MpaBvna yoanéHHoro goctyna

He co3naHo HW ogHOMO NpaBuna Ans yoanéHHoro goctyna

AOBABUTE

Pucyrok 104. Cmpa+uua ®yHkyuu / JononHumenbHo / YOaneHHbIU docmyn.

Yt00bI cO31aTh HOBOE MpaBuiio, Haxxmute kHonky JJIOBABUTD ( + ).

JAobaBneHne npaBuna

Bepcus IP

IPv4 v

)= OTKpbITb gocTyn C ntoboro
BHeLUHero xocTa

IP-agpec*

Macka nogcetn*

BHeLUHWi nopT*

80

MpoTtokon

HTTP v

COXPAHUTE

PucyHok 105. OkHo dobaeneHus npasusna ydaneHHo20 docmyna.
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PykoBoacTBo nonb3oBartensi

B otkpeiBIIEMCS OKHE BBl MOXETE 3a1aTh CIEAYOLIME TAPAMETPBI:

MapameTp OnucaHune

Bepcus IP-mporokona, st KOTopoil OyneT MpUMEHSThCS JaHHOE
Bepcus IP TIPaBUIIO. Bri6epute COOTBETCTBYIOIIIEE 3HAYCHUE u3
PaCKpBIBAIOIIErOCs CIIUCKA.

OTKpbITb AOCTYN C CaBuHBTE MEpEKTIoYaTeab BIIPAaBO, YTOOBI Pa3peIInTh JOCTYIT K
noboro BHelWWHero MapupyTusatopy s jaoboro ysia. Ipu stom nons IP-agpec u
XocTa Macka nogceTu He 0TOOpaxarTCS.

V3en wnM noaceTh, Ui KOTOPOM [JAHHOE IPAaBWIIO pas3peruaer

IP-agpec
AP nocryn. Bel moxere 3anate [Pv4-anpec unu IPv6-anpec.

Tonvko 0ns npomokona IPv4.
Macka noacetu
Macka nozceru.

Tonvko ons npomokona IPv4.

BHewHui nopt BHemHuii opT MapipyTuzatopa. Bel MokeTe yka3aTh TOJIBKO OJUH
TOPT.
ITpoTokon JTOCTYIHBIA ISt JAICHHOTO TIpaBJICHUS
MpoTokon P ’ Y Y yip
MapuIpyTH3aTOPOM.

[Mocune 3amanus HeoOXoauMbIX apametpoB Haxkmute kHonky COXPAHUTD.

YT00BI 3a1aTh JpYyrue HapaMeTpbl JUIs Kakoro-iuOo MpaBuiia yOaJeHHOTO JOCTYIa, BhIOEpUTE
HEOOXOAMMOE TMPAaBWIO M HAXKMHTE JIEBYIO KHONKY MBIIIH. B OTKpBIBIIEMCS OKHE H3MEHHTE
HeoOxoauMbIe mapameTpbl 1 Haxxmute kHonky COXPAHUTD.

YToOBI YAAJIUTb KaKoe-I1100 MpaBUJIO YOAJICHHOI'O JOCTYyIla, YCTAHOBUTC (bnaxcmc CJIEBa OT

COOTBETCTBYIOMIEH cTpoku Tabnuisl ¥ Haskmute knonky YAANUTb (1),
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PyKOBO,D,CTBO nonb3oBartens

BupTtyanbHble cepBepbl

Ha ctpanunie @PyHKuum / [lononHutensbHo /| BupTtyanbHble cepBepbl Brl MoxkeTe co3aath
BUPTYyaJIbHBIE CEpPBEPbI, KOTOPHIC IO3BOJIAT TMEPEHANPABIATh BXOAALIMNA WHTEpHET-TpapuK Ha
onpeneneHHsblil IP-anpec B 10KaJbHOU CETH.

BupTyanbHble cepeepbl

He co3paHo HM opHoro BUPTYanbHoro cepsepa

NOBABUTh

Pucyrok 106. Cmpa+uuya ®yHkyuu / JononHumenbHo / BupmyanbHbie cepsepbl.

UYroObl co31aTh HOBBII BUPTYyasbHbIN cepBep, Hakmute KHOMKY JJOBABUTD ( -+ ).

O6wwKe HacTPONKK HacTpowrkn BHyTpeHHEN ceTu

Vs BHyTpeHHuii IP* v
WaGnoH

Custom - BHYTpeHHWit MopT (HavarnbHbIiA)*

WHTEpdERC

<Bce> - BHyTPeHHWIA NOPT (KOHEYHLIR)

MpoTokon

TCP v

HacTtpouku ny6nudHoi cetn

Cnenyiowlme NopTel MCNoNb3yTeA B KOHMUIypaLmMm
YAANeHHoro AoCTYNa K YCTPOACTBY W B OPYIMX
npasunax Ana BupTyanbHbix cepeepos: "8999"

Bbl He MoweTe UCMNoNL30BaTEL UX ONA JaHHoro
@ Bui Moxeme ykasams oduHouHeld IP-adpec unu IP-adpec nodcemu npasuna

Ynanexubin IP

(Hanpumep, 10.10.10.10/24)

YpaneHHsln IP x
DOBABWUTb YOANEHHbIW IP

BHeLHWii NopT (HauansH.In)*

BHELHWIt NopPT (KOHEYHI

NPAMEHUTE

PucyHok 107. CmpaHuya dobasrneHusi aupmyarbHO20 cepsepa.
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HacTpoiika maplipyTtusatopa
PykoBoacTBo nonb3oBartensi

Bsl MokeTe 3a1aTh ciaenyoue napameTpsl:

MapameTp OnucaHune

O6wme HaCTPOUKMU

st Haspanue BHpTyanpbHOTO cepBepa Uil YAOOHOW WACHTU(DUKAIIIH.
MoskeT OBITh POU3BOJILHEIM.
B packpeiBarormemMcsi CHUCKE BBIOCPUTE OJWH W3 TPHBEICHHBIX
La6noH mabJOHOB BUPTYallbHBIX CEPBEPOB WM BBIOGPUTE 3HAYCHHE
Custom (nonwv3zosamenvckuit), 4T00bI CAMOCTOSITEIBHO OMPEICITUTE
rapameTpsl BUPTYyaJIbHOTO CEpBeEpa.
< CoenuHeHne, K KOTOPOM Oymer TIIpUBA3aH CO3IaBaeMBbIil
UHTepdpenc 4 pomy oy P
BUPTYaJIbHBINA CEPBEP.
[Ipotokon, KOTOphIH  OyAeT  HWCHOJB30BaTh  CO3/IaBaCMbIN
MpoTokon BUPTyaJbHBI cepBep. BpiOepute HeoOXonuMMoe 3HAYE€HUE U3
PaCKpBIBAIOIIIETOCS CTHCKA.

HacTtponku nyénuyHom cetm

[P-agpec y3ma wiam TOACETH  KIMEHTa, KOTOPBIA  Oyner
MOJKIIIOYATHECS K BUPTYaJIbHOMY CEPBEPY.

YrtoObl 1006aBUTH elie oauH ajapec, Haxmute kHonky JJOBABUTb

YRanenuem IP YOANEHHDbIN IP u BeesuTe aapec B 0TOOpasHBIIEHCS CTPOKE.

UToOB!l yIaauTh aipec, HAKMHUTE Ha 3Ha4OK YAANUTb (*) B CTPOKe
azpeca.

Ilopr  mapumpytuzatopa, Tpaduk ¢  KoToporo  Oyzer
nepeajgpecoBbiBaThcd  Ha [P-agpec, ompenensemMblii B MoJie
BHyTpeHHUN IP B pasmene HacTpomMku BHYTPEHHEW ceTwm.
3aiaiiTe HayaJIbHOE M KOHEYHOE 3HAaYeHUs JMana3zoHa nopros. Ecinu

BHewHun nopt
(HavanbHbIK)/

BHewHun nopt

. HCO6XO,[[I/IMO YKa3aTb TOJIBKO OJHWH IIOPT, 3aJ:[a171Te €ro B IOJIC
(KOHeYHbIN)

BHewHMW nopT (HavyanbHbIM) U HE 3aNOJHAWUTE IMOJE
BHewHUX NOpPT (KOHEYHbIN).

HacTpouku BHyTpeHHen ceTun

[P-agpec cepBepa, HaxoIALIErocs B JOKAIBHOW ceTH. Brl moxere
BBIOpAaTh  YCTPOWCTBO, TOAKIIOYEHHOE K  JIOKAJIBHOW  CETH
BHyTpeHHun IP MapuipyThzatopa B JaHHBIA ~ MOMeHT. Jlns  3TOro B
PacKphIBAIOIIEMCSI CITUCKE BBIOEPHTE COOTBETCTBYrommii IP-ampec
(pu 5TOM M0JI€ 3aTOTHUTCS] aBTOMATHYECKH).
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MapameTp OnucaHune

ITopr IP-ampeca, 3amaBaemoro B mosie BHyTpeHHun IP, Ha
KOTOpBI ~ OyZeT  mepeaapecoBbiBaThCst  Tpahuk ¢ mopra
MapIIpyTH3aTopa, 3a1aBaeMoro B nojie BHeWHWN nopT. 3amaiite
HavaJlbHOC W KOHEYHOE 3HAUCHHWS Juama3oHa MmoptoB. Eciu

BHyTpeHHU nopT
(HavanbHbIN)/

BHyTpeHHU nopT

. HCOGXO,Z[I/IMO YKa3aTb TOJILKO OJHWH IOPT, 3a;[a171Te €ro B IIOJIC
(KOHeYHbIN)

BHyTpeHHUM noOpT (HayanbHbIA) ¥ HE 3aroNHSANTE MoJie
BHyTpeHHU NopT (KOHEYHbIN).

Haxxmure knonky MPUMEHUTD.

YToOBI 3a1aTb ApPYTHUC MapaMeTpbl AJId CYHICCTBYROLICTO CEPBEpPaA, BBI6epI/ITe COOTBCTCTBYIOIYIO

CTpOKy B Tabuuie. Ha oTKpbIBIIEHCS CTpaHMIle U3MEHUTE HEOOXOIMMBbIE MapaMeTpbl U HaKMUTE
kHorky MPUMEHUTD.

YroObl yJaluTh cepBep, YCTAaHOBUTE (DIaKOK cjeBa OT COOTBETCTBYIOLIEH CTPOKHM TaOIMLbI U

naxmute kaonky YOAJIUTb ([ ). Ber Taxoke MoxkeTe ynanuTh cepBep Ha CTpaHHIE H3MEHEHHS
apameTpoB.
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PyKOBO,EI,CTBO nonb3oBartens

HacTtpowka maplupytusatopa

KnuenTt TR-069

Ha crpannne ®yHKuum |/ JononHutenbHo / KnueHT TR-069 Bbl Mo)eTe HacTpOWTH
MapUIpyTU3aTOp I B3aUMOJICHCTBUS C YIAJICHHBIM CEpBEpPOM aBTOKOH(uryparmu (Auto

Configuration Server, ACS).

Knuent TR-069 wucnone3yercss ans ynalneHHOTO HaOmoAeHHs 3a paboToil ycTpoHcTBa U

YIIPaBJICHUS UM.
Knuent TR-069

WHTepdenc”

ABTOMaTUYECKNIA

@ BouNTE KMEHT TR-069

HacTtpoiikm cepeepa
aBTOKOHUrypauum

URL-agpec

Mma nonb3oBatens

n apone

HacTponkn onoeeleHns

@ BxnoueHo

KHTepean (B cekyHaax)

120

HacTtpowkn ConnectionRequest

MMmA nonsaoeatens

Mopt sanpoca
8999
L

MyTs 3anpoca

PucyHok 108. CmpaHuya Hacmpouiku knueHma TR-069.

Br1 MmoxkeTe 3amaTh CJICAYIOIUC MapaMeTphl:

MapameTp OnucaHune

KnueHT TR-069

UHTepdenc

Wnutepdeiic, xoTopbiii OyneT HCIONB30BATh MapIIPyTU3ATOp IS
B3aMIMOJICHCTBUS C cepBepoM aBTOKOHurypamuu. (OcTaBbTe
3HaueHne ABTOMaTUY€CKUMN, 4TOOBI YCTPOMCTBO caMO BHIOHMPAIIO
uaTepdeiic Ha OCHOBAHMM TaOJMIBI  MapUIPyTH3AIUH, WIA
BBIOEPHTE JIpyroe 3HaYCHUE, €CIIM ATOTO TpeOyeT Barn nposaiinep.

BKno4yuTb KNUeHT
TR-069

ChaBuHbTE MEpeKiIoYareab BIPAaBO, YTOOBI BKIIOYUTH KIMEHTA
TR-069.
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MapameTp OnucaHune

HacTpoiiku onoBeLeHus

CnBuHBbTE TMEpeKIoYaTeah BIOPABO, YTOOBI  MapIIpyTH3ATOP
BknroyeHo OTHPABISUT  OTYETHl (MHGpOpPMAIMIO 00 YCTPOHCTBE U CETEBYIO
CTaTUCTUKY) CEpBEPY aBTOKOH(UTypalnu.

UHTepBan 3anaiiTe mepuo BpeMeHH (B CEKyHAaX) MKy OTIPABKON OTYETOB.

Hactpowku cepBepa aBTOKOHUrypaumm

URL-agpec  cepBepa  aBTOKOH(UIypalUH, IpeI0oCTaBICHHBIN

URL-agpec N
IPOBaNIECPOM.

Nwms IIOJIB30BAaTCIIA JUIA NOAKIKOYCHUA K CCPBCpPY

Nma nonb3oBaTtens
aBTOKOH(HTypaIHH.

[Tapons s TMOAKIIOYEHHS K CEpBEpPY aBTOKOH(DUTYpaIHu.
Maponb Haxxmure Ha 3Hauok [lokasaTb (%¢), 4rto0bl OTOOpa3’UThH
BBEJICHHBIN I1apOJIb.

Hactpownku ConnectionRequest

Wmst mosip30oBaTessi, MCIOIb3yeMOE CEpPBEPOM aBTOKOH(UTYpalmu
Uma nonb3oBatens | s mepegayd  MapuIpyTH3aTopy — 3ampoca  Ha  COSAMHEHHE
(ConnectionRequest).

[Taposib, ucnonbp3yeMblii cepBepoM aBTOKOHGuryparuu. Haxmure

Maponb .
Ha 3Ha4ok [okasaTb (&), uroObl 0TOOPA3UTH BBEICHHBIH MAPOJIb.

ITopt, wcmons3yeMblii  cepBepoM  aBTOKoH(purypammu. Ilo
MopT 3anpoca P Y PEEP $uryp
YMOJIYaHUIO 3a1aH nopt 8999.

MyTb 3anpoca [TyTh, HCTIONB3yEMBIN CEPBEPOM aBTOKOH(PHUTYPAITUH.

[Mocrne 3amanus HeoOXoAUMBIX TapameTpoB Haxkmute kHonky MPUMEHUTD.
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CTaTuyecKkum MapwpyT

Ha crtpanuie @yHKummu / flononHutenbHo / Ctatu4yeckun mapupyTt Bol Mokere 3a1aTh
cratuyeckue (MOCTOSIHHBIE) MapIIPyThI.

HacTtpoiika mapLupyTusaumnn

He coanaHo HW ofHoro MapLipyTa

OOBABWUTb

PucyHok 109. CmpaHuya ®yHkyuu / JononHumensHo / Cmamuyeckul mapwpym.

UroObl 3a/1aTh HOBBI cTaTHYecKuil MapupyT, HaxmuTe kHonky [JIOBABUTbD ( + ).

JlobaBneHune

MapLupyTa

MpoTokon®

1Pv4 M

WHTepdeic®

ABTOMaTUYECKU v

CeTb HasHaueHua*

Macka ceTu HasHaueHua*

Wno3*

MeTpuka

COXPAHUTb

PucyHok 110. OkHo dobassieHus1 HO8020 Mapuwipyma.
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B otkpeiBIIEMCS OKHE BBl MOXETE 3a1aTh CIEAYOLIME TAPAMETPBI:

MapameTp OnucaHune

MpoTokon Bepcus [P-npotokomna.

B packpeiBaromemcsi crimcke BbiOepuTe MHTEpdeiic (CoearHeHue),
4yepe3 KOTOPbI OyJeT BBITOIHATHCS OOMEH JaHHBIMU C YIaJICHHOMN
UHTepdenc ceThio. B cimydae BeIOOpa 3HaucHWss ABTOMaTUYeCKU uHTepdeiic
OyZeT BBIYMCICH MapHIIPyTH3aTOPOM Ha OCHOBAHHUU JaHHBIX O
CYIIECTBYIOIIUX JUHAMUYECKUX MapIIpyTax.

VYnanenHass ceTh, JOCTyHI K KOTOPOHM oOOeCreYrBaeT JTaHHBINA

MapupyT. Bel moxere 3anath IPv4-anpec nnu [IPv6-anpec.

CeTb Ha3Ha4yeHus
®opmar [Pv6-ampeca y3ma — 2001:db8:1234: :1, [Pv6-aapeca

noacetd — 2001 :db8:1234: :/64.

Macka ceTtu Tonvko ona npomoxona IPv4.
HasHa4eHus Macka ynaneHHoit ceTu.
Linio3 [P-agpec, yepe3 KOTOPBIN JOCTYIIHA CETh HA3HAYEHUSI.

MeTpuka Mertpuka mapuipyTta. Yem MeHbllIe 3HAYE€HUE JAHHOTO MOJIsI, TEM
BBIIIIE IPHOPUTET MapuipyTa. Heobszamenvhulii napamemp.

[Mocrne 3amanus HeoOXoauMbIX apameTpoB Haxkmute kHonky COXPAHUTD.

YT1oOBI 3a1aTb APYTUC MapaMCTphbl Ui CYHIECTBYROLICTO MaplIpyTa, BBIACIUTC COOTBCTCTBYIOUIYIO
CTPOKY Ta6JII/ILIBI. B OTKPBIBIIEMCSI OKHC U3MCHUTC HCOGXOI[I/IMBIG nmapaMeTpbl U HAXKMUTC KHOIIKY

COXPAHUTb.
YroObl yAamUTh CYIIECTBYIOIIUM MapIIpyT, yCTaHOBUTE (DIIaKOK clieBa OT COOTBETCTBYIOILIEH

cTpoku Tabmuikel U Haxmute kanonky YAAJIUTb (ﬁ ).
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Dynamic DNS

Ha crpanunie ®PyHkuum /| JononHutenbHo / Dynamic DNS Bsi moxkere HacTpouTh
MapupyTusarop g ucnoas3oBanus DDNS-cepsuca.

DDNS-CCpBI/IC IIO3BOJIET 3aaaTb COOTBETCTBHEC JOMCHHOIO HWMCEHHM C JHHAMHWYCCKUMH

IP-a,[[peCElMI/I. I[J'IH HCIIOJIb30BaHUA CCEpBHCA HCO6XOI[I/IMO 3apCrucTpupoBaTb AOMCHHOC HMA Ha

caitre DDNS-nipoBaiinepa.

Cnucok DDNS

He po6aenexo Hm ogHoro DDNS-cepanca
AOBABUTb

PucyHok 111. CmpaHuya ®yHkuyuu / JononHumensHo / Dynamic DNS.

YToOBI 3aJaTb H606XOI[I/IMBIG HaCTpOﬁKH JJIA MapaipyTusaropa, HaXMHUTC KHOIIKY

OOBABUTb ().

@ Heobxodumo yrazams monRoe doMenHoe ums. Hampumep, example.com

DDNS-cepemc®

DynDNS.com

COXPAHWUTb

PucyHok 112. CmpaHuya HacmpoUlku mapwpymu3damopa 0515 ucronb3oeaHusi DDNS-cepsuca.

B otkpriBIieMcst okHe Bl MOkeTe 3a/1aTh ClIEIYIONIME TapaMETPHhI:
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MapameTp OnucaHune

[TomHoe pomeHHOEe wuMs y3ma, 3apeructpupoBanHoe y DDNS-

Nma xocTa .
npoBauaepa.

DDNS-cepBuc B packpriBaromemes cniucke Beioepure DDNS-nipoBaiinepa.

Umsa nonb3oBaTens Nwmst monws3oBarens mis apTopusarnuu y DDNS-mipoBaiiiepa.

Nabonb [Tapons nns aBropuzauumu y DDNS-nposaiinepa. Haxmure Ha
P 3na4ok MokasaTb (), 4ToObI 0TOOpA3UTh BBEICHHBIH TTAPOJIb.

WHuTepBan (B MUHYTax) MEXJy OTIPaBKOH JaHHBIX O BHeuiHeMm [P-
Mepuop o6HOBNEHUS

ajJpece MapuipyTuszaropa Ha cooTBercTByromuii DDNS-cepsuc.

[Mocre 3amanus HeoOXoauMbIX apametpoB Haxkmute kKHonky COXPAHUTD.

Yrobsl 3anaTh npyrue mapametpbl it DDNS-cepBuca, BbiOEpUTE COOTBETCTBYIOIIYIO CTPOKY B
tabmuue. Ha oTkpbIBLIEHCS CTpaHMIlE M3MEHUTE HEOOXOAMMBIE MapaMeTpbl U Ha)XKMUTE KHOIKY

COXPAHUTD.
Uto06wr ynanute HacTpoiku 1isi DDNS-cepBuca, ycTaHOBUTE (Pl1ayKOK clieBa OT COOTBETCTBYIOIICH

CTpoKH Tabmuipl 1 Haxmute kHonky YAAJIUTb (ﬁ ).
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PyKOBOJJ,CTBO nonb3oBartens

NMonoca nponyckaHuA

Ha crpanune ®yHKkumu /| JononHutenbHo / NMonoca nponyckaHusi Bel Moxere 3aaath
OrpaHUYCHUE CKOPOCTH IS TpadHKa, HCXOSIIETO ¢ KaKI0TO MOPTa MapUIPy TH3aTOpa.

Monoca nponyckaHus

Mopr

LAN1

LAN2Z

LAN3

LAN4

WAN

MaxcumansHas ckopocTs (Kéutic)
EBes orpaHuyeHuit
EBes orpaHuyeHuit
Bes orpaHudeHuit
Bes orpaHuyeHuit

Bes orpaluyeHuit

PucyHok 113. Cmparuuya @yHkyuu / JononHumensHo / [Tonoca nponyckaHusi.

[To yMoigaHwiO OrpaHUYCHHE CKOPOCTH HE YCTaHOBJICHO. Eciu Bbl XOTUTE OrpaHUYHTH CKOPOCTh
ucxopsmero Tpaduka s Kakoro-iudo mopTa, BeIOEpUTE B TaOIHIE CTPOKY, COOTBETCTBYIOIIYIO

3TOMY HOPTY.

LAN1 X

@ OzpaHuNUMmBs CKopocms Ang mpacuka,

ucxodawean ¢ AaHHO20 NOPIMa MapLIpYMU3amopa

® BrnounTs

MaKCUMansHan CKopocTs (KBMT/C)*

@ 1 Koum/c = 1000 Gum/e.
BeedeHHble 3HaveHus Bydym oxkpyaneHs! 8o
BAUKaHLes0 IHAYEHUS, Komopoe Noddepxusasmes

annapam4o

COXPAHWTb

PucyHok 114. OkHO O HacmpoUKU 02paHUYeHUsT CKOPoCmu.

B OTKpBIBIIIEMCSl OKHE CIABHHBTE TepeKovaTesib BKMOYUMTL BIpaBo M BBEAUTE MaKCHMaIbHOE
3HAYCHUE CKOPOCTH MCXOJSIIEero Tpaduka st 3Toro nopra B nosie MakcMManbHas CKOpoCTb.
3arem Haxxmurte kHonky COXPAHUTD.

Eciu Bbl XOTHTE CHSTH OTpaHHYCHHE CKOPOCTH ISl JAHHOTO MOPTa, CABHHBTE MEPEKIIOYATENh
BkntounTtb BiieBo u Haxmute knonky COXPAHUTD.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpouku noptoB

Ha ctpanune ®@yHKuumn / flononHutenbHo / HacTponkn nopToB Bl MokeTe HACTPOUTD WK
OTKJIFOYHTH aBTOCOTJIACOBAHME CKOPOCTH M peXHMa AyIUICKCa, a TakKe BPYYHYHO HACTPOHTH
CKOPOCTb U PEIKUM AyIuiekca s kakaoro Ethernet-nmopra mapmipytusaTopa.

B pexume aBrocorimacoBaHuss Bbl Takke MoOXkeTe BKIIOUHUTh WM BBIKIIOUUTH (YHKIUIO
yHpaBiIeHUs IOTOKOM JaHHbIX. J[aHHast QyHKIUS UCTIOB3YETCs A1l PABHOMEPHOT'O paclpeieeHus
HAarpy3kl B CETSX INpOBaWIepoB. YTOYHHTE y CBOEro INpoBaiijepa, TpeOyeTcs U BKIIOUEHHE
(GYHKLIMU YIIPaBICHHUS TOTOKOM.

HacTtpoikn nopTtos

Bbl MOXETE HACTPOWTE UMK OTKNIOUWTL ABTOCOMACOBAHUE CKOPOCTH M PexuMa AyNneKca, a TaKke BPyUHYH HECTPOUTE CKOPOCTE M PEMMM
pynnekca Ana kaxgoro Ethernet-nopta MaplupyTusatopa. B pexumMe aBTOCOMMAcOBaHUA Bbl TAKKE MOKETE BKNIOYMTE WK BHIKNIOUWT
(PYHKLNIO YNpaBIEHNA NOTOKOM QaHHBIX.

Mopt Crartyc AsTocornacosaHwe CropocTb KoHTpons notoxa

LAN4 @ OrmxnioyeHo Brnioqero - -
LAN3 @ [MopknioueHo Brniovexo T00M-Full 802.3x(tx+rx)
LANZ @® Orrnouero Brnioqero - -
LAN1 @ OrtxnioueHo Brniovexo - -
VWAN @ TMopkniodeHo BknioueHo 100M-Full OTKNO4EHD

PucyHok 115. Cmparuya ®yHkyuu / JononHumenbHo / Hacmpolku nopmoa.

[To ymomuanuto juis kaxzaoro Ethernet-mopra mapmipyTu3aTopa HACTPOSHO aBTOMATHUECKOE
COTJIacOBaHME CKOPOCTH, pEeXKHMMa MAyIjiekca W (YHKIMH yopaBieHuss motokoMm. Eciam Bam
HEOOXOJIMMO BpPYYHYHK) HACTPOUTH CKOPOCTh WM PEXKUM JIYIUIEKCa WJIM HM3MEHUTh HACTPOHKHU
ABTOMATHYECKOTO COTJIACOBaHMUS (CKOPOCTh, PEKUM JyIUIEKCAa WIH BKIIOYUTH/OTKIIOUUTH
(GYHKIHIO YIpaBIICHHUs MOTOKOM) JIJIsi KaKOTO-JIMOO TMOpTa, BBIOEPUTE COOTBETCTBYIOIIUHN MOPT B
TaOIIHIIE.

' ABTOMATHYECKOE COIVIACOBAHUE JOJDKHO OBITH BKIIOYEHO Ha 000OMX YCTPOMCTBAX,
B  OpraHu3YIOIIUX COCNUHEHHE.

HI!I/I BBIKJITFOYCHHOM aBTOMATHYCCKOM COIVIACOBAHHUH HaCT|20ﬁKH CKOPOCTH U PEIKHUMA
AYIUICKCA JOJKHBL OBITh OJMHAKOBBIMHW _ JAJIA 00oux YC![QOﬁCTB, OpPIraHv3yIONINUX
COCAMHECHUCE.
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LAN2 X

CkopocTe

ABTOMATUYECKW

Pexxumbl
aBTOCOrJlacoBaHUs

@ 10M-Half
@ 10M-Ful
@ 100M-Half

@ 100M-Full

KOHTpOJIL MOTOKa

@ CummerpuuHei koHTponE
noToka

COXPAHWUTb

PucyHok 116. OKHO UsMeHeHUsT HaCMpPOeK rnopma Mapupymusamopa.

B OTKPBIBIIEMCS OKHE BaﬂaﬁTe HCO6XO,I[I/IMLIC napaMeTphl:

MapameTp OnucaHue

CkopocTtb Pexxum nepenayn qaHHbBIX.

Beibepure 3Hauenne AuUtO, YTOOBI BKIIIOYHTH aBTOMATHYECKOE
cornacoBanue. Ilpm BeIOOpEe 3TOrO0 3HA4YEHUS B OKHE HACTPOEK
oToOpaxarorcs pasiensl PeXWMbl aBTOCOrnacoBaHUA U
KoHTponb noTtoka.

Beibepure 3nauenne 10M-Half, 10M-Full, 100M-Half wmu
100M-Full, uT0OBI Bpy4YHYIO HACTPOUTH CKOPOCTH M PEKUM
AyTUIEKCa 1Sl BRIOPaHHOTO TopTa:

* 10M-Half — nepenaya maHHBIX BemeTCs TOJIBKO B OJHOM
HaNpaBJICHUU B OJUH MOMEHT BpeMeHU (JInOo mpuem, ITudo
nepeqaya) €  MaKCHMQJIbHO — BO3MOXKHOH — CKOPOCTBIO
10 Mowur/c;

* 10M-Full - nepemaua gaHHBIX BemeTcs B JIBYX
HaMpaBJICHUAX OJHOBPEMEHHO (MPUEM U Tepesiada JaHHBIX B
OJMH MOMEHT BpPEMEHHM) C MaKCHMAJIbHO BO3MOXHOMI
ckopocThio 10 Mout/c;

* 100M-Half — nepenaua maHHBIX BEIETCS TOJBKO B OJHOM
HaIpaBJI€HUU B OJIMH MOMEHT BpeMeHH (JIn0o mpuem, Jr0o
nepeada) €  MaKCHMaJIbHO  BO3MOXHOH  CKOpPOCTBIO
100 Mowurt/c;
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MapameTp OnucaHune

. 100M-Full — nepenaua paHHBIX BemeTcss B JIBYX
HAIPaBJICHUAX OJHOBPEMEHHO (IIPHEM M Iepejiada JaHHbBIX B
OTMH MOMEHT BPEMEHH) C MAaKCUMaJbHO BO3MOXKHOM
ckopocThio 100 M6wut/c.

Pexumbl aBTOCOrnacoBaHus

UToObl BKIIOYUTH HEOOXOJUMBIE PEXKHUMBI TEpeNadyd JaHHBIX, CABHUHBTE COOTBETCTBYIOILIUE
MEePEKIII0YaTeNIN BIIPaBo.

KoHTponb noToka

CnBuHBTE TEpEeKIIoUaTe b BIPABO, YTOOBI BKIIOUUTH (YHKIIHIO
CMMMeTquHblﬁ YHOpaBJICHUA ITIOTOKOM IJId IMOPTA.

KOHTPOJIb NOTOKa CIBUHBTE MEPEKIIOYATENb BJIEBO, YTOOBI OTKIIOYHMTH (DYHKIIHIO
yIPaBJIECHHS TIOTOKOM JIJIS IOPTA.

[Mocrne 3amanus HeoOXoauMbIX apametpoB Haxkmute kKHonmky COXPAHUTD.

Ecnu BriocnmenctBuu Bam moHamoOuTCst 3amath Apyrue mapaMeTphl sl TIOPTa MapIipyTH3aTopa,
BBIOEpHTE ITOT MOPT B Tabnuile. B OTKpHIBIIEMCS OKHE M3MEHHTE HEOOXOAMMBIC MapameTpsl W
Haxxmure kHonky COXPAHUTD.
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Mepeappecauusn

Ha crpannne ®PyHkuun | [OononHutenbHo / lNepeappecaumsa Bbl MoxeTe BKIIOYHTH
(GYHKIHIO  YBEIOMJIEHHS O TMPUYMHE OTCYTCTBUS ~HMHTEPHET-COCTUHEHHS. Y BEIOMJICHHUS
0TOOpaKaroTCsl B OKHE Opay3epa MpH MOMBITKE 00paTUTHCS K KAKOMY-JTHOO caifTy B ceTd VIHTEepHET.

OOwme HacTpOrKK [MprunHEl Nepeagpecauun
. BrniounTe Nepeanpecaumno . Owwnbka tnanyecKoro coeUuHeHNA
. YeTpolcTBO HE HACTpoeHo

® OrcytcTByeT nopxnioueHe

PucyHok 117. CmpaHuua ®yHkuyuu / QononHumensHo / [epeadpecayusi.
Jlns HacTpoliku yBemomiicHHi B pasaeine OOLWME HACTPOMKW CIABMHBTE MEPEKIIOYATENb
BknounTb nepeagpecaumiro BmpaBo. 3atreM B pasngene [pUYMHBI nepeagpecauuu
CIBUHBTE HEOOXOIUMBIC TIEPEKITIOYATENN BIIPABO.

MapameTp OnucaHue

MpuuunHbl nepeagpecauum

YBenomiieHus: B ciay4yae HEMoJIaJoK (PU3NYECKOro CoeauHEHUs (He
Owunbka pnsnyeckoro vt . ¢ (
MOJIKJIIOYEH Kabelb MpoBaiijiepa, He MOJKIIOYEHO JAOMOIHUTEIBHOE
coeauHeHuA .
YCTPOWCTBO, HEOOXOUMOE JIJIs TOCTyTa K cet MiHTepHeT).
YcTponcTBo He YBenomieHus B ciaydae, Korja YCTPOUCTBO pabOTaeT ¢ 3aBOACKUMHU
HacTpoOeHo HacTpOMKaMHU.
VYBenomnenuss B ciaywyae Hemonaaok WAN-coenuHeHHs  TIO
OTtcyTcTBYeET
yMoJlyaHWto (OmmOKa ayTeHTH(UKAIMK, HE OTBEYaeT CepBEP
nogknitoyeHue .
npoBaizepa, ap.)

[Mocne 3amanus HeoOXoAUMBIX TapameTpoB Haxkmute kHonky MPUMEHUTD.

Jlns OTKIIFOUeHHs YBEIOMJICHUII CIBUHBTE Mepekitoyarens BKNOUYNTE nepeagpecaumio BieBo
u Haxkmute kHonky MPUMEHUTD.
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IGMP

Ha ctpanuiie ®yHKumm /| lononHutenbHo /| IGMP Bri MoxeTe paspeninTs MapIipyTH3aTOPY
UCH0Jb30BaTh poTokoa IGMP.
ITporokon IGMP ucnons3yercst st ynpasieHus multicast-rpadukom (Tiepenayeii TaHHBIX TPYyIITIe

ajZipecatoB). DTOT MPOTOKOJ MO3BOJsieT Oojee 3()P(PEeKTHBHO HCIONB30BaTh PECYPChl CETH JUIS
HEKOTOPBIX MPUIOKEHUH, HallpuMep, U1 IOTOKOBOT'O BHJIEO.

Internet Group Management Protocol - npoTokon ynpasneHwsa rpynnoeoi (multicast) nepeaayei AaHHbIX B CeTAX, OCHOBAHHLIX Ha NPOTOKONE
IP.
® Brouuts
Bepcus IGMP
IGMPv2 v
WuTepdenc”
WAN v

YcTaHoBWTe anpec Mcxonawmx IGMP-naketor
paBHeiM 0.0.0.0

PucyHok 118. Cmparuua ®yHkyuu / JononHumensHo / IGMP.

Ha CTpaHUILEC ITPEACTABIICHBI CICAYIOINE 3JICMCHTHI:

MapameTp OnucaHue

CnaBuHbpTE  TeEpeKiIroYaTeNlb  BOPAaBO,  YTOOBI  pa3pelIuTh

Bknountb
ucnosbp3oBanue nporokona IGMP.
Bepcusa IGMP B packpriBaromemcst ciiucke BeIOepHuTe Bepcuio mpotokona IGMP.
B packpsiBaroliemMcss CIMCKe BBIOCpUTE COEJMHEHUE THUIA
. Huuamuyeckuit IPv4 wnm Cratuueckuid IPv4, s koToporo
UHTepdenc

HeoOXxouMo pazpeunTs multicast-tpaduk (Hanmpumep, MOTOKOBOE

BHJICO).

YcTtaHoBUTbL agpec
P CnBuHBTE mepeKIroYaTesb BmpaBo, 4ToObl Bce [IGMP-makeTsr,

ncxoaALmnx
ucxogsamue ¢ WAN-coenunenus, umenu IP-anpec ortmpaBineHus
IGMP-nakeToB paBHbIM 0.0.0.0
0.0.0.0 R

[Mocrne 3amanus HeoOX0AUMBIX TapameTpoB Haxkmute kKHonky MPUMEHUTD.
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ALG/Passthrough

Ha crpanunie ®PyHKkuum /| [JononHutenbHo /| ALG/Passthrough Bsr moxere paspemursb
MapIIpyTU3aTOPy HCIONIB30BaTh MpoTokosn RTSP, aktuBupoBats Mexanusm SIP ALG u ¢pyHkmm
PPPoE/PPTP/L2TP/IPsec pass through, a Takxke Ha3HauuTh OoJjiee BBHICOKMHA MPUOPUTET IS
Tpadrka ompeneseHHOro THIIA.

Ha3nauenue Gosiee BHICOKOTO MPUOPHUTETA JUIsl TpauKa ONpeAeIeHHOro TUIla MO3BOJISET BBIJECIUTD
pecypchl MapuipyTusaropa i oHiaaiH-urp win IPTV-ycnyr, nepenaun ciry>keOHBIX MaKETOB WM
yIpaBJIeHUs] MapIIPYTU3ATOPOM.

HpOTOKOJ'I SIP HUCTIOJIB3YCTCA IJIsl OpraHu3anuu, MO,Z[I/I(I)I/IKaI_II/II/I M OKOHYAHHS CEaHCOB CBSI3U. DTOT
ITPOTOKOJI ITO3BOJIACT OCYHIECCTBIIATH TCJ'IC(bOHHBIe BBI3OBEI UEPE3 CETH I/IHTepHeT.

IIporoxon RTSP ucnons3yercss s mepeaadyd MOTOKOBOTO MYJIbTHMEAHA B PEXKUME pPEalbHOTO
BPEMEHHU. DTOT MPOTOKOJ TTO3BOJISIET HEKOTOPBIM MPHIIOKESHHUSIM OJIy4daTh TOTOKOBOE ayArO/BHICO
u3 cetu MHTEpHET.

Oynkius PPPoE pass through mo3Bonsier PPPoE-kimeHTaM KOMIBIOTEpOB U3 JIOKAJTBHOH CETH
MOJKIIIOUAThCs K ceTH VIHTEpHET Yepe3 MOAKIIOYEHUS MapIIpyTU3aTopa.

Oyukun  PPTP  pass through, L2TP pass through u IPsec pass through pa3spemaror
mapuipytuszaropy nponyckatb VPN PPTP-; L2TP- u IPsec-tpaduk, mo3Boisisi KIHMEHTaM U3
JIOKQJIbHOM CeTH MapLIpyTHU3aTOpa yCTaHABIMBATh COOTBETCTBYIOLINE COEAMHEHHUS C yJIaJI€HHBIMU
CEeTSIMHU.

ALG/Passthrough
Bbl MOXeTe paspelnTs MapLUpyTU3aTopy Mcnone3osate npotokon RTSP, a Takke aktuBuposate MexaHuam SIP ALG u diyHKUmMK
PPPoE/PPTP/L2TP/IPsec passthrough.
Bricokuin npuoputet ana IPTV ) MNpobpoc PPPoE
Bricokuin npuopuTeT Ana cnyxebHoro Tpaduka ) Mpobpoc IPsec
Mpobpoc L2TP
MNpobpoc PPTP

SIP

(@) Paspewaem npoxomdes

® RTSP

@ Paszpeuwiaem npoxoxdeHus mpachuka no npomokony RTSP

PucyHok 119. CmpaHuya ®yHkyuu / JononHumensHo / ALG/Passthrough.
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Ha CTpaHUIC IMPCACTABJICHBI CICAYIOINEC 3JICMCHTHI:

MapameTp OnucaHune

CnBuHbTE MEpeKioYareib BIpPaBo, YTOObI Ha3HAYUTH OoJjee
Bbicokun npuoputeT | Beicokuii mpuopureT st IPTV-tpaduka. CABHHBTE MEPEKITIOUATED

ansa IPTV BJICBO, 4YTOOBI TpapuK OHJIAHH-UTP TIOJB30BAICS  OOJBIITHUM
MIPUOPUTETOM.

CnBuHbTE TMepeKiIoYaredb BIpPaBO, YTOOBI Ha3HAYUTH OoJjee
Bbicokun npuoputeT | Bbicokuii mpuopureT s npoxokaeHus LCP- u DHCP-naketos.
ans cnyxeo6Horo Takas HacTpoiika O3BOJISIET MOAEPKUBATh YCTOMUYNBOE WHTEPHET-
Tpaduka COCIMHEHHE IIpU BBICOKOM Harpy3ke. MOXeT TmpuBeCTH K
HE3HAYUTEIbHON NOTepe MPOU3BOAUTEIILHOCTH.

CaBuHbTE MeEpeKoYarenb BIPaBO, YTOOBl HA3HAUUTH OoJjee
BbICOKM NPUOPUTET | BBICOKHIT IPHOPUTET JUISI TAKETOB, CBA3aHHBIX C PA0OTON MPOTOKOJIA
Web-uHTepdeica un Telnet u web-unrepdeiica mapmpyTHzaTopa HpU  BBICOKOU

Telnet Harpy3ke. MoXeT TpuUBeCTM K  HE3HAYMTEIbHOH  moTepe
IIPOU3BOIUTEILHOCTH.
CnBuHbTe  mepekiIrouaTeNlb  BOPaBO,  YTOObI  pa3pelIuTh

ucrnonbp3oBanue mnporokosna SIP. Takas HacTpolika mO3BOJSET
SIP ucnonb3oBath  MexanusM  SIP ALG. JlanHbIE =~ MeXaHU3M
obecnieunBaet nmpoxoxaeHue VolP-tpaduka gepes mapmpyTusartop,
BBINOJIHSAIOIIMI peoOpa3oBanue ceTeBbiX anapecos (NAT) .

CnBunbTE [IEPEKIII0YaTEIb BIIPABO, 9TOOBl  pa3peluTh

ucnonbp3oBanue mnporokosa RTSP. Takas HacTpoiika mno3BOJsSET
RTSP YIPAaBIIATh IMOTOKOM JIAHHBIX: BBIMOJIHATH IEPEMOTKY ITOTOKOBOTO

ayIno/BHICO, OCTaHABJINBATh u BO300HOBJISITH ero

BOCIIPOU3BEICHHE.

ChaBuHBTE  TEpeKiIIOYaTeNlb  BOPaBO,  YTOOBI  pa3peuInTh

Mpo6poc PPPoE
poop ucnosnbs3oBanue ¢pyHkun PPPoE pass through.

CaBuHBTE  TIEpEKIIOYATEeNIb  BIPABO 9TOOBI a3pemnTh
Mpo6poc IPsec P paso, pasp
ucnons3oBanue ¢pyHkun [Psec pass through.

C)IBI/IHBTG MEPECKIOIATCIIb BITpaBo, YTOOBI PaspCIinTb

Mpob6 L2TP
pobpoc ucnonb3zoBanue Gpynkuu L2TP pass through.

CaBuHBTE  TEpeKIIoYaTeNdb  BOpPaBO,  YTOOBI  pa3perInTh
ucnonbs3oBanue ¢pyHkiuu PPTP pass through.

Mpo6poc PPTP

[Tocne 3amanus HeoOXoauMBIX TapameTpoB Haxkmute kHonky MPUMEHUTD.

3 Cosnaiire WAN-coenuuenne nHa crpanuune Hactponku /| UHTepHeT / WAN, caBunbre mepeitoudareias SIP
BopaBo Ha crtpanuie ®PyHKumm / JononHutenbHo |/ ALG/Passthrough, noaksmounte Ethernet-kabems k
LAN-nopty Mapuipytuzaropa u k [P-tenedony. Ha camom [P-tenedone 3amaiite mapamerpsr SIP u HacTpoiiTe ero
Ha aBTOMaTu4eckoe monydenne IP-aapeca (B kauectBe DHCP-kimenTa).
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PyKOBO,D,CTBO nonb3oBartens

YnpaeneHue

CucreMmHoe Bpems

Ha ctpanune YnpaBneHue /| CuctemHoe BpeMsi Bol MokeTe BPYUYHYIO YCTAHOBUTH CHCTEMHOEC
BpEMS MapLIPyTU3aTOpa WIM HACTPOUTH aBTOMATUYECKYIO0 CHHXPOHHU3ALNI0 CHCTEMHOTO BPEMEHH C

CepBEpOM BpeMeHHU U3 cetu MHTEpHET.

CucrtemHoe BpemA

Bel moxeTe HaCTPOUTL aBTOMaTHYECKYH CUHXPOHW3aUMWKD CUCTEMHOID BpEMEHHW C CeDBEPOM BPEeMEHW U3 CeTn HHTepHeT.

® Brounts NTP OCHOBHOI YaCOBO# NOAC v
GMT+03:00 Bargan
Mepexoq Ha NeTHee BpemMs Kyseir. p-Prsin
Mocksa, CaHkT-leTepbypr, Bonrorpag
MonyunTs agpeca cepeepoB BpeMmeHw no DHCP Haiipobn
TerepaH

Baxpeiit, Typuua, Wpak, Memen, Katap, Kyseiir,

3anycTUTb B KadecTBe cepeepa ANA NoKansHon
4 Paepa an Caynoeckan Apasus

CeTu

CucTemHan gara: 21.08.2019 .
ONPEOENWUTL YACOBOW NOAC

CuctemHoe BpEeMA: 14:47

CepBepbl BpeMeHU

pool.ntp.org x

[NOBABWTb CEPBEP

PucyHok 120. CmpaHuya YnpaesneHue / CucmeMHoe gepemsi.
Jlnst HacTpOMKM 4aCOB MAPILIPYTU3ATOPA BPYUHYIO BBIIOJHHUTE MEPEUUCICHHBIE HUKE JECHCTBUA.
1. Casunbte nepexmoyaresi Bknrounte NTP Biero.

2. B pasgenc HacTponku BpeMeHM 3anaiite HeoOXoauMble 3HadeHus. UToObI 3a/1aTh Bpems,
YCTAHOBJIEHHOE Ha BailleM KOMIIBIOTEPE WM IIOPTATUBHOM YCTPOMCTBE, HAKMHUTE KHOIKY

CKOINMUPOBATb JIOKAJIbHOE BPEMHA.

3. Haxwmure xkxHonky MPUMEHWUTb. Ilpu stom moas CuctemHaa paata u CucrtemHoe
BPEMS 3aI0JIHSITCS aBTOMATHYCCKH.
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Jliss aBTOMaTHUYECKOW CHMHXPOHHU3AIMH YacOB MapUIpyTHU3aTOpa C KaKUM-JTHOO CepBepOM BpPEMEHU
BBITIOJIHUTE [1€PEUNCIICHHBIE HUKE ACUCTBHUS.

1. Cnsunbte nepekintovarens Bknountb NTP Bnpaso.

2. B pasnene CepBepbl BpeMeHW 3anaiite apyroit NTP-cepBep mim octaBbTe 3Ha4yeHHE,
3aJjaHHOE 10 yMojuaHuioo. Ecim HeoOXoauMo 3ajaTh HECKOJIBKO CEPBEPOB, HAXKMUTE

kHonky JOBABUTb CEPBEP.

3. B packpsiBatoriemcst criricke OCHOBHOM 4acoOBOW MOSC BhiOepuTe Bamn yacoBoii mosic.

UYro0bl yKazaTh 4acOBOM IOSIC, COOTBETCTBYIOIIMI HAcTpoiikaM Baiero xommbroTepa Wiu
TOPTATHBHOTO yCTpOiicTBa, HaxkmuTe kHonky ONPEOQENUTb YACOBOM NOSC.

4. Haxwmure xknonky MPUMEHWUTDb. Tlpu stom nons CuctemHas pata u CuctemHoe
BPEeMSl 3aT0IHATCS aBTOMATHIECKH.

YToOBI HACTPOHUTH ABTOMATHYCCKUI MEPEX0]] YaCOB MapIIPyTH3aTOpa Ha JICTHEE BPEMs, CIIBHHBTE
nepekiovarens Nepexon Ha neTHee BpeMs BnpaBo. B packpeiBaroriieMcs criucke YacoBon
NosiC NIeTHero BPpeMeHW BhIOEepUTE YacOBOM MOSIC, KOTOPBIM OyIeT UCIOIB30BaThCS B TCUCHUE
JICTHETO BPEMEHH, U 3aJIaliTe HeoOXOUMBIC 3HaUCHUS B pasnenax Hayano netHero BpemMeHu u
KoHeu netHero BpemeHun. Haxxmute kHonky MPUMEHUTDb.

B HekoTOpBIX Cilyyasix MpoBaiaep caM MpeAoCTaBiIsIeT ajpeca cepBepoB BpeMeHH. B aTom ciryuae
CIBMHBTE Tepekmouatens Monyyntb apgpeca cepBepoB BpemMeHuM no DHCP Bmpaso u
Haxmure kHomky MPUMEHWTDL. Yrtounmte y Bamero mposaiinepa, TpeOyercs 5m naHHas
Hactpoiika. Ecnu mepexmouarens lMonyuntb appeca cepBepoB BpemeHu no DHCP
CIIBUHYT BIIPaBo, pasnes CepBepbl BPeMEHM He 0ToOpaxaeTcs.

Yro0Obl pa3pelIuTh MOJKIOYEHHBIM YCTPOMCTBAM MCIIOJIb30BATh B KAayeCTBE CEpPBEpa BpPEMEHU
IP-anpec MapmipyTusaTopa B JIOKAJIBHOHM IMOJICETH, CABHHBTE IMEpEKI0Yarelh 3anyCTUTb B
KayecTBe cepBepa Ans NoKanbHOM ceTu Bipaso u HaxMute knonky MPUMEHUTD.

Hl!I/I BLIKJTIOYCHUHW NHWUTAHWUA WKW HNEPE3arpy3Ke MApHIpyTU3aTOpPa IMPOUCXOJIUT C6[ZOC
JaThl ¥ BPEMEHHM ycTporcTBa. Ecay MapuipyTH3aTop HACTPOCH HAa aBTOMATHYECKYIO

CHHXPOHHU3AINI0 BPEMEHH, TO IPH YCTAHOBKE COCTMHEHHUS ¢ CeThi0 HTEepHET moKa3aHus

YacOB VCTPOMCTBA aBTOMATHYECKH BOCCTaHOBATCA. Ecay yackl MapiipyTuzaTopa ObLIN
HACTPOEHBI BPYYHYIO, HEOOXOJIMMO CHOBA 3a/I1aTh AaTy M BPEMs (CM. BBIIIIE).
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XKypHan cobbiTMi

Ha crpanune Ynpasnenue / XXypHan coObITUi Bbl MoXeTe HACTPOUTH MapaMeTphl KypHaja
COOBITHI, a TaK)Ke HACTPOUTD Nepeaavy KypHaja Ha BHEITHHHA y3ell.

HacTponku
KypHanuposaHue
Bbl MOKETE HACTPOMTL NapaMeTpbl XypHana cobbITHiA.
® Brnounts
Tun YpOBEHE
TNoKanbHEIA M yOaneHHbIA - WHopmauroHHele cooblleHns -

® MypHan cofbimull XpaHUmcA 6 MaMamy Maplwpymuiamopa u nepedasmcs

Ha y3en, 3adaqHsil 8 none "Cepsep”

Mopt*

514

NPUMEHUTB

Pucyrok 121. Cmpa+uua YnpaeneHue / XKypHan cobbimul. Bknadka Hacmpoliku.

UroObl paspenuts (OPMHPOBAHUE XXypHajia COOBITHH, mepeianTe Ha BKIaaky HacTPOMKU u
CIBHHBTE Mepekioyaresr BKNHOYUTBL BrpaBo. 3aTeM 3a1aiiTe HCOOXOIUMBIE ITAPAMETPHI.

MapameTp OnucaHune

B packpbiBaromemMcss CnMcKke BbIOEpUTE HEOOXOAMMBIA  THII
JKypHAJIUPOBaHMSL.

* JlokanbHbIA — >XypHal COOBITHH XPAHUTCS B IaAMSITH
MapipyTuzaropa. IIpx BbIOOpEe 3TOr0 3HAYCHHS IOJIS
Cepsep u lNopT He oToOpaXkaroTCs.

Twvn
* YpaneHHbIW — >XypHaI CcOOBITHI mepenacTcs Ha y3ell,
3amanuslii B moiie CepBep.
* JlokanbHbIN U yAaneHHbIA — XypHaI COOBITHI XPaHUTCS
B [IAMSATH MapLIPYTH3aTOpa U MepeacTcs Ha y3ell, 3a1aHHbId
B nosic CepBep.
Tun cooOrieHmii U MpeaynpexIeHni, KOTOpble OyayT 3aHOCUTHCS B
YpoBeHb peaynp , p yay

JKypHaJ COOBITHIA.
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MapameTp OnucaxHune

Cepeep IP- unmu URL-anpec y3ma u3 J0KaaIbHOW WM TJIOOQJIBHOW CETH, Ha
KOTOPBIN OYJET epeaaBaTbes KypHaI COOBITHIA.
ITopr y3na, 3amanHoro B moje CepBep, Ha KOTOpbIA Oymer
MopT nepeaaBaThCs KypHan coObiTuil. [1o yMomuaHuio 3a1aHo 3HaYCHHE
514.

[Mocne 3ananus HeoOXoauMBbIX 3HaueHnid Haxxmute kHonky MPUMEHUTD.

YrtoObl 3ampeTuTh (GopMHpOBaHHE >KypHaida COOBITHH, COBHHBTE Nepekiodarels BKNoUYnTb
BiieBo u Haxxmute knonky MIPUMEHUTD.

YToOBI MPOCMOTPETH )KypHAT COOBITHIA, TIepeluTe Ha BKIaAKy XKypHan.

KypHan

OBHOBUTL  3KCMOPT B ®AWN

PucyHok 122. CmpaHuua YnpaeneHue / XXypHan cobbimuli. Bkriadka XypHann.
Jiis oToOpaXkeHHs caMbIX MmocaeaHuX coobithii Haxkmute kHoky OBHOBUTD.

Jlnst 3anmcu kypHana coOblTHH B (aill Ha JIOKaJbHOM [HCKE KOMIIBIOTEPa HAaXKMHTE KHOIIKY
OKCNMOPT B ®AUI. Daiin Oyxer HAXOAUTHCS B MAIKe 3arpyxkaeMbix (aitnos Barrero 6paysepa.

Ctpanunuya 152 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300 .
HacTtpowka maplupytusatopa
PykoBoacTtBo nonb3osaTens

ApMUHUCTpUpoOBaHue

Ha crpanune YnpaBneHme /| AQMUHUCTpUpoBaHUe Bbl MokeTe M3MEHHUTh Mapojib YYETHOM
3alyCcy aJMMHHUCTpaTopa Ui JocTyna K web-unrepdelicy mapipyTuzatopa U Ais JOCTyNa K
HacTporikaM 1o nporokony TELNET, BoccTaHOBHUTH 3aBOJACKME HACTPOMKHM MapIIpyTH3aTOpa,
CO3/1aTh PE3EPBHYIO KOIMWIO TEKyIIeH KOH(UTypalmuu WM BOCCTAHOBUTH pPaHEE COXPAHEHHYIO
KOHpUrypanuo u3 Qaiia, COXpaHUTh U3MEHEHHBIE HACTPOHKU B HHEPrOHE3aBHCUMOM HaMsTH,
nepe3arpy3uTbh  yCTPOMCTBO, W3MEHUTh S3bIK  web-uHTepdeiica, a Takke HACTPOUTH
aBTOMAaTHUYECKYIO IIepe3arpy3Ky yCTPOMCTBA 10 PACIIUCAHMUIO.

3aBOOCKWE HACTPOMKN

Monb3oBartenb
Wma nonesoearena Pe3epBHaﬂ Konua
admin

BoccraHoeuTe

o

CoxpaHuTs
@ 1 5 domHa Geime om 1 do 31 ASCH
CUMSOTa

MepezarpyanTs

L

Bpema BeapedcTans (2 MUuHyTax)*

5

Aabix

Pycckwia -

ABTOMaTM4YecKas nepesarpyska

BrniounTe

PucyHok 123. Cmpa+uua YnpaesieHue / AOMUHUCmMpupoeaHue.

Jlyist Toro 4yTOOBI U3MEHHTD MAPOJIb YUETHOM 3allUCH aIMHHUCTpaTopa, B paszeic Nonb3oBartenb
BBeJMTE HOBBIM maposib B oyt HoBbIM naponb u MNoarBepxaeHne napons. Vcmnons3syiite
uQpel, JJATHHCKAE OYKBBI BEPXHETO M HIKHETO PErHCTpa M JIPYTHE CHMBOJBI, JOCTYITHBIE B
aMEpMKaHCKON packiazike knaBuarypsl’. Haxkmure Ha 3Ha90k MoOKasaTb (&), 4To6bI 0TOOpA3HTE
BBEJICHHBIH maposib. 3atem Haxkmute kHoky COXPAHUTD.

3anOMHUTE WM 3alUIINTE HOBBIN napoJib aAIMHUHUCTPATOPA. B cJaydac yTEpu HOBOI'O
oapoJjda aAMUHUCTPATOpPA BEI cmoxkeTe IMOJIYUYWUTH AOCTYI K HaCT[QOI\/'IKaM MapaipyTmusaTopa
! TOJIBKO TIIOCJIC BOCCTAHOBJICHHUA 3dBOJACKHX HACTPOCK II0 MOJYAaHHUIO IIPpM TIOMOIITH

annaparHol kHonikd WPS/RESET. Takasd nmpouejiypa YHUYTOXHUT Bce 3ajlaHHble Bamu
HACTPOMKHU MapIIpyTHU3aTopa.

4 0-9, A-Z, a-z, mpoben, !"#$%&' () *+,-./;<=>2@[\]"* " {|}~.
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Jlnst Toro 4TtoObl M3MEHHTH SI3bIK Web-uHTepderica, B pacKpbiBaroIieMcst crucke FA3bIK BeIOESpUTE
HEO0XO0IMMOE 3HAUEHUE.

Taxxe Ha JaHHOW CTPaHMIIE JOCTYIIHBI CICIYIOIINE KHOIKHU:

dnemeHT OnucaHue

Knonka mis cOpoca HacTpoek MaplIpyTH3aTopa K 3aBOACKHUM
. CTaHOBKaM. TUM BapHaHTOM CcOpoca HACTPOCK SBISETCA
3aBoacKMe HaCTPOMKHK Y Hpy P p P
ucnonszoBanue kHOku WPS/RESET (cm. paznen 3adnan nanens,

ctp. 12).

Knonka panms coxpanenuwss KoHpuUrypanmuu (BCeX IapaMeTpoB
MapuIpyTHU3aTopa) Ha JIOKAJLHOM JIMCKE KOMIIbloTepa. PesepBHas
Pe3epBHas konus pPHipy pa) P pu

KOTIHSI HACTPOCK OyIIeT HaXOAMTHCS B TAINKE 3arpy’KEHHBIX (haiiiioB

Bamero 6pay3sepa.

Knonka s BeiOOpa paHee COXpaHEHHOH KoH¢urypamuu (Bcex
ImapamMeTpoOB MapIpyTu3aTopa) Ha JIOKAJIbHOM JUCKEC KOMIBKOTECPA U
BoccTtaHoBuUTb P P PPy pa) . P
€C 3arpy3Ku. Haxmure KHOIIKY HW CJICAYUTC HHCTPYKIUIAM

AUajJI0roBoro OKHa.

Knomnka AJIL COXpAaHCHUA HACTPOCK B 3HepFOH633BI/ICI/IMOI7I ImaMsTH.

MapipyTu3aTop COXpaHseT M3MEHEHHs HACTPOEK aBTOMATHYECKH.
CoxpaHutb Eciu u3MeHeHHbIE HACTPOMKH HE COXPaHEHbI aBTOMATHYECKH, B
[PAaBOM BEPXHEM YTy CTPAHMIIBI OTOOPA3HTCS COOTBETCTBYIOIIEE
yBEJIOMJIEHHE.

Knonka mnst mepesarpysku ycrpoictBa. [lpu mepesarpyske Bce

Mepe3arpy3uTtb g
HECOXpaHEHHbIE HACTPOUKU OyAyT yTEepSHBI.

B noe Bpemsa 6e30encTBUA 3amaiiTe BpeMst MpocTosi (B MHUHYTax), MO UCTEYEHHUH KOTOPOTO
MapIIpyTHU3aTOP 3aBEPIIUT ceaHc paboThl uHTepdetica. [To ymonmuanuto 3a1ano 3HaueHue 5. 3aTeM
Haxxmute kHonky COXPAHUTD.

UToOBl HACTPOMTH AaBTOMATHYECKYIO IE€pe3arpy3Ky YCTpPONCTBAa IO paclMCaHHIO, B paszeiie
ABTOMaTHUecKasa nepesarpys3Ka cIBHHbTE Iepekiouate)ib BKIHOYUTL BIpaBo W B IOJIE
Mepuop 3anaiite nmepuOTUYHOCTH Tiepe3arpy3ku YycTpoiicTBa (B cekyHaax). HakmMuTe KHOMKY

COXPAHUTDb.

YroOBbl OTKIFOYNTH ABTOMATHUECKYIO Tepe3arpy3Ky YCTpOKCTBa IO pPACIMUCAHUIO, B pasfele
ABTOMaTUUecKas nepesarpy3ka cIBUHBTE MepeKiIrouaTesi> BKMHOYUTBL BiICBO W HAXMHTE
kaonky COXPAHUTD.
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Tenuer

Ha crpanunie YnpaBneHue / Telnet Bbl MoxeTe BKIIOYMTH WM BBIKIIOYHUTH JOCTYN K
HacTtporikaM Mmapupytuszatopa no nporokoiny TELNET wu3 nokansnoi cetu. Joctyn mo TELNET
[0 YMOJIYAaHUIO OTKJIKOYEH, HO AaBTOMATHUYECKM BKJIOYAECTCA IMOCIAE HW3MEHEHHUS MapoJisd
aJMUHUCTPATOPA, 3aJaHHOTO 110 YMOIYaHHIO.

Telnet

Bbl MOKETE BKIHOYHTEL MNKM BLIKMKMMTE JOCTYN K HECTPOMKaM MaplupyTyaatopa no npotokony TELNET ua nokansHoi cetw.

BrnounTe Telnet

Mopt

23

PucyHok 124. Cmpa+uua Ynpaenerue / Telnet.

Yro6s! 3anpetuts goctyn no TELNET, casunbTe nepexmouatens Bkniountb Telnet Bieso u
Haxxmurte kHonky MPUMEHUTD.

Yrtobbr cHoBa pazpermth jgoctyn no TELNET, caBunbre mepexmouarens Bknrountbe Telnet
Brpaso. B mosie MOpPT BBemuTe HOMEp mopTa MapHIpyTH3aToOpa, Yepe3 KOTOpbIid OyaeT pasperieH
noctyn (Imo ymordanuro 3a1an mopt 23). 3atem Haxxmute kHonky MPUMEHUTD.
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AHpekc.DNS

Ha crpanunax ganHoro pasnena Bel MoxxeTe HacTpouTh padboty cepsuca Suaexkc. DNS.

Hacmpouku

Ha crtpanunie YnpaBneHue /| Anpekc.DNS / Hactpomkm Bbl MoxeTe BKJIIOYHTH CEPBUC
Annexc.DNS 1 HACTPOUTH PEKUM €T0 pabOTHI.

Anpekc.DNS
q H ﬂe Kc BwicTpbiil DNS-cepere oT AHgekca ¢ QONCNHUTENbHLIMK EYHEUMAMK GeacnacHocTH.

Yro Takoe Angerc.DNS

® Brnounts

Pexxm no YMOJTYaHWKO

@ Bee Hoabie yompolcmea Bydym NModkmMotamecd 8 8sI0paHHOM DEXUME

(O bes sawmTel
(® BesonacHwiit

(O Detcxwin

med, a8 mak¥e calmel,

@ B BesonacHor

3apazums Baw KoMTEOmMeD aup)

pexume Bydym aabnokuposansl calimal, KOMopen

KOMOPLIE MOZ

@ anay

ROMOPLIMU NOML3YOMCA demu.

PucyHok 125. CmpaHuua YnpaeneHue / SIH0ekc.DNS / Hacmpolku.

YroObl mOMy4YHTh OOJiee MOAPOOHYH WHGPOPMAIMIO O CEpBHCE, HaXMHTE CChUIKY YTO Takoe
Anpekc.DNS.

Yro0Os! BKIIIOUHTH cepBuc SHnexc. DNS, caBunbTe nepeximovarens BKNOYMTBL Bripaso.

[lpn BxmouyeHHoM cepBuce Snaekc.DNS Ha crpanune poctymeH pasgen Pexum no
yMonyaHuto. UYroObl HAcCTpOUTh QUIBTPAIMIO JUISI BCEX YCTPOWCTB JIOKAJbHOM CETH
MapuIpyTHU3aTopa, BbIOepuTe HEOOXO0JMMOE 3HAUYCHHE B CITHCKE:

* bBe3 3awunTbl — npu BeIOOpE 3TOrO 3HAYCHHS cepBHC obecreunBaeT pabory DNS-cepBepa,
HO HC OrpaHU4uBacT JOCTYII K OIIaCHbIM CaﬁTaM;

* bBe3onacHbIN — npu BEIOOPE ITOrO 3HAYCHUS CEPBUC OJOKUPYET IOCTYI K BPEIOHOCHBIM
1 MOIICHHMYECKUM Web-caiitaM;
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e [leTCKUM — mpu BHIOOpE 3TOrO 3HAYCHUS CEPBHUC OJOKUPYET JOCTYI K BPEIOHOCHBIM M
MOILIEHHUYECKUM Wweb-caiiTaM, a Takke OJOKHMpYET JOCTYIl K pecypcaM, HeKelaTeIbHbIM
JUTSL IPOCMOTPA JE€TbMH.

BriOpanublii pesxxuM (QUIbTpalliu Takxke OyaeT AeWCTBOBAThH JJIsI BCEX BHOBH MOAKITIOYEHHBIX K
CETH MapIlIpyTU3aTOPA YCTPOMCTB.

[Mocrne 3amanus HeoOXoAUMBIX TapameTpoB Haxkmute kHonky MPUMEHUTD.

YroOsl oTKIIOUUTH cepBuc Anmexc.DNS, caBuHbTe nIepekitouaTesi BKMIOYNTBb BIEBO U HAKMHUTE
kaonky MPUMEHUTDb.

Ycmpoiucmea u npasuna

Ha crpanune YnpaBneHue / Aupaekc.DNS / YcTponcTBa n npaBuna Bbr MokeTe Ha3HAYUTh
KaKOMY-JINOO yCTPOMCTBY JIOKaJIbHOW CETH OTAEIbHBIA PEXUM (QUIbTPALIUH.

3BECTHLIE KIMUEHTL

P-apgpec MAC-anpec s Mpasuno

192.168.0.2 00:13:46:62:2F:4C - Mo ymon4anmio (BesonacHbii)

MNpasuna +

Mma Pexum

PucyHok 126. Cmpa+uua YnpaesneHue / 5SIHOekc.DNS / Ycmpolicmea u npasuna.

B pasmene U3BeCTHbIe KIMEHTbl OTOOpPaXalOTCS YCTPOWCTBA, MOJIKIIOYCHHBIE K JIOKAILHON
CeTH MapUIpyTHU3aTOpa B HACTOSAIIMNA MOMEHT, U COOTBETCTBYIOIIMNA UM PEKUM (PUIBTPALIH.

Yro0bl cO3/1aTh° HOBOE MPABUJIO (PUIIBTPALIMHU I KAKOTo-1ubo ycTpoiicTsa, B pasneie MpaBuna

Haxxmute kHonky JJOBABUTb (+ ) unu B pazzene NU3BeCTHbIe KIMEHTbI LICIKHHUTE JICBOU

KHOTIKOW MBI Ha Ha3BaHUM pPEXKHWMa (WIBTpAllUd B CTPOKE YCTPOMCTBA, JISI KOTOPOTO
HEO0OXOAMMO CO3/1aTh MPaBUJIO.

5 Tlpu co3maHuK HOBOTO TpaBwia (uabTpanuu Ha crpanuie Hactponku /| CeTb oroGpaxkaercst ceszka MAC-
anpeca u IP-anpeca. CozaHHas CBSI3Ka yAISETCS BMECTE C COOTBETCTBYIOIIUM ITPABUIIOM.
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Hoeoe npaewuno

MAC-agpec®

IP-agpec*

®

BOBABWUTE

Mma

(O Bea sawurel
(® BeaonacHblit
(O Detcxuit

COXPAHUTE

PucyHok 127. [JobaeneHue npasuna 0ns cepsuca 5IHOekc.DNS.

B oTkpsiBIIEMCS OKHE BBl MOKeTe 3a7aTh CaeAyIOLIie apaMeTphl:

MapameTp OnucanHne

MAC-agpec MAC-aapec ycTpoicTBa U3 JIOKAILHOW CETH MapIIpyTH3aTOpa.

IP-anpec ycTpoiicTBa U3 JOKaJIbHOW CETH MaplIpyTU3aTOpA.

Ecnu Bel xoTHTE Ha3HAYMTh HECKOJBKO MOCTOAHHBIX I[P-ampecos
yCTpoucTBY ¢ ompeaeneHHbiM MAC-aapecoM, HaXMUTE KHOIKY
ODOBABWUTb u B orobpasuBmiciics crtpoke BBemute IP-ampec.

IP-appec . .
YCTpoiicTBO JIOKadbHOW ceTH MOXeT uMeTh onuH [Pv4-aapec u
Heckosbko [Pv6-anapecos.
UYroObl yAaauTh aapec, HAKMHUTE Ha 3HaY0K YAANUTb (*) B CTpOKe
aapeca.
st 3amaiiTe Ha3BaHME ISl YCTPOWMCTBA B CE€TH Ui YJOOOHOM

UACHTUDUKAIMU (HeobsA3amenbHbll napamemp).
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MapameTp OnucaHune

Bribepute pexum pabotsl cepBuca SAnaexc.DNS nns nanHOTO

YCTpOWCTBA.

« be3 3awuTbl — mpu BHIOOPE ATOrO 3HAYCHUS CEPBHC
obecrieunBaeT padbotry DNS-cepBepa, HO HE OTrpaHUYUBAET
JOCTYII K ONTACHBIM CalTaM.

[ ) 1 —
Pexxum Be3onacHbIN mpu BBIOOpE ATOrO 3HAYEHHUS CEPBUC
OJIOKHPYET JOCTYI K BPEIOHOCHBIM M MOIIIEHHUYECKUM Web-
canTam.

* [eTCcKUM — nipu BLIOOPE ITOTO 3HAYCHHS CEPBUC OJOKHPYET
JOCTYN K BPEIOHOCHBIM U MOIIEHHUYECKUM web-caiiTam, a
TakKe OJOKHPYET JOCTYH K pecypcaM, HexenaTeabHbIM s
MIPOCMOTpA AETHMHU.

[Tocne 3amanust HeoOXoauMBIX mapamerpoB HakmuTe kHonky COXPAHUTD.

YToOBI 3a4aTb JAPYruc ImnapaMeTpbl IJid KaKoro-1noo IpaBujia, BLI6CpI/ITe COOTBCTCTBYIOIIYIO
CTPOKY B Ta6JH/III€, B OTKPBIBHIEMCSI OKHC U3MCHUTC HGO6XOI[I/IMBI€ napaMeTpbl U HAXKMUTC KHOIIKY

COXPAHUTb.
YroObl yAaIUTh Kakoe-JIN0O MpaBUJIO (pUIbTpalMy, yCTAaHOBUTE (IaXKOK, PAcCIIONIOKEHHBIN ClieBa

F—9
OT COOTBETCTBYIONIETO TIpaBmia, 1 HaxkmuTe kHonky YOANUTD ([1]). Be Takke MoxkeTe yaamuts
NPaBWIO B OKHE M3MEHEHUS ITapaMeTPOB.

[Tocrne 3aBepiieHus padboThl ¢ npaBuiaamu Haxmute knonky MPUMEHUTDb.
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O6HoBneHue MO

Ha crpanunie YnpaBneHune |/ OOHoBneHue [MO Bsi MoxeTe OOHOBHTH BHYTPEHHEE
IpOrpaMMHOE O00ECIIeUeHHe MapIIPyTU3aToOpa, a TAKXKEe HACTPOMTh aBTOMATHYCCKYIO IPOBEPKY
Hanuuusi ooHoBienuit ans [10 ycrpoiicTsa.

OoOnoBnenne BHyTpeHHero I[10 MaprmipyTuszaropa PEKOMEHOVETCS BBIMOIHATE TOJIBKO
] IpPH IPOBOIHOM MOJKIIOYEHUN MAPIIPYTH3ATOPA K KOMITBIOTEPY.

JlokanbHoe 0OHOBNEHUE YpnaneHHoe obHoOBMNEHWE

@ Tekywas sepcus M0 3.0.3 Appec cepeepa obHoaneHwA
fwupdate.dlink.ru
BbIEPATb ®AWN... Paiin He BLIOpaH

@ AsToMaTMUECKM NPOBEPATL OGHOBNEHMS

@ ®ain obHeaneHus [0 omeymemeayem Ha ydansHHom cepaepe

NPOBEPWUTb OEHOBINEHMA

PucyHok 128. Cmparuua YnpaeneHue / O6HoeneHue [I10.

Texymas Bepcust BHyTpeHHero I1O yctpoiictBa oTtoOpaxaercss B moie TeKyljas Bepcusi
NMPOLUUBKN.

[Io ymonuaHuI0O B CHUCTEME HACTPOE€HAa aBTOMATHYECKas NpPOBEpPKa Haauuusg OOHOBIJICHUH
BHyTpenHero I1O wmapmpyrtuzatopa. Ecim oOHOBIEHHE TOCTYNHO, B TPaBOM BEPXHEM YTy
CTPaHMIIBI OTOOPA3UTCS COOTBETCTBYIOIIEE YBEJOMIICHHUE.

UroOBl OTKIIOYUTH aBTOMATHYECKYIO TIPOBEPKY OOHOBIICHWH, B paszene YAaneHHoe
OOHOBIEHMeE cIBUHBTE NepeKIioYaTei> ABTOMaTUYECKU NPOBEPATHL OOHOBEHUSA BIICBO U
naxvute kaonky TIPUMEHUTb HACTPOUKM.

YToObl BKIIOYMTH aBTOMATHYECKYIO TPOBEPKY OOHOBICHHMH, B pasaene YAareHHoe
OOHOBRNEHMe caBuHbTE Nepekioyarei> ABTOMATUY4ECKU NPOBEPATL OOHOBIEHUS BIIPaBO
1 Haxmute kHonky TPUMEHUTb HACTPOWMKMW. B none Aapec cepBepa 06HOBREHMIA 110
YMOJYaHHIO yKa3aH ajapec cepBepa oOHoBneHuid D-Link — fwupdate.dlink. ru.

Ber moxere oOHOBUTH BHyTpeHHee [1O wmapmipyTuzaTtopa JOKaIbHO (C JKECTKOTO JHCKa
KOMIThIOTEPA) UJTK yIaJIeHHO (C cepBepa OOHOBIIEHUN).
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JlokanbHoe o6HO8/1E€HUE

Buumanue! Bo BpeMs OOHOBIGHHS NPOTPAMMHOIO OOECTEeUEHHUs HE OTKIIYaiTe
[ | OUTAHUE MAPIIPYTU3aTOPA. DTO MOXKET ITOBIEYD 32 CO00M BBIXOJI VCTPONCTBA M3 CTPOS.

ﬂJ’IH JI0KaJIbHOrOo 00HOBIeHUs [10 MapuIpyTru3aTopa BbIIOJHUTE NCPCUNCICHHBIC HUXKC JIeHCTBUS.

Ckauaiite ¢aiin c HOBOM Bepcueil mporpaMMHOro obecrieuenus Ha caiite www.dlink.ru.

2. Ha crpanunie YnpasneHue /| O6HoBneHue MO B paszgerne JlokanbHoe o6HOBNEHUe
naxvute kHonky BBIBPATb ®AWMN, uroGsr ompenenuth MecTomonoxenue daiima c
HoBo# Bepcueii [10.

3. Haxwmure kuonky OBHOBUTb MMO.

Jloxxaurech nepe3arpy3ku MapupyTusaropa (IoATOpbI-ABE MUHYTHI).

BBenute ums nosb3oBarens aiMUHUCTparopa (admin) v TeKymMi naposb Ui JOCTyna K
web-unTepdeiicy.
Ecnu nmocne obHoBienust BHyTpeHHero [10 mapuipytuzaTop He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTaHOBHThH 3aBOJICKME HACTpOWKM yctpoiicTBa. Jlist sTtoro Ha crpanuie YnpasrneHue /
AAMUHUCTPUPOBAHUE HAKXMHUTE KHOKY 3aBOACKUE HACTPOMKMU. J[0KauTech mepe3arpys3Ku
MapuIpyTHU3aTopa.

Ctpanuuya 161 n3 174


http://www.dlink.ru/

DIR-615 BecnposogHon mapLupyTtnsatop N300 .
HacTtpowka maplupytusatopa
PykoBoacTBo nonb3osaTens

YoaneHHoe ob6HOB/1I€HUE

Buumanue! Bo BpeMs OOHOBIGHHS NPOTPAMMHOIO OOECTEeUEHHUs HE OTKIIYaiTe
[ | OUTAHUE MAPIIPYTU3aTOPA. DTO MOXKET ITOBIEYD 32 CO00M BBIXOJI VCTPONCTBA M3 CTPOS.

ﬂJ’IH YAAJIICHHOI'O oonosienus 110 MapaIpyTHU3aTopa BBIIIOJHUTE IICPCUUCIICHHBIC HUKE JEHCTBHS.

1. Ha crpanune YnpasneHue /| O6HoBneHue MO B pasnenc YaaneHHoe o6HoBreHUe
Haxxmure kaonky MPOBEPUTb OBHOBJIEHUSA, uToOb! y3HaTh, CyIIECTBYET JIM HOBast
Bepcus [10.

2. Haxwmure kHonky OBHOBWUTb MO (kHomka oToOpakaeTcss MpU HAIMYAU HOBOW BEPCHUU
MIPOTrPaMMHOTO 00€CTICUeHHs).

3. JoxauTech nepe3arpy3ku MapuipyTuzatopa (oJTopbl-IBE€ MUHYTHI).

BBenure umst monp3oBarteis aAMUHUCTpaTopa (admin) U TEKyIuil mMapoib A JOCTyIa K
web-unTepdeiicy.
Ecnu nocne obHoBinenust BHyTpeHHero 110 mapuipytuzatop He paboTaeT KOPpEeKTHO, HEOOXOAUMO
BOCCTAHOBHUThH 3aBOJICKHE HACTPOWMKH ycTpoicTBa. s 3Toro Ha crpanuie YnpasrneHue /
AOMUHUCTPMPOBAHME HAXMUTE KHONKY 3aBOACKUE HACTPOWUKMU. JloxxauTech mepe3arpy3ku
MapuIpyTHU3aTopa.
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CrtaTMcTtuka

Ha cTtpanunax naHHOro pasaena MpeacTaBleHbl JaHHBbIE, OTOOpakarollue TEKyIlee COCTOSHHUE
MapIIpyTU3aTopa.

Cemeesass cmamucmuka

Ha crpanuiie YnpaBneHue /| Ctatuctuka / CeteBas cTaTUCTUKA Bbl MoKeTe MPOCMOTPETH
CTAaTHCTUYECKUE JAHHBIC 10 BCEM COCIUHEHUSAM, cymiecTByromuM B cucteme (WAN-coennHeHus,
JIOKaJIbHAsI CeTh, OCCIIPOBOIHAS JIOKAJIbHAS CEeTh). J[JIsl KaK0ro COeTMHEHUS OTOOPaKACTCS UMS U
COCTOSTHUE (€CITM COSTMHCHHIE YCTAHOBIICHO, UMS COCIMHEHUS BBIJICJICHO 3€JICHBIM [IBETOM, €CITH HE
YCTaHOBIIEHO — KpacHbIM), [P-azpec m macka mojceTH, IDT03 (€CIM COCTMHEHUE YCTaHOBIICHO),
MAC-aapec, a Takke 00beM MepeIaHHBIX U TOJYYEHHBIX JIAHHBIX (C yBEIMYEHUEM 00beMa JaHHBIX
eIMHUIIBI U3MEPEHUS aBTOMATHUECKHU MeHstoTcs — OaiT, Kbaiit, MOaiiT, ['6aiir).

CeTeBas cTaTUCTUKa

Hmsa P - Wniwos Rx/Tx Owmbkn RxTx OnuTensHoCTE
LAN 192.168.0.1/24 — 192.168.0.1 489.54 MGa#nT / 70.28 MbaAT 0/0 -

fdO1::1/84 — -
WAN 192.168.161.226/24 — 192.168.161.1 11.21 MGaiiT / 45.65 KGaiT 0/0 4 vac., 41 MuH.
WIFI - 468.40 MGaiT / 1.86 MbanT 0/0 -

Pucyrok 129. CmpaHuua YnpaeneHue / Cmamucmuka / Cemeeasi cmamucmuka.

YroObl MPOCMOTPETh JaHHBIE 1O KOHKPETHOMY COEOUHEHHIO, HAKMUTE Ha CTPOKY,
COOTBETCTBYIOIIYIO TOMY COEAMHEHHUIO.

Cmamucmuka nopmoe

Ha crpannne YnpaBneHue /| Ctatuctuka / Ctatuctuka noptoB Bbl MoxeTe MPOCMOTPETH
CTaTUCTHYECKUE JaHHbIe 10 TpaduKy, TMPOXOAAIIEeMYy dYepe3 TOPThl MapuIpyTH3aTOpa.
WupopmMarys, NpeacTaBIeHHAs HA CTPAHHUIIE, MOXET OBITH IIOJIE3HA JUIS JUATHOCTHKH TPOOIeM
COCTUHCHHSI.

Cratuctuka noprtos

Mopt Craryc OtnpaeneHo Tpadwuka, Mbant Monyyexo Tpaduka, Mbait

WAN MogknioyeHo 0 11
LAN1 OTkntoveHo 0 0
LANZ OTkntoveHo 0 0
LAN3 MogknioyeHo 68 21
LAN4 OTrnroveHo 0 0

PucyHok 130. CmpaHuya YnpaeneHue / Cmamucmuka / Cmamucmuka nopmoas.

UtoOb! yBUAETH MOJHBIN CIHCOK CUETYMKOB JJISl TOPTA, HAKMUTE HA CTPOKY, COOTBETCTBYIOIIYIO
3TOMY MOPTY.
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Tabnuya mapwpymu3sayuu

Crpanvnia YnpaBneHue /| Crtatuctuka / Tabnuua mMapuwpyTusaumm ortodpaxact
uHbopMalmio o Mapuipyrax. B Tabnune mpencraBnensl [P-agpeca HazHaueHHs, NUTIO3bI, MacKU
MNoACCTU U APYIruc JAaHHBIC.

Tabnuua maplpyTusauum

Wutepdeiic HaanaveHwe Macka nogcetw Wnto3 $naru MeTpuka
WAN 0.0.0.0 0.0.0.0 192.168.161.1 UG 100
WAN 8.8.4.4 255.255.255.255 192.168.161.1 UGH 0

WAN 8.8.8.8 255.255.255.255 192.168.161.1 UGH 0

LAN 192.168.0.0 255.255.255.0 0.0.0.0 U 0

WAN 192.168.161.0 255.255.255.0 0.0.0.0 U 0

LAN 224.0.0.251 255.255.255.255 0.0.0.0 UH 0

LAN 224.0.0.252 255.255.255.255 0.0.0.0 UH 0

LAN fd01::/64 i U 256
LAN fd00::/8 i U 256

PucyHok 131. Cmpa+uua YnpaeneHue / Cmamucmuka / Tabnuuya mapwpymu3sayuu.

DHCP

Ha crpanune YnpaBneHue / Ctatuctuka /| DHCP pocrynna mudopmanus o KOMIbHOTEpaXx,
UICHTUQUIMPOBAaHHBIX 1O MMeHH y3na u MAC-anpecy u nomyuuBiux I[P-anpeca or DHCP-
cepBepa yCTPOUCTBA.

DHCP

WMms ycTpoiicTea P-agpec MAC WcTekaeT

PucyHok 132. CmpaHuya YnpaenerHue / Cmamucmuka / DHCP.
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Multicast-epynnbi

Ha crpanunie YnpaBneHue / Ctatuctuka / Multicast-rpynnbl ortobGpaxarorcs aapeca
aKTUBHBIX Tpynn MHoroaapecHou pacceuiku (IPTV-kananmoB u rpynm s mepenadyu Ciay)eOHOM
uHpOpMAIIMK), HA KOTOpBIE TOJIMCAHO YCTPOWCTBO, U UHTEp(elc, Yepe3 KOTOPHIH YCTPOHCTBO
MOAIKCAHO.

IPv4 IPv6

P-agpec WuTtepdeic IP-agpec WHTepdenc
228.8.8.8 LAN
239.255.255.250

PucyHok 133. CmpaHuua YnpaeneHue / Cmamucmuka / Multicast-2pynnbi.
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I MarHocTtuka

MuHe

Ha crpanunne YnpaBneHue / OuarHoctuka / MNMUHr Bel MokeTe MPOBEPHUTH JOCTYITHOCTH
KaKoTO-JIM00 y31a B JIOKAJIbHON WM TJ100a7TbHOM CETH C MIOMOIIIBIO YTHIUTHI Ping.

YTtunura Ping oTmpaBisieT 3X0-3alpochl yKa3aHHOMY Y37y CeTH M (UKCHUPYET IOCTYIAoIue
OTBETHI.

Yuncno naketos*

3 IPv6 BONbLIE HACTPOEK

PucyHok 134. Cmparuua YnpaeneHue / QuaecHocmuka / lMuHe.

Jlyiss IpOBEpKH JTOCTYITHOCTH Kakoro-nu0Oo y3na BBeautTe [P-ajpec wiaw mMs 3TOro ysia B TOJE
XOCT u 3ajaiiTe KOJMUYECTBO 3aPOCOB, KOTOPBIC OYAyT OTIIPABICHBI IS TIPOBEPKU TOCTYITHOCTH,
B niosie Yucno nakeToB. Ecnu i npoBEpKH JOCTYITHOCTH HEOOXOANMO UCIIOIB30BATh MPOTOKOI
IPv6, cnBunbTe niepekintouateb IPV6 Brpago.
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YToObl 3a/1aTh AOMOJHUTEIbHBIC HACTPOliKH, HakmuTe KHonKy BOJIBLUE HACTPOEK.

Pazmep naketa (B GaitTax)*

56

@ 3agaer konuyecTeD Gaifr AaHHBIX, kKoTOpOE Byqer
OTPaBNEHo
Bpema 0XWIaHUA OTEETA (B CekyHaax)™

3

Q) 3ra onusn paGoraer roneko & Cryvae oTCyTCTEMA
OTBETS, MHaYe Ding 0XHASET BPeMA DABHOE ABOITHOMY

RTT.

PucyHok 135. CmpaHuya YnpaeneHue / JuazHocmuka / lNMuHa. OKHO O0NOHUMEIbHbIX HAaCMPOEK.

B otkpeiBiIeMcs okHe B rojic Pa3mep nakeTa 3ajaiite o0beM JaHHbIX (B 0aiiTax), nepeaaBaeMbIxX
B 3anpoce. B none BpemMa oxXunaaHuA oTBeTa ykaxuTe NMEpUo OXKHIAHHS OTBETA HA 3alpocC B
cekyHaax. YToObl BOCCTAHOBHTH 3HAUCHHUs IMOJICH, 3aJaHHBIC MO YMOIYaHHUIO, HAKMUTE KHOTKY

HACTPOWKM NO YMONMYAHUIO.
[Mocre 3aiaHKs TOTIOJIHUTENBHBIX MAapaMeTpoB HaxkMuTe KHONIKY OK.

UYroOsl 3amycTuTh npoBepky, Haxkmure kHOonkKy CTAPT. Uepe3 HekoTopoe BpeMsi Ha CTpaHUIIC
0TOOpa3HTCS Pe3ysIbTaT IPOBEPKH.

YTtoObl yaanuTh pe3ynbrat npoBepku, Haxxmute knonky OYUCTUTD.
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DIR-615 BecnposogHon mapLupyTtnsatop N300 .
HacTpoiika maplipyTtusatopa

PykoBoacTBo nonb3osaTens

Tpaccupoeka mapwpyma

Ha crpanunie YnpaBneHue / [uarHoctuka / TpaccupoBka mapwpyTta Bei Moxere
ONpCACIINTE MapHIpyT CJICAOBAHUA JAHHBIX O KaKOr 0-11100 y3jIa CETU C TIOMOIIBKO YTHUJIMTHI

traceroute.

IPv6 BONbLUE HACTPOEK

m OYNCTUTb

PucyHok 136. CmpaHuua YnpaeneHue / JuaeHocmuka / Tpaccupoeka mapuwpyma.

Jns ompeneneHust MapiipyTa BBeaure ums win [P-agpec xakoro-nmu6o yzna B mone XocT. Ecnu

A OIIPCACIICHUA  MapHipyTa HeO6XOI[I/IMO HUCIIOJIb30BATh  IIPOTOKOJI IPV6, CABHUHBTC

nepexitogarens IPv6 Brpaso.
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HacTpoiika maplipyTtusatopa
PykoBoacTBo nonb3oBartensi

YToObl 3a/1aTh AOMOJHUTEIbHBIC HACTPOliKH, HakmuTe KHonKy BOJIBLUE HACTPOEK.

MakcumankHoe 3haqeHue TTLY

30

@ MakcHMansHOE KOAUYECTBO NPOMEXYTOHHEIX

yanos

Konn4ecTeo nonemok™

2

@ Kosmtyecreo noneitok oGpaierns k

NPOMEXYTOUHOMY Y3y

Bpems 0XMgaHuUA (B ceryHgax)®

3

Bpema oxugaHIa OTEETa OT NPOMEXYTOUHOIO yana
al 3 J

PucyHok 137. Cmparuua YnpaeneHue / JuazHocmuka / Tpaccupoeka mapuwpyma.
OKHO QoronHuUmMernbHbIX HaCMmMpOEeK.

B OTKPBIBIIECMCS OKHC BrI MoxeTe 3a1aTh CJICAYIOIUC MapaMETPhI:

MapameTp OnucaHune

MakcumanbHoe 3amaiite MakcumanbHoe 3HaueHue mapamerpa TTL (Time to live,
3Ha4yeHue TTL epems Jcu3znu). 3HaYeHHe 1Mo ymordanuio — 30.

KonuyectBo nonbITOK | KommuecTBO MOMBITOK OOpaIeHHs K IPOMEKYTOUHOMY Y3IIy CETH.

Bpemsa oxunaaHus [Tepuon oxungaHust OTBETa OT MPOMEKYTOUHOTO y3JIa CETH.

YToObl BOCCTAaHOBUTHL 3HAYEHUS HOHCﬁ, 3alaHHBIC II0 YMOJJIYaHUIO, HAXMUTEC KHOIIKY

HACTPOWKM NO YMONYAHUIO.
[Mocre 3aaHKs OTIOJIHUTEIBHBIX MTApaMeTpoB HaxkMuTe KHONIKY OK.

YroOsl 3amycTuth npoBepky, Haxkmure kHOnKy CTAPT. Uepe3 HekoTopoe BpeMsi Ha CTpaHUIIE
0TOOpa3HTCS Pe3yibTaT IPOBEPKH.

YroObl yaanuTh pe3ybTaT npoBepku, Haxxmute kHonky OUUCTUTD.
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DIR-615 BbecnposoaHoii MapLupyTusatop N300 PekoMeHAaLUMM N0 UCMOMNb30BaHNI0
PYKOBOACTBO MoMb3oBaTens MapLupyTu3aTopa

MABA 5. PEKOMEHOALUWXA MO WUCMNOJIb3OBAHUIO
MAPLUPYTU3ATOPA

lMpaeuna u ycnoeusi 6e3onacHoli 3Kcnsyamayuu

BHumarenbHO npouyMTaNTE JAHHBIM pa3fen nepel YCTaHOBKOW M IOAKIIOYEHHEM YCTPOMCTBA.
Y6enutech, 4TO yCTPOHCTBO, alanTep MUTAaHUS U KaOelIu He UMEIOT MEXaHUYECKUX MOBPEKICHUH.
YCTpoHCTBO JOMKHO OBITh MCHOJB30BAHO TOJIBKO 110 HA3HAYEHHWIO, B COOTBETCTBUH C
JIOKYMEHTALUEH.

YCeTpoiCTBO NPEIHA3HAYEHO I JKCIUIYyaTallUd B CYXOM, YHMCTOM, HE3albUIEHHOM M XOPOIIO
IIPOBETPUBAEMOM IOMEILIEHUHA ¢ HOPMAIBHON BJIA)KHOCTBIO, B CTOPOHE OT MOIIHBIX HCTOYHHMKOB
temia. He ucnone3yiTe ero Ha yJIHIe MU B MECTax C MOBBIIIEHHON BlIa)KHOCThIO. He pazMemaiite Ha
YCTPOWCTBE IMOCTOPOHHHME MpPEAMEThl. BEHTHISLMOHHBIE OTBEPCTUSI YCTPOMCTBA OJDKHBI OBITh
OTKpBITHL. Temmeparypa OKpy»XKarolleil cpelpl B HEMOCPEICTBEHHON OJIM30CTH OT yCTpOiicTBa U
BHYTPH €ro KopItyca JojixkHa ObITh B npeaenax ot 0 °C go +40 °C.

Hcnons3yiTe ajgantep NUTaHUA TOJIBKO M3 KOMIUIEKTa IIOCTaBKM ycTpoucTBa. He Bkitouaiite
aJlanTep MHUTaHUs, €CJIM ero KOpIyc WiM Kabenb MoBpexaeHbl. llogkmrouaiite agantep NMUTAHUS
TOJIBKO K MCIIPAaBHBIM PO3€TKaM C IIapamMeTpaMM, YKa3aHHbIMHU Ha aalTepe MUTaHUs.

He BckpsiBaiiTe kopmyc ycrtpoiictBa! Ilepen ouumcTkoM ycTpoilcTBa OT 3arpsi3HEHMM WU NbUIA
OTKJIIOYMTE THMTAaHUE YCTPOWCTBA. YIalusdTe MbUIb C IOMOIIBI0 BIaXHOW canderku. He
UCTIONIB3YHTE JKUAKUE/adpO30JIbHbIE OUMCTUTENHM WIM MAarHUTHBIE/CTATUYECKHE YCTPOWCTBA IS
ouncTky. M36eraiite monagaHus BiIard B yCTPONUCTBO U aAanTep MUTAHUS.

Cpok ciryxk0bl ycTpoicTBa — 2 roa.

Ctpanunuya 170 n3 174



DIR-615 BecnposoaHon mapuipyTtusatop N300 PeKkoMeHAaLuMn No UCNONb30BaHUI0
PyKoBOACTBO NOMb30BaTENs MapLipyTusaTopa

PekomeHOauyuu no ycmaHoeke 6ecrnpoeoOdHbIx ycmpolicme

becripoBoanoii mapmipyTtusatop DIR-615 no3Bosser nonyuuts goctyn K Baieil cetn ¢ moMoIpro

0ecrpoBOTHOTO COENMHEHHS MPAKTUYECKU M3 JII000H TOUYKH B paanyce ACUCTBHUS OeCIpOBOIHON

cetn. OIHAKO CIIEAYeT YYUTHIBATh, YTO KOJWYECTBO CTEH M TEPEKPBITUH, KOTOpHIE OyIer

npeoaojieBaTb CUrHaj, uxX TOJIIIHWHA U PACIIOIOKCHUC MOI'YT YMCHBIIUTL pagnycC [[ef/'ICTBI/ISI CCTH.

Panuyc oxBaTa cetu B OOJIBIION CTENEHH 3aBUCUT OT TUIIOB MaTepuaia U YPOBHS COIyTCTBYIOIIHUX

panMoYacTOTHBIX HIYMOB B JoMe Win oduce. YToObl MaKCUMAaIbHO YBEIHUYUTH PAINYC JACUCTBUS

Barreii 6ecripoBoIHO CETH, BBITOJITHUTE TIEPEUNCIICHHBIC HIDKE PEKOMEHIAITNH.

1.

Pacnonoxxure MapupyTH3aTop Tak, 4TOOBI KOJHMUYECTBO MPETATCTBUH (CTEH, NEPEKPBITHH U
T.I1.) MEXIy MapUIpyTU3aTOPOM M APYTUM CETEBBIM 000pyIOBaHHEM OBIJI0O MHHUMAIIbHBIM.
Kaxmoe mpensarcTBHe COKpaIlaeT paauyc IeHCTBUS OECIPOBOJHONW CETH Ha HECKOJBKO
metpoB (ot 1 1o 30 m).

MBICIIEHHO TPOBEAWTE JIMHUIO MEXKIY MapIIPyTH3aTOPOM M CETEBBIM YCTPOWCTBOM.
PekoMenayercss pacmojOKUTh YCTpPOMCTBA Tak, YTOOBI 3Ta JMHUS IPOXOJUIIA
NEPHIEHAUKYIAPHO CTEHAM WIH MEPEKPBLITUAM, HAXOIALIMUMCSI MEXKIY MapLIpyTU3aTOpOM U
CETEBbBIM YCTpOﬁCTBOM (I[J'Iﬂ CUrHajia, npoxoJdauero mnperndTCTBUC MoJ YIrjaoM, TOJIIIMHA
MPEMSTCTBUS TOPa30 OOJbIIIe).

OOparure BHMMaHHE€ Ha MaTepuall, U3 KOTOPOTrO CIeNlaHO TNpensTcTBue. MaccuBHas
JKeNe3Hasi JIBepb WM alIOMHMHHUEBBIE OajKu, OKazaBIIMECs B 30HE OECIPOBOIHOW CETH,
YMEHBIIAKT ee paauyc aeuctBusd. Ilocrapaiitech pacronoxuTs Bam Mapupyrtusarop,
TOYKU JOCTyHa U KOMIIBIOTEPHI TaK, YTOOBI CUTHAJl MPOXOIWJ Yepe3 TOHKUE CTEHBI WU
JBEpHbIE IpoemMbl. Ha CUrHal HEraTMBHO BIHAKOT CTEKJIO, CTajlb, METall, CTEHBI C
U30JISUEH, BOJIa (aKBapHYMBI), 3epKaja, MKa(bl, KAIPIUYHbIE U OCTOHHBIE CTECHBI.

Hepxxutre MapumipyTuzatop BAadu (Kak MHHUMYM, Ha paccTossHuu 1-2 wMerpa) OT
ANEKTPUUYECKUX MTPHUOOPOB WIH YCTPOMCTB, CO3AAOIIUX PaTHOYACTOTHBIC TOMEXH.

Pannorenedonst ¢ Hecymieit wacrotoit 2,4 I'Tn wnm oGopynmoBanue cranmapta X-10
(GecripoBOAHbIE YCTPOICTBA THUIIA MOTOJOYHBIX BEHTHJIATOPOB, OCBETHTEIbHBIX NMPHUOOPOB
WIN JIOMallHed CHUCTeMbl 0€30MacHOCTH) MOTYT OKa3aTh HEraTMBHOE BIHMsSHME Ha Bae
OecripoBoJiHOE coeAnHeHHue. YoOemutech, uro Oa3za Bamiero paguorenedona ¢ Hecyluel
yacroroit 2,4 I'Ty makcumanbHO yaaneHa oT Bamux 6ecnpoBoaHbIX yeTpoiicTB. OOparute
BHUMaHMe, 4TO 0a3a pajnuorenedoHa mepepaeT CUTHal Jake TOrjAa, Korjaa TenedoH He
UCTIONB3YeTCs.

Ctpanuuya 171 n3 174



DIR-615 BecnposogHon mapLupyTtnsatop N300

PyKOBO,D,CTBO nonb3oBartens

AGGpeBMaTypbl U COKpalLeHust

NMABA 6. ABBPEBUATYPbI N COKPALLUEHUA

AC Access Category Kareropus nocryna
AES Advanced Encryption Standard VY iydimeHHsl cTanaapT mWuppoBaHUs
ARP Address Resolution Protocol [TpoTokoi pa3perieHus apecoB
. . . ba3oBbIil nreHTHPUKATO
BSSID Basic Service Set Identifier a . ¢ P
OecnpoBOTHOM CeTH
) [TpoBepka mpu MOMOIIHU IUKIUIESCKOTO
CRC Cyclic Redundancy Check poBEpra fIp i
M30BITOYHOTO KO/Ia
) ) WHAMHUYECKAst CHCTEMa JJOMCHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o . . PacnpenenceHHas araka THUIa OTKa3 B
DDoS Distributed Denial of Service pedl
00CITy)KUBaHUU
. . [TIpoTOoKON NTMHAMHUYECKON HACTPOUKHU
DHCP Dynamic Host Configuration Protocol 3p . A P
Y3
DNS Domain Name System CucreMa TOMEHHBIX UMEH
. . Coo01enne ¢ yBeJJOMJICHUEM O
DTIM Delivery Traffic Indication Message 0 TEEA
nepenaye Tpaduka
. . Cpennee Bpems 1o [ puHBHUCKOM
GMT Greenwich Mean Time bl P P J
MEpHUIHany
«MHTEpHET-1IUTI03Y», TIPOTOKOJ
IGD Internet Gateway Device yIpaBJICHUS YCTPOMCTBAMH Yepe3
WHTECPHET-TILTI03
ITpoTokon ynpasieHus rpynnaMu B
IGMP Internet Group Management Protocol P ymp Py
cetu MHTEpHET
[TpoTokon MHuTepHeTa, MEXCETEBOM
IP Internet Protocol
POTOKOJI
[TpoTokoi asist 00ecnieYeHUs 3alUThI
IPsec Internet Protocol Security JIAHHBIX, TIEPEIaBACMbIX 110
MEXCETEBOMY IPOTOKOIy [P
. TyHHENBHBIN TPOTOKOI BTOPOTO
L2TP Layer 2 Tunneling Protocol Y P P
YPOBHSI
LAN Local Area Network JlokanbHas ceTh
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PykoBoacTBo nonb3osaTens

AGbGpeBMaTypbl U cOKpalLeHUs

[TpoTokon ynpaBieHHs KaHATIOM

LCP Link Control Protocol
nepeaayy JaHHbBIX
) VYrpasieHue JOCTyIIOM K Cpesie
MAC Media Access Control P AOCLY pea
(Tepenauu TaHHBIX)
. o ) MaxkcumanbHbIN pa3Me
MTU Maximum Transmission Unit b P
nepeaBaeMoro makera
NAT Network Address Translation [TpeoOpa3oBaHue CETEBBIX aPECOB
NTP Network Time Protocol CeTeBoii IPOTOKOJI CITY>KOBI BpeMEHH
oL MynbTHIITIEKCHPOBAHHUE C
Orthogonal Frequency Division Y P
OFDM ) ) OpPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pas/ieJICHUEM CHTHAJIOB
. Hacrpoiika ¢ mOMOIIbIO HAXKaTHs Ha
PBC Push Button Configuration P B
KHOIIKY
PIN Personal Identification Number JlmuHbIi HIeHTH()UKATTMOHHBIA HOMEP
. . [IpoToKOI THIIA «TOYKA — TOYKA» T10
PPPoE Point-to-point protocol over Ethernet P
Ethernet
) ) ) TyHHETBHBINA MPOTOKOJ TUIA «TOYKA-
PPTP Point-to-point tunneling protocol Y P
TOYKa»
PSK Pre-shared key OO0t KIIrou
QoS Quality of Service KauectBo ycimyr
RADIUS Remote Authentication in Dial-In User |Cnyx0a ynaneHHO# ayTeHTH(PUKAINHA
Service 10JIb30BATENsI KOMMYTHPYEMOW CETH
. . [Tporokon oOMeHa TaHHBIMU JUTS
RIP Routing Information Protocol P A %
MapIIpyTU3aLUuN
RTS Request To Send 3anpoc Ha OTIPaBKy
. . ITpoTOKOJ MOTOKOBOM NEPEIa4H B
RTSP Real Time Streaming Protocol P pel
PEKUME pealTbHOTO BPEMEHHU
SIP Session Initiation Protocol ITpoToKOJ ycTaHOBIJIEHNUS ceaHca
SSID Service Set Identifier Wnentudurarop 6€CIpOBOIHOMN CETH
. [IpoTokon BpeMEHHOM IIETOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KITFOUeH
IIpoTOKOI 10JIB30BATENBCKUX
UDP User Datagram Protocol P

JaTarpamm
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AGbGpeBMaTypbl U cOKpalLeHUs
PykoBoacTBo nonb3osaTens

. YHHUBEpCATBHBIN PEXKUM «BKIIIOYH U
UPnP Universal Plug and Play pu P
paboTaii»
URL Uniform Resource Locator Enunblii ykazaTenb pecypcoB
VLAN Virtual Local Area Network BupTtyanpHas ToKaibHAS CETh
VPN Virtual Private Network BuptyansHas yactHas ceTh
WAN Wide Area Network ['mobanpHast ceTh
. . . be3zonacHOCTb, aHAJIOrMYHAS 3aIUTE
WEP Wired Equivalent Privacy . B
MPOBOJIHBIX CETEH
R . c «becmpoBogHas TOUHOCTEY, CTaHIAPT
Wi-Fi Wireless Fidelity PoBoa . Aap
OecIpoOBOHOMN CBS3H
WLAN Wireless Local Area Network becnipoBogHas nokaibHAs CETh
- . . [Tepenaua MyJIbTUMETUIHBIX JAHHBIX
WMM Wi-Fi Multimedia P H . Y 8 8
o Wi-Fi-cetn
A 3aluIleHHbIH JOCTYI IO
WPA Wi-Fi Protected Access o u)l Y
OecrpoBOIHOM ceTH
o be3onacHas HacTpoiika 6ecpoBOIHOM
WPS Wi-Fi Protected Setup P POBOA
cetn
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